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Privacy is one of the fundamental human rights recognised by the United Nations: “No one 
shall be subjected to arbitrary interference with his privacy, family, home or 
correspondence, nor to attacks upon his honour and reputation. Everyone has the right to 
the protection of the law against such interference or attacks” (Universal Declaration of 
Human Rights, 1948). What is considered to be ‘private’ and legally protected as ‘private’ 
differs depending on culture (Whitman, 2004). Besides, definitions of privacy are domain 
dependent. In psychology, for instance, Pedersen (1997) refers to privacy as “a boundary 
control process in which the individual regulates with whom contact will occur and how 
much and what type of interaction it will be” (p. 147). The author explains that boundary 
control involves both restricting and seeking interactions with others to balance “access to 
the self” at a particular moment and in particular circumstances. To achieve such a balance 
is not easy: too much interaction can be experienced as a violation of privacy; too little 
interaction can make feel lonely. On the internet, according to Boyd (2010), “privacy is about 
having control over how information flows”. However, privacy on the internet is not easy to 
define, as Ray and Geisterfer (2004) argue, “mainly because the average Internet user has 
very little idea as to what information profile they present on the Internet, and how easily 
that information can be observed and captured” (p. 155). As such, Ray and Geisterfer (2004) 
see privacy more as a benefit “that can be revoked or nullified at a whim under the guise of 
societal priorities” (p. 155). Although various authors have different views and opinions on 
privacy, they agree that privacy is an important aspect of human life and well-being. 

To explain the importance of privacy, Solove (2014) considers a number of arguments. 
First, privacy is about respecting each other: when people wish to keep some information 
private, it is simply disrespectful to ignore this wish. Second, privacy enables people to 
manage their reputations: people should be able to protect their reputation from being 
harmed (intentionally or  unintentionally). Closely related to this, Solove speaks of not 
having to explain yourself: because people can change over time, privacy provides an 
opportunity to mature and improve without being asked about past actions or behaviours. 
Privacy also helps people maintain social relationships and trust: for instance, in 
professional relationships between doctors and patients, privacy is a key condition for 
building trust. Finally, privacy provides a path to freedom of thought that allows people to 
have ideas or be involved in activities that might not be supported by their family, friends or 
colleagues. 

The internet brings many benefits that make our lives easier and more joyful in many 
different ways: it allows us to access information we need at any moment we choose; it helps 
to get in contact with our family and friends wherever we are; it improves our way of living 
in our homes (e.g., ‘smart home’ services) and our lifestyle (e.g., health applications). The 
internet has become an integral part of our daily routine, as Royakkers, Timmer, Kool, and 
van Est (2018) describe: “For all kinds of essential services and products, we make 
increasingly more use of digital technologies, and we are becoming increasingly more 
dependent on digital systems […] The digitization of society is entering a new phase and has 
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blurred the distinction between online and offline: we are on life” (p. 138). The internet 
changes our life and affects our privacy, and achieving the same level of privacy on the 
internet as we expect in real life has become quite a challenge. 

In real life, we generally behave in line with certain social norms and principles. For 
instance, when we meet a person for the first time, we generally maintain some distance and 
discuss a limited range of socially-accepted topics. It takes time to learn about each other, 
and every word and movement provides valuable details that help us better understand who 
is in front of us. However, communication on the internet makes information exchange 
faster, sometimes even without our being aware of it, which can lead to undesirable and 
unexpected effects. In relation to this Royakkers et al. (2018) speak of “mental privacy”, i.e., 
the ability to keep private how we feel. With the increased use of technologies that recognise 
our facial expressions and emotions, it becomes less easy to conceal how we feel at a 
particular moment or situation. The fact that these data can be collected remotely and 
covertly limits people’s ability to control the collection of personal data from them. 
Moreover, if the data we wish to keep private become available to others, then it can also be 
harmful. As a possible solution, Nissenbaum (2004) introduces the concept of “contextual 
integrity”, which links privacy protection to norms formulated for specific contexts, 
“demanding that information gathering and dissemination be appropriate to that context 
and obey the governing norms of distribution within it” (p. 101). 

Following years of debate on privacy and data protection, the European Union (EU) 
adopted the General Data Protection Regulation (GDPR) that came into force in May 2018 
and replaced the Data Protection Directive (1995). Developed to harmonise data protection 
law and policy across the EU Member States, the GDPR changed the face of data protection. 
The GDPR establishes a complex and detailed regime for data protection, first, by 
strengthening the responsibilities of the data controller. This includes, for instance, the 
development of a data management plan describing the technical, organisational and legal 
measures undertaken by the data controller to ensure that the core principles are met. The 
data controller is also required to appoint a data protection officer (DPO) responsible for 
overall compliance with the GDPR. Furthermore, one of the most remarkable aspects is that 
the GDPR grants a wide array of rights to data subjects that places them at the core of 
decision-making and with more control over personal data. Additionally, the GDPR 
introduces new approaches to data protection that were previously impossible, such as 
protection by design, which encourages technology providers to consider the principles 
established by the GDPR up front, i.e., at the design phase of a product or service. In regard 
to this, Datoo (2018) speaks of the “holistic people, process and systems perspective” 
required by the GDPR: “GDPR compliance is as much about how people use data and the 
processes in place to control that use, as it is the technology required to monitor and report 
that usage” (p. 17). Last but not least, the GDPR motivates other countries around the globe 
to align their own regulations so they can continue doing business with the EU (Breitbarth, 
2019). 
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According to the GDPR, personal data are “any information relating to an identified or 
identifiable natural person (“the data subject”) […]; an identifiable natural person is one who 
can be identified, directly or indirectly, in particular by reference to an identifier such as a 
name, an identification number […]” (art. 4 GDPR), and the processing of personal data is 
“any operation or set of operations which is performed on personal data or on sets of 
personal data, whether or not by automated means, such as collection, recording, 
organisation, structuring […]” (art. 4 GDPR). For the lawful processing of personal data, the 
GDPR establishes several legal grounds. The data subject’s consent is mentioned first as legal 
grounds in art. 6 GDPR and rec. 40 GDPR. Consent is “any freely given, specific, informed and 
unambiguous indication of the data subject’s wishes by which he or she, by a statement or 
by a clear affirmative action, signifies agreement to the processing of personal data relating 
to him or her” (art. 4 GDPR). Although the GDPR explicitly defines consent as being informed, 
it does not provide a definition of ‘informed consent’. Informed consent is a commonly used 
term in the fields of research, health and social care (Dolan, 2015; Sheehan & Martin, 2011), 
and may refer to informed consent to participation in a research study or medical treatment 
that does not necessarily involve personal data sharing. In this thesis, the term is solely used 
for informed consent in regard to personal data sharing. 

Although informed consent may seem an easy way to establish a legal basis for the 
processing of personal data, in practice, a truly informed decision is not easy to achieve. In a 
study among internet users by Elsen, Elshout, Kieruj, and Benning (2014), more than 80% of 
participants indicated that they considered the protection of personal data to be (very) 
important, whereas only 20% indicated they paid attention to the details of the requests for 
personal data. This contradiction between intentions towards the protection of personal 
data and actual behaviour is called the privacy paradox (Norberg, Horne, & Horne, 2007). In 
explaining this paradoxical behaviour, Solove (2013) identifies a number hurdles: first, 
people tend to ignore the information provided alongside the request for personal data; 
second, even if they read the information, there are no guarantees that they understand the 
information; third, even if they read and understand the information, they lack background 
knowledge to make a choice, and even if they can make a choice, their choice might be 
affected by “various decision-making difficulties” (p. 1888).  With respect to the latter, the 
author mentions problems, such as bounded rationality, heuristics (Acquisti & Grossklags, 
2007) and framing approach effects (Kahneman, 2012). Framing approach, i.e., the way how 
the positive and negative sides of the same decision are described, can shape our privacy 
preferences, e.g., risky choice framing including a description of the risk of losing and of the 
opportunity to win (Kahneman, 2012). Additionally, there are studies demonstrating that 
trust also plays a role in a decision-making process (Felt, Bister, Strassnig, & Wagner, 2009; 
Kelly, Spector, Cherkas, Prainsack, & Harris, 2015). Consent that is not informed constitutes 
a risk for both, data subjects and data controllers. Data subjects risk consenting to the 
sharing of personal data that they would prefer not to share. For data controllers, inadequate 
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consent carries the risk of being unable to fully rely on the consent obtained (Schermer, 
Custers, & van der Hof, 2014). 

At the same time, the studies discussed above make clear that the legal requirement of 
the consent ‘being informed’  is problematic in the sense that information can be provided, 
but does not guarantee a consent was informed. More effort is needed to understand how to 
communicate this important information more effectively and efficiently. Barocas and 
Nissenbaum (2014) speak of an “urgent need” to reform consent practices, focusing first, on 
ways information is expressed and communicated, and second, “mechanisms that more 
meaningfully model consent, reviving the never-ending stalemate over opt-in versus opt-
out” (p. 57). Solove (2013) suggests developing a coherent approach to consent that 
“accounts for the social science discoveries about how people make decisions about personal 
data” (p. 1903). Pieters (2011) emphasises the importance of design aspects: when 
everything around us collects information about us we need  a ‘smart’ way of consenting, i.e., 
a system designed and developed in a way to provide necessary information without 
creating a feeling of being overloaded with information. 

To date, research on informed consent has focused on how to deal with personal data in 
various contexts, e.g., health care, social care (Cohn & Larson, 2007; Kaye, Whitley, Lund, 
Morrison, Teare, & Melham, 2015). Informed consent has been investigated from an ethical 
perspective (Bustos-Jiménez, 2014; Pollach, 2005; Sheehan & Martin, 2011) as well as from 
a socio-psychological perspective (Miller & Boulton, 2007; Dienlin & Trepte, 2015; Yoshida, 
Dowa, Murakami, & Kosugi, 2013). Within the socio-psychological perspective studies have 
taken into account behavioural aspects (Hallam & Zanella, 2017; Steinfeld, 2016), cognitive 
processes (Sand, Kaasa, & Loge, 2010; Tam et al., 2015) and personal characteristics (Nelson 
& Merz, 2002; Taddicken, 2014; Tamariz, Palacio, Robert, & Marcus, 2012). Extensive 
research has been done on the acceptance of various state-of-the-art technologies that 
provide personalised products or services (Schnall, Higgins, Brown, Carballo-Dieguez, & 
Bakken, 2015; Wilkowska & Ziefle, 2011). However, we are not aware of any research being 
carried out to systematically investigate possible solutions to the challenges described 
above. We initiated this research with the aim of understanding and optimising informed 
consent practices to achieve the true goal of informed consent - an informed decision. 

The current research presents a blueprint for an informed consent template, which was 
developed based on an analysis of the legal requirements established by the GDPR for 
informed consent. The template derived from the blueprint helped to develop an informed 
consent form, which was further examined through a series of subsequent studies aimed at 
enhancing the usability of the form, i.e., the extent to which a specified user can use the form 
to achieve specific goals effectively, efficiently and to their satisfaction in a specified context 
of use (ISO, 1998). Usability dimensions - effectiveness, efficiency and satisfaction - were 
translated into specific evaluation criteria addressing usability from the data subject’s 
perspective (Hornbæk, 2006). The importance of understanding to what extent an informed 
consent form is easy to use is in clear terms explained by Kelly et al. (2015): “The more we 
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understand how participants [data subjects] form expectations about the handling of their 
information and materials, and the control they want to exert, the better. A better 
understanding of participants’ values and preferences, in turn, will enable […] to better 
accommodate these”. An overview of the studies conducted in the frame of the current 
research is provided in the next section ‘Research outline’. 

The research was conducted in the context of education. In this particular domain 
obtaining consent to the use of personal data is required in relation to various technologies, 
such as learning analytics and e-assessment, where obtaining informed consent poses the 
common challenges.  In e-assessment, i.e., assessment performed with the use of Information 
and Communication Technologies (ICT) (Jisc, 1993), various technologies for identity and 
authorship verification are used to enable reliable e-assessment (Noguera, Guerrero-Roldán, 
& Rodríguez, 2017). These technologies include, for instance, instruments for face and voice 
recognition, the analysis of keystroke dynamics and writing style, all of which require 
sharing of personal data. Learning analytics technologies may rely on a variety of personal 
data collected in connection with learning, e.g., activity logs, presence registrations, 
performance data (Drachsler & Greller, 2016; Drachsler, Geller, Griffiths, Hoel, & Kickmeier-
Rust, 2016; Willis, Slade, & Prinsloo, 2016). In these contexts, too, the question is how to 
ensure that students read the information provided alongside the consent request and 
understand how the instruments operate so that they can reach an informed decision. 
Although the research was conducted in the specific context of education, the problem is 
essentially a generic problem, meaning that conclusions and recommendations are generic 
in nature and can be applied in other contexts as well. 

 
Research outline 
 
The research started with a literature review (Chapter II) investigating the role and current 
practices of informed consent and the legal and usability requirements established for 
informed consent. Legal requirements were extracted from the GDPR, and the usability 
requirements from various usability studies conducted in the context of informed consent. 
The literature review covered a total of 47 journal articles selected after automated and 
manual search. The literature review provided the basis for the design and development of 
a blueprint for an informed consent template intended to support data controllers in 
establishing an effective and efficient informed consent procedure. The blueprint presents a 
complete set of legal requirements and the functionalities necessary to create the ‘right’ 
template (e.g., for a specific context). Based on what was indicated in the blueprint, a 
template can be created with additional instructions on how to fill in the template to ensure 
that usability requirements are sufficiently met.  A small-scale empirical study including 
quantitative and qualitative data, was carried out to investigate usability of the template 
from the data controller’s perspective. Participants in this study - researchers from different 
faculties of the Open University of the Netherlands - were asked to use the mock-up template 



1

General introduction

  13   

to develop an informed consent form for participants in their own research. After the task 
was performed, they were invited to answer several questions regarding usability of the 
template. Finally, they were asked to reflect on their experience and provide 
recommendations for further improvements in an interview.  

The second study (Chapter III) addressed challenges related to informed consent in the 
context of e-assessment. More specifically this study focused on students' perceptions and 
attitudes towards personal data sharing for e-assessment purposes, e.g., perception of 
advantages and disadvantages of e-assessment technology, willingness to share (particular 
types of) personal data, reading and understanding the information provided in the 
information letter. Additionally, Chapter IV, addresses the role of trust in personal data 
sharing and whether this is different for students with special educational needs and 
disabilities (SEND). SEND students were included as a special target group because they may 
feel more dependent on e-assessment technologies. To investigate these issues, a mixed 
methods research design was adopted, including an online survey and a focus group 
interview. The online survey contained questions investigating attitudes towards personal 
data sharing and trust in e-assessment technology. The main findings of the online survey 
were later discussed in the focus group interview.  

The purpose of the next study (Chapter V) was to obtain insights into students’ actual 
behaviour in an informed consent procedure, as opposed to the (more subjective) reported 
behaviour and attitudes in the previous study. An informed decision can be achieved only if 
data subjects read and understand the information provided in an information letter. 
Therefore, the third study focused on data subjects’ reading behaviour and how it affects 
information uptake, comprehension and decision-making. Students from different faculties 
of the Open University of the Netherlands participated in this study. They were invited to 
enrol in an authentic online course with an option of e-assessment supported by technology 
for identity and authorship verification and requiring students’ informed consent to the 
collection of personal data for these purposes. Participants first read a short course 
introductory text and explanation of the e-assessment option, followed by an informed 
consent form. Participants’ reading behaviour was registered by an eye-tracker system and 
compared for both texts so that the course introductory text could serve as a benchmark. 
Information uptake was measured through a factual knowledge test. Finally, data on 
comprehension and decision-making were collected by means of semi-structured interviews 
and retrospective think-aloud protocols. The study provided valuable additional insights and 
detailed recommendations for informed consent. 

The final study (Chapter VI) builds on the results of the previous studies and focuses on 
the question of ‘how’ to communicate informed consent more effectively. The study 
evaluated students’ experience with a digital consent form including specific design features, 
namely, a layered information letter and dynamic consent. The study was conducted in 
connection with a set of learning analytics tools optionally provided to students in an 
Educational Technologies course. More particularly, the tools included a self-assessment 
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system to help students better understand their self-regulation skills; a self-regulation 
learning dashboard to assist students with planning, monitoring and reflecting on their 
learning process; a lecture attendance tool to provide students with an overview of the 
lectures they attend. Opting for the use of the tools during the course required sharing of 
personal data and hence, students’ consent. To ensure students’ consent was informed, it 
was decided to combine the digital consent form with a face-to-face explanation. Students’ 
experience with the informed consent procedure was investigated by means of retrospective 
semi-structured in-depth interviews.  

Chapter VII ‘General discussion’ provides an overview of the main findings, formulates 
recommendations for informed consent and highlights areas for future research.  
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2CHAPTER 2



Exploring solutions to the 
privacy paradox in the context of 
e-assessment: Informed consent 
revisited

This chapter is based on:
Muravyeva, E., Janssen, J., Specht, M., & Custers, B. (2020). 
Exploring solutions to the privacy paradox in the context of 
e-assessment: Informed consent revisited. Ethics and Information 
Technology, 22, 223-238. https://doi.org/10.1007/s10676-020-
09531-5
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Personal data use is increasingly permeating our everyday life. Informed consent for 
personal data use is a central instrument for ensuring the protection of personal data. 
However, current informed consent practices often fail to actually inform data subjects about 
the use of personal data. This chapter presents the results of a requirements analysis for 
informed consent from both a legal and usability perspective, considering the application 
context of educational assessment. The requirements analysis is based on European Union 
(EU) law and a review of current practices. As the main outcome, the chapter presents a 
blueprint which will be the basis for the development of an informed consent template that 
supports data controllers in establishing an effective and efficient informed consent form. 
Because the blueprint, and subsequently, the template, distinguishes between legal and 
usability requirements, it also provides the basis for the mapping of legal requirements in 
other (non-European) contexts. 
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2.1. Introduction 
 
Technology is increasingly permeating our day-to-day experiences in education, work, and 
leisure activities. A recent report by the Rathenau Institute (van Est, Rerimassie, van Keulen, 
& Dorren, 2014) states that the “new technological wave” requires further study from legal 
and ethical perspectives. The report distinguishes four levels of human-technology 
interaction: technology in us (e.g., pills that, once inside a human body, can monitor the 
body’s condition and/or support its proper functioning); technology between us (e.g., mobile 
phones and social networks that allow people to become connected and communicate with 
each other); technology about us (e.g., navigation systems that determine current location 
and lead along a programmed route or video surveillance for security purposes); and 
technology just like us (e.g., robots that are programmed to perform tasks delegated to 
them). Regardless of the precise level of interaction, human-technology interaction is 
challenging, particularly when (sensitive) personal data is involved, such as in health care or 
educational assessments (Kobsa, Cho, & Knijnenburg, 2016; Wang & Kobsa, 2013). This 
aspect brings legal and ethical challenges related to the acceptance of these technologies and 
the use of personal data: consenting to the use of personal data requires reading and 
understanding information provided to reach an informed decision. 

A growing number of studies shows that obtaining informed consent is a complicated 
process (Bashir, Hayes, Lambert, & Kesan, 2015; Böhme & Köpsell, 2010; Lin & Loui, 1998). 
Even if people indicate that the protection of their personal data is important, this does not 
mean that they pay attention to the details of requests for personal data before they give 
consent (Elsen et al., 2014). This contradiction between attitudes towards personal data 
protection and actual behaviour is referred to as the privacy paradox (Norberg et al., 2007). 
Schermer et al. (2014) speak of “consent desensitisation” and “a crisis of consent”. However, 
the authors analyse this situation not in terms of a contradiction between people’s attitude 
and actual behaviour but in terms of a tension between the intention of the law and current 
practice. In effect, the risks for both the data subject (a person requested to consent) and the 
data controller (a person or entity requesting consent) are the same. The data subject risks 
consenting to the use of personal data to which, in fact, he/she would rather not. For the data 
controller, inadequate consent carries the risk of not being able to fully rely on the consent 
obtained (Schermer et al., 2014). The authors propose to address the crisis of consent by 
adopting a differentiated system of consent, in which unambiguous or explicit consent is 
sought only “when it really matters”, when the decision may involve serious risks or 
consequences. Although this system may certainly help counter consent desensitisation, the 
question of how to facilitate informed decision-making in situations where it is deemed 
necessary remains. 

A study by Wilkowska and Zielfe (2011) on the acceptance of e-health technology 
illustrates that the privacy paradox exists in these situations as well. In fact, this study gives 
rise to further ethical concerns, as it revealed that the privacy paradox may even be 
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reinforced when the use of personal data appears riskier: in this study, less healthy people 
indicated that they were less concerned about the secure storage of their personal data than 
healthy people. As a possible explanation of this effect, Burgess (2007) speaks of a potential 
trade-off between benefits and risks: even if people are aware of the risks involved, they may 
feel tempted or basically be forced to consent to gain access to a particular product or 
service. Similarly, Böhme and Köpsell (2010) mention a perceived lack of choice as a possible 
explanation for the privacy paradox: people do not see alternative options, and therefore, 
they see no reason to delve into the details of what they are consenting to. Other explanations 
they provide are inaptitude and habituation. Inaptitude refers to the fact that people may not 
have the appropriate knowledge and skills to understand the information provided; they 
may underestimate or be entirely unaware of the risks associated with the use of personal 
data. Relatedly, Jensen and Potts (2004) showed that highly educated people better 
understand what they are consenting to. Finally, habituation refers to the fact that people 
may have developed a habit to ‘blindly’ consent so that they can continue doing what they 
planned to do without spending time on matters that fall beyond their immediate interest. 
Habituation is of particular concern, as it appears to indicate that solutions designed to 
obtain consent have resulted in the completely opposite effect. Instead of being informed, 
people have grown accustomed to ignoring important information; of course, once 
developed, habits are difficult to unlearn (Greener, 2016). 

In the context of educational assessment, various state-of-the-art technologies using 
(sensitive) personal data are currently being explored to enable reliable e-assessments 
(Gaytan & McEwen, 2007; Jones, 2011; McCann, 2010; Noguera et al., 2017; Underwood & 
Szabo, 2003). e-Assessment potentially offers many advantages, for instance, a greater speed 
of marking, immediate feedback, and a more entertaining assessment experience (Jisc, 
1993). However, e-assessment also introduces challenges for an educational institution, 
concerning the quality of assessment and the prevention of fraud. In this regard, the TeSLA 
project consortium (https://tesla -project.eu/) developed technology for identity and 
authorship verification, including instruments for face and voice recognition, keystroke 
dynamics, plagiarism detection and writing style analysis (Muravyeva, Janssen, Dirkx, & 
Specht, 2019). In this context, obtaining informed consent poses the same challenge of 
ensuring that students read and understand how these instruments operate and how their 
(sensitive) personal data are used so that they can reach an informed decision (Drachsler & 
Greller, 2016). Another challenge lies in the GDPR that came into force as of May 2018. The 
adoption of the GDPR is a crucial step in the recognition of the value of personal data and the 
importance of personal data protection. The GDPR articulated requirements for the use of 
personal data that, among others, included an expansion of the data subject’s rights and 
strengthening of the data controller’s responsibilities. However, these expansions increased 
the complexity of informed consent (Feiler, Forgo, & Weigly, 2018; O’Brien, 2016; Jansen, 
2017). To ensure that informed consent is performed in accordance with the GDPR, the data 
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controller should develop a set of legal, technical, and organizational measures prior to an 
informed consent procedure. 

The privacy paradox and the new legislation underline the need for clear guidelines for 
data controllers regarding informed consent for the use of personal data. To that end, we aim 
to develop a blueprint for an informed consent template by following a design-based 
research approach (Edelson, 2009; Plomp, 2010). The blueprint will be developed in the 
application context of e-assessment but can be integrated and applied in any context in 
which people may be asked to consent to the use of personal data, for instance, for online 
services, participation in research, and the review of such research by a research ethics 
committee. The context of e-assessment constitutes the direct cause for the development of 
the blueprint. However, the results of the requirements analysis described in this chapter 
are generic in the sense that they address the following questions:  

Q1: What are the definitions of informed consent? 
Q2: What are the GDPR requirements for the data controllers to be used in the 

development of informed consent? 
Q3: What are the usability requirements for the data subjects considering informed 

consent? 
Q2 and Q3 are related to the concept of usability, i.e., the extent to which a product can 

be used to achieve specific goals in an effective, efficient, and satisfactory way (ISO, 1998). 
An effective, efficient, and satisfactory informed consent procedure requires that the 
information provided in an information letter is complete (Q2) and presented in a way that 
facilitates uptake and comprehension (Q3). To address Q2, we analyse the GDPR, which is 
specific to the European context. However, as mentioned above, the GDPR requirements are 
quite extensive; thus, we expect that there will be considerable overlap with the legal 
requirements in other countries. Q3 is addressed by reviewing relevant practice and 
usability studies regarding informed consent. 

Analysis of the requirements will result in a blueprint that provides the basis for an 
informed consent template to be evaluated in a usability study. Usability studies often refer 
to the ‘user’ more generally, but in the context of informed consent, there are two user 
groups: data subjects and data controllers. As will be explained in more detail in the 
‘Blueprint design’ section, the primary user of the informed consent template is the data 
controller. Hence, the usability study results reported in this chapter address the question: 

Q4: How do the data controllers experience working with an informed consent template 
derived from the blueprint developed in this study? 
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2.2. Method 
 
2.2.1. Requirements analysis 
 
First of all, the GDPR was analysed to derive legal requirements and conditions for informed 
consent as well as definitions of ‘consent’, ‘personal data’, ‘processing’, ‘data subject’, and 
‘data controller’.  

Further, in order to develop an understanding of the state of the art regarding informed 
consent practices, a traditional (rather than a systematic) literature review was conducted 
(Jesson, Matheson, & Lacey, 2011), using the following search terms: ‘informed consent’ and 
‘personal data’. ‘Assessment’, ‘technology’ and ‘education’ were added to indicate a field of 
application. The search was conducted using the advanced search option ‘keywords’ in the 
databases of leading publishers in the fields of education, technology, and law. The search 
resulted in 672 articles, from which a further selection was made by applying additional 
criteria. The first results were quickly scanned and analysed to exclude duplicates; 212 
duplicates were removed at this stage. Then, the abstract of each article was analysed to 
select only those articles that described informed consent practices, regardless of the context 
in which they are applied. In fact, many of them describe tools and approaches initially 
developed for regulating informed consent in the relations between patients and doctors or 
social workers, which appeared relevant for our specific purpose. A total of 257 articles did 
not meet the inclusion criteria. For the remaining 203 articles, the full text was scanned. This 
set contained 30 articles with a focus on our specific field of application. In addition to these 
articles, we included some articles from other sources, such as the references used in writing 
the research proposal or found through snowballing, i.e., the references made by authors in 
their texts. The manual search provided us with 17 additional articles relevant for the 
review; therefore, a total of 47 articles were included. Table 2.1. gives an overview of the 
articles included in the literature review according to their relevance for the questions that 
we aimed to answer. 

 
Table 2.1. Overview of the included articles 

 
Focus References 
Definitions  Consent Ach (2018), Bix (2018), Burkemper (2004), David, Edwards, & 

Alldred (2001), Dolan (2015), Eyal (2018), Grout (2004), Hurd 
(2018), Noain-Sánchez (2016), Sheehan & Martin (2011), Schofield 
(2014) 

Legal 
requirements 

 Ach (2018), Cradock, Stalla-Bourdillon, & Millard (2016), Crutzen, 
Peters, & Mondschein (2019), Custers, van der Hof, & Schermer 
(2014), Custers (2016), Feiler et al. (2018), Hand (2006), Luger, 
Rodden, Jirotka, & Edwards (2014), Mai (2016), Mäkinen (2015), 
O’Kane, Mentis, & Thereska (2013), Oliver-Lalana (2004), Polcak 
(2009), Rosner (2014), van Ooijen & Vrabec (2019) 
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Usability 
requirements 
 
 

Effectiveness Coles-Kemp & Kani-Zabihi (2010), Cheek (2008), Collins (2005), 
Garwood (2014), Kay & Terry (2010), Lie & Witteveen (2017), 
Moran, Luger, & Rodden (2014), Sand et al. (2010), Schriver, Cheek, 
& Mercer (2010), Steinfeld (2016) 

Efficiency Berger, Sand, Johansen, Loge, Kaasa, & Grønberg (2014), Burmeister 
(2000), Coates & Ellison (2014), Jansen (2017), Lentz, Kennett, 
Perlmutter, & Forrest (2016), Luger & Rodden (2014) 

Satisfaction Bustos-Jiménez (2014), Coles-Kemp & Kani-Zabihi (2010), Kaye et al. 
(2015), Luger (2012), Miller & Boulton (2007), Noain-Sánchez 
(2016), van Alsenoy, Kosta, & Dumortier (2014) 

 
2.2.2. Blueprint design 
 
Requirements for informed consent extracted from the GDPR and literature review were 
combined to create a blueprint, covering ‘all possible’ varieties of an informed consent form 
that enables the data controller to derive a template for an informed consent form to be 
further filled in for a specific context (Figure 2.1.). In information modelling terms: the 
blueprint constitutes the class from which objects can be derived (Parsons & Wand, 2000; 
Xinogalos, 2015). The blueprint indicates, for instance, that the template must contain a 
description of one or more purposes. Further instructions provided alongside prompt the 
data controller to consider presenting some purposes as optional to the data subject. In other 
words, the blueprint describes the total set of obligatory variables to be included in an 
informed consent form and possible options in connection with these variables for the data 
controller to decide upon in creating a template. So, sticking with the example of the variable 
‘purpose’, the blueprint dictates that at least one ‘purpose’ must be filled in and indicates 
that the data controller may specify multiple purposes, in which case the data controller 
must decide whether or not to enable selective consent, i.e., consent for a subset of these 
purposes. Based on what was indicated, a template will be created with additional 
instructions, e.g., on how to describe a purpose(s). This should result in an informed consent 
form, which at least meets legal requirements (ensured by the blueprint) and hopefully, 
based on additional instructions provided in the template, usability requirements for the 
informed consent form as well. In information modelling terms, the resulting informed 
consent form, to be filled in by the data subject, is called an instance of the class (Figure 2.1.).  

The blueprint presented in this chapter constitutes a first - ‘rough’ - draft rather than a 
detailed model elaborated in a formal language, such as the Unified Modelling Language 
(UML, 1997). The ‘Blueprint for an informed consent template’ section describes the 
stepwise approach taken in designing the blueprint. The blueprint is meant to inform future 
development of a wizard-like tool to support data controllers in creating an informed 
consent template through a series of choices. Whether or not these two steps of ‘template 
creation’ and ‘filling in the template’ might be combined and executed through a single 
wizard is an issue for future implementation. In this regard, the model presented in           
Figure 2.1. represents a conceptual model. According to this model, usability is at stake, 
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conceptually, at three subsequent moments in the process (Figure 2.1.): when the data 
controller uses the wizard (the blueprint) to create a template; when the data controller uses 
the template to create an informed consent form; when the data subject uses the informed 
consent form to reach a decision. In wait of future development of the blueprint into a wizard 
to support template creation, the first small scale usability study presented in this chapter 
focusses on the experiences of data controllers using a mock-up of an informed consent 
template, as explained in more detail in the next section. 

 
2.2.3. Usability study 
 
Design 
 
In order to understand how data controllers experience working with an informed consent 
template derived from the blueprint developed in the current study, we adopted a mixed-
methods design with concurrent collection of quantitative and qualitative data (Creswell, 
2013). Data were collected in an authentic (ecologically valid) context of data controllers: in 
this case, researchers needing to obtain informed consent from participants in their 
research. These researchers were presented with the template and requested to use the 
template to create an informed consent form for their own research. Quantitative data were 
collected using an adapted version of the System Usability Scale (SUS) (Blazica & Lewis, 
2015). Qualitative data consisted of questions raised and feedback provided during and after 
task performance. 
 

Blueprint 
Class 

 Template 

Object 

 Form 

Instance 

 Consent  

decision 

       

  
Wizard  

usability 
  

Template  
usability 

  
Form     

usability 
 

 
 
 

Figure 2.1. Informed consent based on a blueprint 
 
Participants 
 
Participants (n = 5) in this study involved a convenience sample of researchers from various 
faculties of the Open University of the Netherlands. Three participants were male; ages 
ranged between 24 and 36 years (M = 29.6, SD = 4.8). 
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Materials 
 
The mock-up template used in the usability study was derived from the blueprint as 
described in the ‘Results’ section. The SUS consists of ten statements (e.g., “I found the system 
unnecessarily complex”, “I thought the system was easy to use”) measured on a 5-point 
Likert scale ranging from ‘Strongly disagree’ (= 1) to ‘Strongly agree’ (= 5). The original SUS 
was adapted to better address the objectives of the current study. For instance, the statement 
“I think that I would like to use this system frequently” was transformed in “I think that I 
would like to use this template again next time”. 
 
Procedure 
 
A total of nine researchers were invited via email to participate in the study; five of them 
agreed. Participants were presented with the template and asked to use it to create an 
informed consent form for the participants in their own research. Apart from instructions 
integrated into the template, participants were given additional instructions (e.g., applying 
plain language) before they started working on the task. On average, the entire procedure 
took 55 minutes. 
 
Data analysis 
 
Data were analysed at the item level (frequencies to identify main areas for improvement). 
The qualitative data were used for the interpretation of the quantitative data and presented 
in the ‘Results’ section alongside the quantitative data, to ensure an integrated picture of the 
results. 
 
2.3. Results 
 
2.3.1. Definitions 
 
There are different ways to look at the concept of consent. In normative theory, consent 
makes actions permitted that would otherwise be forbidden, creating rights and duties (Bix, 
2018). Similarly, Hurd (2018) describes consent as a right- and duty-constricting 
mechanism: for the party requesting consent, it implies a duty to inform and to request 
consent; for those requested to consent, it entails a right to be informed and to decide 
whether to consent. With respect to the latter, consent is often linked to self-determination 
as “a practical application of respect for the [person’s] autonomy” (Ach, 2018, p. 291). In 
social theory, consent is viewed as a social construction that is in the interest of all parties 
involved. Usually, informed consent involves trust between two parties, but in some cases, 
more parties are involved, for instance, in the case of a researcher or practitioner working 
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within an institutional context: “Informed consent is not a principle, but a social construction 
[…] It has evolved from statements of professional ethics to a set of tripartite protections for 
human subjects, researchers/practitioners, and their institutional affiliates […]” (Dolan, 
2015, p. 119). Closely related to this aspect, consent is also considered a means to preserve 
social trust (Eyal, 2018). 

For the current study, the definition provided by the GDPR is the most relevant as it 
establishes a requirement for consent to be informed. According to art. 4 GDPR, consent is 
“any freely given, specific, informed and unambiguous indication of the data subject’s wishes 
by which he or she, by a statement or by a clear affirmative action, signifies agreement to the 
processing of personal data relating to him or her”. Although there is no definition of 
informed consent, the definition of consent makes clear that consent should be informed. In 
the contexts of research, health, and social care, the term ‘informed consent’ is commonly 
used where consent is typically described as a procedure for presenting information that 
must be given to the data subject to ensure a fair and transparent consent procedure (David 
et al., 2001; Grout, 2004; Sheehan & Martin, 2011; Schofield, 2014). In line with this, Bix 
(2018) points out that consent is “to entail knowledge by the actor of all material 
circumstances, alternatives and consequences” (p. 223). Others accentuate the role of 
consent as “an instrument to provide users with appropriate information to protect their 
privacy” (Noain-Sánchez, 2016, p. 126) or emphasise the voluntariness of the agreement, 
e.g., consent is "[…] giving of information to the client in order to gain that client’s voluntary 
agreement to a proposed […] interaction" (Burkemper, 2004, p. 142). The voluntariness of 
consent is also reflected in the definition provided by the GDPR which speaks of consent 
being “freely given” (art. 4 GDPR). 

Of course, the GDPR is exclusively about consent to the processing of personal data. 
Personal data is “any information relating to an identified or identifiable natural person […]; 
an identifiable natural person is one who can be identified, directly or indirectly, in particular 
by reference to an identifier such as a name, an identification number […]” (art. 4 GDPR). 
Processing of personal data is “any operation or set of operations which is performed on 
personal data or on sets of personal data, whether or not by automated means, such as 
collection, recording, organisation, structuring […]” (art. 4 GDPR). 
 
2.3.2. Legal requirements 
 
The preamble of the GDPR states that “personal data should be processed on the basis of the 
consent of the data subject”. Therefore, consent is a legal requirement of its own (Oliver-
Lalana, 2004; Polcak, 2009), and it includes an information letter and a consent statement. 
The information requirements are formulated in art. 13 and art. 14 GDPR and oblige the data 
controller to provide at least the following information: 

a) data processing: the categories of personal data, the purposes of and the legal basis 
for the processing; whether the provision of personal data is a statutory or 
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contractual requirement; the period of storage or, if this is not possible, the criteria 
used to determine that period; 

b) data controller and data processor: the identity of the data controller and the data 
processor (“a natural or legal person, public authority, agency or other body which 
processes personal data on behalf of the controller” (art. 4 GDPR)) in case the data 
controller and the data processor are separate entities; the contact details of the data 
controller and the data protection officer (DPO); 

c) data subjects’ rights: the right to withdraw consent; the right to access and data 
portability; the right to rectification, erasure, and restriction of processing; the right 
to object and to lodge a complaint with a supervisory authority; 

d) consequences, where applicable: the fact that the controller intends to transfer 
personal data to a third country or international organisation; the existence of 
automated decision-making, including profiling. 

 
Data processing 
 
Art. 9 GDPR defines the special categories of sensitive personal data as: “…data revealing 
racial or ethnic origin, political opinions, religious or philosophical beliefs, […] genetic data, 
biometric data […], data concerning health or data concerning a natural person’s sex life or 
sexual orientation […]”. However, this definition of sensitive data is not unambiguous, 
leaving it unclear whether data can be defined as sensitive in some situations (Mäkinen, 
2015). For instance, smart devices for the daily monitoring of health conditions collect 
information not only on health, but also on habits and lifestyle. It is unclear whether the latter 
categories are included in this definition of sensitive data. Even if they are not included, such 
data may still be considered sensitive by the data subject. Cradock et al. (2016) emphasise 
the need to further categorise (sensitive) personal data to better estimate possible risks for 
each category and to subsequently determine appropriate data protection mechanisms for 
each category. In the context of e-assessment, for instance, a distinction can be made 
between data that are used for identity verification purposes (for instance, facial images and 
voice recordings) and for authorship verification purposes (for instance, writing style and 
keystroke dynamics). 

In addition to a) data processing, a second purpose of use can be defined in advance when 
necessary or desirable (O’Kane et al., 2013). In practice, data are often used for purposes that 
are different from the initial purposes (Hand, 2006). To avoid additional consent procedures 
later, all purposes can be included and described in the initial consent procedure. In the 
application context of e-assessment, for instance, if an educational institution plans to use 
the data collected for authorship verification for the purposes of a scientific study as well, 
then this information can be included in the same consent procedure, helping both students 
and their educational institution save time and effort in obtaining consent. 
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Data controller and data processor 
 
Here, a point to consider is that both the data controller and the data processor should 
designate a DPO who will serve as a contact point for data subjects (art. 24, 28, 37 GDPR). 
Data subjects may contact him/her with regard to any issues related to the processing of 
their personal data (art. 39 GDPR). Importantly, a DPO has a neutral position while advising 
either the data subject or the data controller or the data processor, and he/she has a duty of 
secrecy and confidentiality while performing his/her tasks (art. 38 GDPR). Art. 13 GDPR 
states that the data subject should be informed about “the contact details of the controller” 
as well as “the contact details of the data protection officer”. However, as noted by Feiler et 
al. (2018), the term ‘contact details’ is not specified in detail in the GDPR. Rec. 23 GDPR 
speaks of “an email address or any other contact details”. 
 
Data subjects’ rights 
 
The GDPR grants rights to the data subject that enable him/her to have control over and 
manage personal data related to him/her. The data subject should be informed about the 
existence of these rights as well as when and how they can be practically exercised (art. 12 
GDPR). First, the right to access which is organised in two steps: the right to obtain 
information about data processing activities and the right to obtain a copy of personal data 
that are undergoing processing (art. 15 GDPR). Closely related to this right, the data subject 
is also granted a right to data portability which means that the data subject can request 
personal data related to him/her in a format that supports use in a different setting (art. 20 
GDPR). The data subject might want to exercise this right, for example, in case the data 
controller does not provide the expected or desired level of service. Further, when 
processing activities involve incorrect or incomplete data, the data subject may exercise 
his/her right to rectification (art. 16 GDPR). The erasure of personal data might be requested 
when, for instance, personal data processing is no longer needed or desired or personal data 
were unlawfully processed (art. 17 GDPR). Finally, the right to restriction means that the 
data subject might temporarily stop or limit processing when, for instance, legal grounds for 
rectification or erasure are further investigated and verified (art. 18 GDPR). 

Establishing such an extensive list of the data subject’s rights is justified by the fact that 
consent should be based on a sense of autonomy (Ach, 2018). These rights are intended to 
affirm the data subject’s autonomy in exercising certain rights. To facilitate this, rec. 59 GDPR 
states that “the controller should also provide means for requests to be made electronically, 
especially where personal data are processed by electronic means”. Although not 
immediately relevant in terms of requirements for the blueprint, it is highly relevant in terms 
of practical application. In this respect, it is noteworthy that an electronic request (e.g., via 
an email) may trigger reasonable doubts about the identity of a person making the request 
(Feiler et al., 2018). The GDPR does not elaborate on the identification of the data subject. 
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Consequences 
 
Under d) consequences, we mentioned automated decision-making, which means evaluating 
personal aspects based solely on automated processing. In automated processing, for 
instance, e-recruiting without human intervention or an online credit application (art. 22 
GDPR), the data subject should be provided with “meaningful information about the logic 
involved, as well as the significance and the envisaged consequences of such processing for 
the data subject” (art. 12 GDPR). In other words, algorithms should be explained “to ensure 
fair and transparent processing taking into account the specific circumstances and context” 
(rec. 60 GDPR). This obligation raises the question of how to explain algorithms involved, 
and what exactly needs to be revealed to the data subject (Crutzen et al., 2019). Although 
explaining algorithms could make a decision-making process more clearly “visible”, it may 
fail “to solve the problem of information complexity, as it only provides a general explanation 
[…] and does not explain what are actual implications for an individual” (van Ooijen & 
Vrabec, 2019, p. 104). 
 
For the purpose of this study, the focus in this section was on generic requirements following 
from the GDPR. In this respect, it is relevant to point out that the GDPR establishes minimum 
requirements for informed consent which are binding for all EU member states. However, 
on top of these requirements, additional requirements and conditions may be specified on a 
national or institutional level (art. 23 GDPR), for instance, related to age, physical, and mental 
health issues (art. 18 GDPR). Still, meeting these legal requirements provides no guarantee 
that the needs of the data subject are sufficiently met (Custers et al., 2014; Custers, 2016; 
Mai, 2016). Legal requirements establish guidelines mainly as to what information should 
be provided in a consent form. Regarding ‘how’ this information should be provided, the 
GDPR contains only a few generic guidelines. First, rec. 39 GDPR introduces the principle of 
transparency which requires that any information “be easily accessible and easy to 
understand, and that clear and plain language be used”. Second, art. 12 GDPR adds that 
information “may be provided in combination with standardised icons in order to give in an 
easily visible, intelligible and clearly legible manner a meaningful overview of the intended 
processing”. With respect to the latter, there is a risk in the use of icons as they only provide 
a partial description of the data processing and may lead readers to ignore relevant textual 
information (van Ooijen & Vrabec, 2019). 

In conclusion, many questions remain unanswered regarding ‘how’ (Luger et al., 2014; 
Rosner, 2014): how to accommodate legal requirements for informed consent. This issue of 
‘how’ is further elaborated by drawing on insights gained through usability studies 
concerning informed consent. 
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2.3.3. Usability requirements 
 
When it comes to the usability requirements for informed consent, two parties are involved: 
the data controller responsible for providing information, and the data subject who is asked 
to consent based on the information provided. From the point of view of the data controller, 
the blueprint for an informed consent template can prove more usable if it is both adaptive 
and adaptable (Park & Han, 2012). For instance, in the context of e-assessment, the blueprint 
can automatically adapt according to a particular set of instruments for identity and 
authorship verification to be deployed. From the point of view of the data subject, 
adaptability and adaptivity can also be desirable while filling in an informed consent form. 
For instance, through an opportunity to consent only to the use of a particular type of 
personal data. The usability studies included in the literature review provided us with the 
leads for design and evaluation criteria following the three usability dimensions: 
effectiveness, efficiency, and satisfaction. 
 
Effectiveness 
 
Effectiveness is to be understood as the “accuracy and completeness with which users 
achieve specified goals” (ISO 1998). A study by Moran et al. (2014) showed that less educated 
people can hardly understand information provided in an informed consent procedure. The 
authors discuss the importance of using plain language to ensure that people, irrespective of 
their educational level, understand information provided to them. Similarly, the plain 
language movement attempts to reform traditional legal writing (Collins, 2005; Garwood, 
2014). As defined by Redish, when people can find information they need, understand it from 
the first time they read it, and use this information to perform a task, it is plain language (as 
cited in Schriver et al., 2010). Over the past decades, plain language advocates have 
developed some techniques - a basis for a plain language standard - including word-level and 
sentence-level techniques. 

Word-level techniques basically target word length, word difficulty, and word 
concreteness (Cheek, 2008). Short words are easier to recognise and interpret because they 
are also high-frequency words (words that native speakers hear all the time and require little 
attention to understand). Regarding word difficulty, simple words (as defined by Stanovich 
and Bauer, words that are “easy to pronounce” or with “few syllables” (as cited in Cheek, 
2008, p. 24)) are almost always a better choice unless there are reasons to use more complex 
words. Finally, concrete words are preferred over abstract words: they are easier to learn 
because they evoke more visual imagery. Sentence-level techniques basically require to use 
simple sentences, to avoid long sentences, and to keep clauses short (Schriver et al., 2010). 
A simple sentence is not necessarily a short sentence. Apparently, it is not the length of 
sentences that matters, but syntax and structure: clear syntax and structure help to read the 
text and process the meaning more quickly. In summary, short sentences should be balanced 
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with well-written longer sentences. Part of writing good longer sentences is to keep clauses 
short as long clauses complicate keeping track of what is going on in the sentence. 

Taking into consideration that information provided in an informed consent procedure 
can be quite complex, plain language is a key requirement for making consent truly informed 
(Kay & Terry, 2010; Sand et al., 2010; Steinfeld, 2016). Some authors believe that having a 
dialogue is conditional for effective communication of informed consent (Coles-Kemp & 
Kani-Zabihi, 2010; Lie & Witteveen, 2017). Although this is an important consideration, this 
is an implementation issue, and as such, out of the scope of the current study. The blueprint, 
template, and final informed consent form must be considered as a foundation on which a 
further dialogue can be built. 

 
Efficiency 
 
Efficiency is defined as “resources expended in relation to the accuracy and completeness 
with which users achieve goals” (ISO 1998). An efficient informed consent form enables the 
data subject to reach an informed decision with the least possible effort. Insights from the 
field of information design (as defined by the International Institute for Information Design, 
“the defining, planning, and shaping of the contents of a message and the environments in 
which it is presented, with the intention to satisfy the information needs of the intended 
recipients” (as cited in Coates & Ellison, 2014)) are crucial in establishing efficiency.  

When applied successfully, information design can help solve the problem of a large 
amount of information, for instance, through creating layers of information (Lentz et al., 
2016; Jansen, 2017). In this way, a first layer could be created for ‘minimally required’ 
information offered to all data subjects, while more detailed information could be made 
available in a second layer for those who seek additional information. Berger et al. (2014), in 
a medical context, propose to distinguish layers based on the importance of information 
from the data subject’s point of view since their study showed that data subjects consider 
some information more important than other information. Information considered less 
important could be provided in a “silent mode” (through a ‘Read more’ button or a link to 
another webpage) or provided separately upon request. In any case, creating layers can help 
in obtaining an overview of information, navigating through it, and finding what is needed in 
the first instance (Burmeister, 2000; Luger & Rodden, 2014). 

Information design also refers to typographic elements, graphic elements, imagery, and 
colour (Coates & Ellison, 2014). Typographic elements (e.g., letter type, size, weight) can be 
effectively used to create visual rhythm and pace. Graphic elements (e.g., headers, bulleted 
lists, tables) can help communicate complex information, especially when readers have 
various educational or cultural backgrounds. Imagery (e.g., illustrations, photographs, icons) 
is a powerful tool that can be used in a variety of forms to attract readers’ attention. Colour 
is important when designing a large amount of information: attaching a specific colour to a 
group of content makes it easy to distinguish from any different group of content. 
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Satisfaction 
 
In a usability context, satisfaction means “freedom from discomfort, and positive attitudes 
towards the use of the product” (ISO 1998). Information should be presented without 
coercion or undue influence and in a manner that encourages the data subject to ask 
questions (Burmeister, 2000). An attempt at increasing satisfaction with an informed 
consent procedure is dynamic consent (Coles-Kemp & Kani-Zabihi, 2010; Kaye et al., 2015). 
Dynamic consent is a new approach characterised by an interactive personalised interface 
that allows the data subject “to engage as much or as little as they choose and to alter their 
consent choices in real time” (Kaye et al., 2015, p. 142). Dynamic consent, first of all, enables 
participants to modify their consent decision over time (e.g., to withdraw consent); second, 
it supports in decision-making through a variety of decision aids; third, it allows to maintain 
a better communication process (e.g., a chat window to directly ask questions and a 
notification system when new actions or ethical issues arise); finally, it provides a record of 
all interactions in ‘one place’. In other words, dynamic consent places the data subject in the 
centre of decision-making and makes the whole informed consent procedure more 
actionable (Bustos-Jiménez, 2014; van Alsenoy et al., 2014). 

In the context of e-assessment, for example, students might be enabled to select purposes 
(identity and/or authorship verification), and/or categories of personal data: to consent to 
identity verification only (not authorship verification) or to consent to identity verification 
through voice recognition only (and not, for instance, face recognition), i.e., ‘selective 
consent’ (Coles-Kemp & Kani-Zabihi, 2010). If a student provides consent to identity 
verification through voice recognition only, then a consent form automatically requests 
consent for processing of this category of personal data only (adaptivity). 

Another important requirement regarding satisfaction is timing: data subjects should 
have sufficient time to read information, ask questions and think about their decision, to 
arrive at what matches their preferences (Luger, 2012; Noain-Sánchez, 2016; Miller & 
Boulton, 2007). This requirement is also an implementation issue, but only partly: 
information provided in connection with informed consent should also clarify when the 
decision is due. 
 
In conclusion, the literature review shows that there are already many initiatives regarding 
how to improve informed consent procedures. However, not all of them have been 
systematically evaluated. In addition, none of these initiatives considered the option of 
developing a blueprint for an informed consent template. 

Usability aspects described in this section apply to all three levels included in Figure 2.1.: 
blueprint, template, and informed consent form. However, for the template, usability is a coin 
with two sides: the template must be usable for the data controller and must be filled in, in 
compliance with usability criteria for the informed consent form. The next section describes 
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the design (including the design process) of the blueprint and further explains the relation 
with the template. 

 
2.3.4. Blueprint for an informed consent template 
 
The blueprint aims at helping data controllers fulfil all the legal requirements in creating a 
template for an informed consent form, which in turn should help ensure that data subjects 
receive information in a way that enhances informed decision making. The blueprint and the 
template derived from it were designed through a number of subsequent steps. 

First, an overview of legal requirements was created. The first column of Table 2.2. 
presents this overview with: 

a) legally required (obligatory) information elements in bold capital letters in a logical 
order (e.g., purpose first); 

b) choices for the data controller are indicated by radio buttons ○ (e.g., single or 
multiple purposes); 

c) additional options are indicated by a checkbox □ (e.g., in case of multiple 
purposes, the data subject can opt in / out for each of these). 

Second, as some of the usability requirements found in the literature review apply to the 
level of implementation rather than the design of an informed consent form, the next step 
entailed filtering out usability requirements not directly relevant for the design of an 
informed consent form (e.g., enabling withdrawal of consent in the same way consent was 
obtained (art. 7 GDPR)). Remaining usability requirements target two levels: 

a) usability requirements for the template (instructions to support the ‘fill in’ 
process presented in Table 2.2. as text in italics; functionalities (e.g., add purpose) 
- text in italics in squared brackets); 

b) usability requirements for the informed consent form (e.g., plain language). These 
have been translated to additional instructions to be provided alongside the 
template. 
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Table 2.2. Blueprint and template to create an informed consent form 
 

Blueprint Template 
PURPOSE(S) Purpose(s) 
 Describe the context and purpose(s) of personal data 

processing, e.g., purpose of research, technology used, 
learning services provided, etc. 

 
 
Select: 

 

○ single purpose  Your personal data is requested for the following 
purpose: … 

○ multiple purpose(s) of personal data collection Your personal data is requested for the following 
purposes: … 
[add purpose] 

Check if applicable: 
□ (subset of) purposes is optional 

 
[indicate for each purpose whether it is optional] 

PERSONAL DATA TYPE(S) Personal data type(s) 
 Specify in detail all sensitive (e.g., images of face, video 

recordings or specific health data) and/or non-
sensitive data (e.g., name, age or date of birth).  

Select:  
○ single type of personal data The following type of personal data is requested: … 
○ multiple types of personal data The following types of personal data are requested: 

… 
[add personal data type] 

Check if applicable: 
□ (subset of) personal data types 

 
[indicate for each type of personal data whether it is 
optional] 

STORAGE PERIOD Storage period 
 Specify a date or occasion when storage starts, and a 

period of time or end date when storage ends. 
Select:  
○ single storage period Start: …  

Period or end date: …  
○ storage period depends on purpose Start: …  

Period or end date: …  
[add storage period] 

○ storage period depends on personal data type Start: …  
Period or end date: …  
[add storage period] 

DATA CONTROLLER(S)  Data controller(s)  
 Introduce the data controller, e.g., a person or entity 

determining the purpose and means of personal data 
processing, and provide contact information, e.g., 
email address, telephone number, postal address. 

 The data controller is the person (or entity) 
determining the purpose and means of personal data 
processing:   
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Select:  
○ single data controller Name of a person / entity: …  

Contact information: … 
○ multiple data controllers Name of a person / entity: …  

Contact information: … 
[add data controller] 

DATA PROCESSOR(S) (if other than data controller) Data processor(s) 
Check if applicable: 
□ data controller(s) and data processor(s) are the 
same  

 

 Introduce the data processor, e.g., a person or entity 
processing personal data on behalf of the data 
controller. 

 
 

The data processor is the person (or entity) 
processing personal data on behalf of the data 
controller: 

Select:  
○ single data processor Name of a person / entity: …  
○ multiple data processors Name of a person / entity: …  

[add data processor] 
VOLUNTARINESS Voluntariness 
 
 

Sharing your personal data for the purpose(s) 
explained above is entirely voluntary. You can 
withdraw your consent at any time without giving a 
reason. 

CONSEQUENCES Consequences 
 Explain consequences of sharing personal data and 

not sharing personal data.  
 Consenting to sharing your personal data will mean: 

… 
 If you decide not to consent, this will mean: … 
DATA SUBJECT RIGHTS Data subject rights 
THE RIGHT TO DELETE The right to delete 
 
 

You can request to delete personal data collected 
from you when, for instance, it is incorrect.  

THE RIGHT TO PORTABILITY The right to portability 
 You can request provision of your personal data in a 

format that allows you to use this data in a different 
setting. 

THE RIGHT TO OBJECT The right to object 
 
 

You can submit a complaint when, for instance, 
processing of your personal data demonstrates a risk 
situation for you.  

Check if applicable*: 
□ data processing is carried out solely in the context 
of research 
* if checked the following data subject rights, which 
are otherwise obligatory, become optional 
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THE RIGHT TO ACCESS The right to access 
 You can request information about the processing of 

your personal data including a copy of personal data 
that is under processing.  

THE RIGHT TO CORRECT The right to correct 
 You can request a correction of your personal data 

when processing involves incorrect or incomplete 
personal data. 

THE RIGHT TO RESTRICT The right to restrict 
 You can request to restrict processing of your 

personal data when, for instance, legal grounds (such 
as consent) for processing should be investigated.  

CONTACT INFORMATION Contact information 
 Introduce a contact person and/or provide contact 

information e.g., email address, telephone number, 
postal address. 

FOR ADDITIONAL INFORMATION For additional information 
 For additional information, please, contact: …  
TO EXERCISE THE DATA SUBJECT RIGHTS To exercise the data subject rights  
 To exercise (one of) your rights, please, contact: …  
DATA PROTECTION OFFICER Data protection officer 
 For any issues regarding your personal data 

processing, please, contact the Data protection 
officer: …  

DATA PROTECTION AUTHORUTY Data protection authority 
 For issues that cannot be solved with the Data 

Protection Officer you can contact the Data 
protection authority: …  

CONSENT Consent  
CONSENT STATEMENT Consent statement 
 I read the information and had an opportunity to ask 

questions. I consent to my personal data being 
processed for the purposes described.  

SIGNATURE Signature 
 Name:  

Date of birth:  
Signature: 

COPY Copy 
 Explain how a copy will be provided to the data 

subject. 
 A copy of the signed informed consent form will be 

made available to you for your own use through: … 
 
As mentioned, Table 2.2. presents a first ‘rough’ draft of the blueprint. More intricate 

functionality, e.g., enabling a layered design as suggested by some authors, has not been 
included in this first draft. Besides, the presented ‘translation’ of the blueprint to a template 
is, necessarily due to the descriptive format, rudimentary. For instance, the template now 
contains rudimentary functionality, e.g., ‘add’ options, when depending on the choices 
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described in the blueprint, the data controller may not simply ‘add’, e.g., a purpose, but may 
need to indicate for each added purpose whether or not the purpose should be presented as 
‘optional’ to the data subject. Nevertheless, this first draft should sufficiently illustrate the 
range of complexity levels, e.g., from consenting to a single purpose requiring the use of only 
a limited set of personal data, to which the data subject can respond with ‘Yes’ or ‘No’, to 
more elaborate designs involving multiple purposes, requiring different (sets of) personal 
data, on which the data subject can decide separately (selective consent). The relative 
straightforward template presented in the right-hand column of Table 2.2. was used to 
evaluate data controllers’ experiences in working with the template to create an informed 
consent form. 

 
2.3.5. Evaluation of the informed consent template 
 
This section describes the results of the small scale usability study. Table 2.3. provides the 
frequencies of participants’ responses to the items constituting the SUS.  

 
Table 2.3. SUS item score frequencies 

 
 Strongly 

disagree 
Disagree  Neutral  Agree  Strongly 

agree  
1. I think that I would like to use this 
template next time again. 

  1 2 2 

2. I find the template unnecessarily 
complex. 

2 2 1   

3. I think the template is easy to use.   2 2 1 
4. I think that I need support to be 
able to use this template. 

2 1  2  

5. I find the various information 
requirements for informed consent 
are well integrated in this template. 

   3 2 

6. I think the various information 
requirements for informed consent 
are poorly explained in the template 

1 3  1  

7. I can imagine that most people 
would learn to use this template very 
quickly. 

  1 3 1 

8. I find the template very 
cumbersome to use. 

2 3    

9. I feel very confident using the 
template. 

 1 1 1 2 

10. I need to learn a lot of things 
before I can get going with this 
template. 

1 1  2 1 

 
All participants agreed to item 5: “I find the various information requirements for 

informed consent are well integrated in this template”. This can be considered a reassuring 
result as this may well be considered the main rationale behind the use of the template. 
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However, there is room for improvement, as suggested by the less favourable scores (shaded 
cells) in Table 2.3. Participants also indicated that they need support to be able to use the 
template (item 4) and that they need to learn a lot of things before they can get going with 
this template (item 10). 

Further feedback provided by participants during the interviews confirmed the 
appreciation of the integrative character of the template, for instance, through a reported 
sense of safety evoked by the template that it holds all the information requirements for 
informed consent established by the GDPR in ‘one place’: “The template provides all 
information needed to be included in an information letter”, or “It gives me the feeling that I 
am surely complying with the GDPR”. Furthermore, participants commented that the 
template being presented in “a condensed format” accompanied by “additional guidelines” 
makes “the fill in process easier”. 

Nevertheless, during the interviews, participants also reported a lack of support: “You 
need help for deciding what is particularly useful for your research”. At the same time, they 
indicated not to be sure whether they lack support from the system or an appropriate level 
of knowledge about how to conduct research involving the collection of personal data. 
Another reported difficulty was related to understanding functionalities integrated in the 
template. It was not immediately clear, for instance, that the template was meant to support 
selective consent. When asked for recommendations, four participants came up with 
basically two recommendations. First, it was suggested to provide more explanatory 
information, for instance, to clarify the distinction between the data controller and the data 
processor, or the role of the DPO. Second, participants would like to have more examples of 
how to fill in the template, for instance, with respect to the consequences of consenting 
and/or not consenting, when collecting personal data in a specific context. 

 
2.4. Conclusions and discussion 
 
Various studies have shown that meeting legal requirements related to obtaining consent to 
the use of personal data, i.e., providing necessary information and requesting consent, does 
not guarantee an obtained consent is an informed, ethically valid, consent. In this regard, 
Luger et al. (2014) speak of the need to move beyond the current flawed consent practices 
to more embedded approaches that balance legal, ethical, and technological perspectives. 
The authors propose to place consent “under the control of the user, casting the design of 
systems as a central mechanism by which this should be achieved” (p. 615). Rosner (2014) 
adds to this discussion by stressing out the importance of shifting control over personal data 
to the data subject: “The growth of cloud computing […] implies an even greater need to 
frame informational control in more appropriate terms of rights […] Efforts to shift the value 
inequality between data sources and collectors are still in their infancy […] An emphasis 
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away from the concept of data ownership towards actual control and rights regimes is 
essential to re-frame discussion of consent” (p. 628). 

In the current study, a blueprint for an informed consent template form was presented 
with the aim to support data controllers in establishing informed consent that is both 
compliant with the legal requirements and responds to the data subject’s needs (usability). 
The blueprint should contribute to strengthening data subjects’ control over personal data, 
for instance, by prompting data controllers - in line with the GDPR - to actively consider 
selective consent and by supporting the elaboration of selective consent designs in an 
informed consent template. The usability study results reported in this chapter in relation 
with an informed consent template revealed the need to provide substantial explanatory 
information, including examples for data controllers on how to fill in the template. Still, 
overall results can be considered encouraging as the current study involved a mock-up 
template. The envisioned wizard-like approach seems particularly suitable to provide 
supportive information just in time and on demand. A challenge will be to ‘translate’ this 
(legal) information into plain language and practical terms, e.g., to explain consequences to 
data subjects. The Creative Commons solution achieved in the area of copyrights might be 
considered exemplary in this respect. Nevertheless, taking things further from here will still 
require considerable effort on various levels: to develop a formalised model of the blueprint 
to support software development for informed consent; further, usability studies with data 
controllers considering various contexts and various levels of complexity; and, last but not 
least, experts’ evaluations and usability studies of the resulting informed consent forms. 

Usability requirements (effectiveness, efficiency, and satisfaction) need to be translated 
into specific evaluation criteria, such as the time spent reading and the level of information 
uptake and comprehension. Future investigations should explore various functionalities, 
such as the use of icons, providing information in layers, and selective consent. Finally, to 
understand whether a decision is freely made, a close examination of the reasons behind a 
particular decision is needed. 
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Modern technologies increasingly make use of personal data to provide better services. 
Technologies using biometric data for identity and authorship verification in the context of 
e-assessment are a case in point. Previous studies in e-health described a privacy paradox in 
relation to consent to personal data use: even when people consider protection of their 
personal data important, they consent fairly readily to personal data use. However, the GDPR 
assumes that people give free and informed consent. In the context of e-assessment, this 
study investigates students’ attitudes towards personal data sharing for identity and 
authorship verification purposes with the aim of optimising informed consent practice. 
Students with special educational needs or disabilities (SEND) were included as a specific 
target group because they may feel more dependent on e-assessment. The findings suggest 
that a privacy paradox exists in the context of e-assessment as well. Furthermore, the results 
indicate that students are more reluctant to share video recordings of their face than other 
personal data. Finally, our results confirm the effect found in previous studies on e-health: 
those feeling a stronger need for technologies, in this case SEND students, are more inclined 
to consent to personal data use. Implications for informed consent practice are discussed. 
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3.1. Introduction 
 
3.1.1. General problem 
 
Personal data are defined by art. 4 GDPR as “any information relating to an identified or 
identifiable natural person (“data subject”)”. The data subject’s consent constitutes the legal 
ground for personal data use. Consent is “any freely given, specific, informed and 
unambiguous indication of the data subject’s wishes by which he or she […] signifies 
agreement to the processing of personal data relating to him or her” (art. 4 GDPR). This 
definition of consent makes clear that consent should be informed. Nevertheless, a growing 
number of studies show that even when people consider protection of their personal data 
very important, they demonstrate little interest in reading information on personal data use 
(Ackerman & Lauterman, 2012; Dienlin & Trepte, 2015; Elsen et al., 2014; Hallam & Zanella, 
2017; Tamariz et al., 2012). Only 20% of internet users pay attention to the details of 
requests for personal data use before giving consent (Elsen et al., 2014). This contradiction 
between attitudes towards protection of personal data and actual behaviour is referred to as 
the “privacy paradox” (Norberg et al., 2007). Various reasons have been suggested to explain 
this paradox: lack of awareness, lack of perceived choice, or inhabitation (as people are 
overloaded with requests for personal data use, they develop a habit of simply consenting 
without being informed) (Böhme & Köpsell, 2010; Greener, 2016). A study by Wilkowska 
and Zielfe (2011) investigating the acceptance of e-health technology revealed that less 
healthy people appear less concerned about the secure storage of their personal data. In this 
respect, Burgess (2007) speaks of a possible trade-off between the benefits and risks 
involved: despite awareness of the risks, people may feel tempted or more or less forced to 
consent. 

Even those who read the information provided, do not always feel confident that they 
understand the information. In the context of medical research the proportion of people who 
understand different elements of the information varies from 52% to 76% (Tam et al., 2015). 
Among internet users, only 21% are confident that they completely understand the 
information (Custers, 2016; Custers et al., 2014). The same study showed that internet users 
do not want to spend more than 5 minutes reading the information. In this respect, Hallinan, 
Forrest, Uhlenbrauck, Young, and McKinney (2016) identified the following barriers to 
comprehension: poor presentation, challenging legal language, and a disconnect between 
what is expected and what is actually explained. Although this study was carried out in the 
context of medical research, which may have affected the expectations in specific ways, the 
same barriers could still be a threat in other domains. 

Whether the decision to consent is a freely made decision is also difficult to determine 
(Awad  & Krishnan, 2016; Bansal, Zahedi, & Gefen, 2016). In a study conducted by Custers et 
al. (2014), participants reported experiencing peer pressure or dependency on a website 
that required personal data. They also felt rushed or having limited time to make a decision. 
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The way in which consent is obtained (digital, paper, verbal) may also influence a decision-
making process (Bossert & Strech, 2017; Pollach, 2005; Yoshida et al., 2013). A digital 
consent form provides many different opportunities, such as using hyperlinks in the text for 
additional information, photo and video materials for visualisation, and navigation through 
the text (Kretzschmar, Pleimling, Hosemann, Füssel, Bornkessel-Schlesewsky, & 
Schlesewsky, 2013; Tamariz et al., 2012). However, too many details can create stress and 
concern (Steinfeld, 2016; Tam et al., 2015), and reading from the screen can create fatigue 
and make understanding and remembering difficult (Mangen, Walgermo, & Brønnick, 2013; 
Sidi, Ophir, & Ackerman, 2016). This appears to be the case especially when feedback on 
progress is poor so that it is not immediately clear how much text still has to be read 
(Ackerman & Lauterman, 2012; Myrberg & Wiberg, 2015). A successful informed consent 
procedure often involves more than one communication model, for instance, written and 
verbal, including a face-to-face interaction with a knowledgeable person (Cohn & Larson, 
2007; Kadam, 2017).   

Additionally, in the case of identity and authorship verification technologies for  e-
assessment (Noguera et al., 2017; Okada, Whitelock, Holmes, & Edwards, 2019), it is not easy 
to explain exactly how personal data are used. A variety of instruments can be used to verify 
students’ identity: face recognition, voice recognition, analysis of keystroke dynamics and 
forensic (writing style) analysis. For authorship verification, forensic analysis and plagiarism 
detection software can be applied. It is a challenge to ensure that students read the 
information and indeed understand how these instruments function, to enable an informed 
decision. Considering the issues identified in previous studies with respect to awareness, 
information uptake and comprehension, the current study investigates whether the same 
issues apply in the context of e-assessment.  

 
3.1.2. Research questions 
 
Is there a privacy paradox in regard to students’ attitudes and behaviour towards personal 
data sharing in the context of e-assessment? To investigate this general issue, the current 
study addresses the following questions:  

Q1: How do students feel in general about sharing personal data?  
Q2: How do students behave in regard to sharing personal data: do they read the 

information provided, and if so, how much time do they spend reading it?  
Q3: To what extent do students understand the information provided? 
Q4: Do students who appear concerned about sharing personal data spend more time 

reading the information?  
Q5: Is there a relation between time spent reading and information comprehension?  
Q6: Do the results for the above questions differ significantly for students with special 

educational needs or disabilities (SEND)?  
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Q7: Do the results for the above questions differ significantly depending on students’ 
demographic characteristics (sex, age and level of education)? 
 
The answers to these questions will be discussed in terms of their implications for improving 
the informed consent procedure.  
 
Figure 3.1. provides a mapping of the research questions on the concepts introduced in the 
General Problem description.  
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Figure 3.1. A mapping of the research questions on the theoretical concepts 

 
Students’ awareness will be assessed by examining their attitude towards personal data 

sharing: their perceptions of the risks and dangers involved in sharing personal data in 
general and sensitive personal data in particular. Information uptake is investigated by 
means of self-reported reading behaviour. The privacy paradox actually indicates a tension 
between these concepts of awareness and uptake: concerns over personal data sharing are 
not reflected in uptake behaviour. Therefore, we will analyse the relation between attitudes 
and actual behaviour. Finally, comprehension will be investigated through self-reported 
levels of understanding of various information elements, and we will explore the relation 
between understanding and reading behaviour. 
 
3.2. Method 
 
Design 
 
For this study, a mixed-methods explanatory design was adopted (Ivankova, Creswell, & 
Stick, 2006). Following an online survey investigating attitudes towards personal data 
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sharing in the context of e-assessment as well as the clarity of the information provided, the 
findings were discussed in greater depth through a focus group interview. The questions 
regarding personal data sharing and informed consent were included in a larger 
questionnaire that was designed in the context of the TeSLA project pilot (https://tesla-
project.eu/), which aimed to test and evaluate the TeSLA technology for identity and 
authorship verification for e-assessment. The results reported here pertain to students of 
the Open University of the Netherlands. 
 
Participants 
 
The online survey was completed by 228 students from various faculties of the Open 
University of the Netherlands. As a special target group, 35% of the participants were SEND 
students. Of the participants, 71% were female, and more than half were over the age of 40. 
These figures reflect the overrepresentation of female and older students in the Open 
University student population as a whole. A focus group interview was conducted with four 
students, including three SEND students. 
 
Material 
 
Informed consent. The informed consent procedure was conducted in Dutch and included an 
information letter and a consent statement. The information letter contained 996 words. The 
text was split into small paragraphs, each with a separate title, addressing the purpose of 
data collection, collection and processing details, and contact information. Data subject’s 
rights such as the right to withdraw consent and to access, change and delete the collected 
data were presented in two separate paragraphs, together with instructions on how to 
exercise these rights. The consent statement contained 303 words and was presented at the 
end of the information letter.  

Online questionnaire. Data were collected using the Bristol Online Survey (BOS) tool 
(https://www.onlinesurveys.ac.uk/) and included background information (sex, age, level 
of education, SEND) as well as questions related to reading the information (yes/no), time 
spent reading (in minutes), level of understanding of various information elements (scale of 
1 to 5, where 1 is completely unclear and 5 is completely clear), and willingness to share 
various types of personal data (yes/no).  

Focus group interview questions. During the focus group interview, students were 
prompted to elaborate on their experiences with personal data sharing, informed consent 
procedures and decision-making with respect to the pilot. As SEND students were 
overrepresented, considerable attention was paid to align the TeSLA technology with their 
needs and disabilities.  
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Procedure 
 
Two sampling procedures were used, depending on the specific target group. SEND students 
were invited to take part in the study via e-mail by the Open University advisor for SEND 
students. Other students were invited following a two-stage sampling procedure. In the first 
stage, teachers of relevant courses were invited to participate in the pilot. These teachers 
were then asked to invite students enrolled in the courses to participate in the pilot. They 
were invited through an announcement and were subsequently presented with informed 
consent through which they could either accept or decline personal data use. For SEND 
students, a dedicated course environment was created to realise an experience with 
informed consent as well as with the TeSLA technology similar to that of the students 
enrolled in regular courses. Students who gave consent were asked to complete the online 
questionnaire and whether they would be willing to participate in a follow-up focus group 
interview. These students were later invited by e-mail for an interview.  
 
Data analysis 
 
The quantitative data were analysed using the IBM Statistical Package for the Social Sciences 
Version 24 (Field, 2017). Analyses included chi-square and t-tests to determine group 
differences. Kendall’s tau-b was used to determine relations: first, between time spent 
reading and understanding various information elements and second, between demographic 
characteristics (sex, age, and educational level) and students’ behaviour through the 
informed consent procedure. For the focus group, a written report was produced. 
 
3.3. Results 
 
Q1: How do students feel about sharing personal data?  
 
45% of the participants see the need to share personal data as a main disadvantage of 
identity and authorship verification technology. When asked more specifically whether they 
are prepared to share particular types of personal data, 9% appear unprepared to share any 
data. Others are willing to share, but their willingness depends heavily on the type of data. 
Table 3.1. lists different types of personal data distinguished in the questionnaire and 
willingness to share. Of those who are prepared to share personal data, only approximately 
one in two participants is prepared to share video recordings of their face, whereas still 
images of their face appear much less sensitive.  
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Table 3.1. Willingness to share personal data 
 

 % students willing to share 
Image of face 
Recording of voice 
Keyboard dynamics 
Video recording of face 

70.6 
62.3 
61.8 
47.8 

 n = 204 
 

Students participating in the focus group interview had no concerns and felt comfortable 
sharing different types of personal data. They explained that they were aware that if any 
concerns arose later, they could still withdraw their consent and ask that the collected data 
be deleted. One of them commented about not seeing much difference between sharing 
personal data in the context of e-assessment and being monitored by a supervisor during 
regular examinations in a study centre. 
 
Q2: How do students behave in regard to sharing personal data: do they read the information 
provided, and if so, how much time do they spend reading it?  
 
We asked the participants whether they had read the information provided prior to giving 
their consent: 84% of them said they had done so. When asked about the time spent reading 
the information, the answers of those who had read the information ranged from 0 to 30 
minutes (M = 5.36, SD = 4.059). We recorded these answers in three categories according to 
our estimation of what was a reasonable (expected) time to take up the information 
provided: 0-3 minutes (less than expected), 4-8 minutes (expected), over 8 minutes (more 
than expected). Table 3.2. shows the answers for those participants who indicated that they 
had read the information. 37% spent less time reading the information than we expected. 
Considering the 5 minute reading limit suggested by the study of Custers et al. (2014), we 
found that 78% of participants in this study spent 5 minutes or less reading.  
 
Table 3.2. Time spent reading the information 
 

 % students  
0 to 3 minutes 
4 to 8 minutes 
Over 8 minutes 

36.9 
43.1 
20.0 

 n = 190 
 

During the focus group interview, one participant said that he read the information 
superficially without paying special attention to the details. He explained that he feels 
overloaded with requests for personal data use on the internet, and that he often provides 
his consent without reading the information. The other participants said that they read the 
information carefully, but they did not have any concerns about providing their personal 
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data because they trust their educational institution.  
 
Q3: To what extent do students understand the information provided? 
 
Comprehension of the information provided was measured by asking the participants to 
indicate to what extent specific information elements were clear to them. Ideally, all 
information should be completely clear to all participants. Table 3.3. shows that, depending 
on the specific information element, one in ten to one in four participants did not find the 
information clear enough. The information provided on the type of data was least clear. 
However, when asked about questions they possibly had, only 11 students said they had 
questions. Their questions confirmed that they were not sure how the data would be used 
(for instance, “Which assignments will be used, exactly?” or “What personal data will be 
collected from me?”).  
 
Table 3.3. Clarity of different information elements 
 

 % clear / completely clear 
Purpose of data collection 
Data subject’s rights 
Collection and processing details 
Contact information 
Types of personal data 

88.4 
82.7 
81.7 
81.4 
76.5 

 n = 225 
 

Students participating in the focus group interview initially indicated that the 
information was clear except one who considered the information insufficient. However, 
during the discussion, several questions arose. They wanted to know when and how they 
could withdraw their consent, whether they needed to give a reason for withdrawing, and 
how the educational institution could guarantee that the collected data would be deleted. 
Answers to the first two questions were provided in the information letter, but apparently, 
this information had not been taken up. In addition, students noted that even after being 
informed, there is little choice for those students who have no opportunity to go to a study 
centre for final examinations.   
 
Q4: Do students who appear concerned about sharing personal data spend more time reading 
the information?  
 
Those who see personal data use as a main disadvantage and/or are unwilling to share video 
recordings of their face do not appear to spend more time reading the information. 
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Q5: Is there a relation between time spent reading and information comprehension?  
 
No relation was found between self-reported time spent reading and understanding of the 
various information elements. However, understanding of the various information elements 
appears strongly correlated: when the participants indicated that they understood one 
element, they were likely to understand other elements as well. 
 
Q6: Do the results for the above questions differ significantly for SEND students?  
 
It is noteworthy that at a general level, the survey results indicated that SEND students are 
more likely to consider that the TeSLA technology for identity and authorship verification 
meet their needs (χ2 (1) = 14.364, p = .000). These findings, are confirmed by SEND students 
commenting, for example, that e-assessment “is a convenient additional option that makes it 
unnecessary to travel to a study centre”. Even when they do not feel a direct personal need: 
“Despite my disability, I am able to come to a study centre to take an exam. But I think it is a 
very good initiative that is worth investigating”. However, it is important to note that some 
SEND students actually prefer taking examinations at a study centre: “I personally prefer to 
take exams at the Open University. But I understand why you do this research. A lot of 
students will benefit from it”. Another SEND student indicated that she would regret losing 
face-to-face examinations as an opportunity to meet other students. 

Despite a different general perception of this technology with respect to compliance with 
SEND, the responses of SEND and non-SEND students are the same in regard to the 
assessment of the potential disadvantages of this technology: they equally perceive the need 
to share their personal data as a main disadvantage. Moreover, the results for SEND students 
do not differ significantly in terms of overall willingness to share personal data. However, 
when we examine willingness to share particular types of data, there is one exception, which 
involves precisely the most sensitive type of data in the context of e-assessment, namely, 
video recordings. Of the SEND students participating in the survey, 60% are willing to share 
video recordings of their face compared to 42% of non-SEND students (χ2 (1) = 6.637,                 
p = .010).  

 
Q7: Do the results for the above questions differ significantly depending on students’ 
demographic characteristics (sex, age, and educational level)?  
 
No relation was found between sex, age and the questions above. However, there appears to 
be a small but significant correlation with educational level: those with a higher education 
degree feel more concerned about sharing video recordings of their face (τb = -.147, p = .026). 
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3.4. Conclusions and discussion 
 
Personal data use is considered a main disadvantage of technology for identity and 
authorship verification by almost half of the students who participated in this study. 
Approximately one in ten students reported that they are unwilling to share any personal 
data at all. The majority are willing to share their personal data, although it depends on the 
type of data and, to some extent, student characteristics. Overall, students are least willing 
to share video recordings of their face, especially students with a higher education degree. 
Interestingly, SEND students are more willing to share this most sensitive type of data. This 
difference is possibly related to the fact that they are more dependent on these technologies, 
and they indicated that the TeSLA technology meets their needs. This finding is in line with 
the study of Wilkowska and Zielfe (2011) describing a relation between a sense of 
dependency and concern about secure storage.  

Approximately 20% of participants did not find the information provided clear. This 
percentage does not appear satisfactory, although we are not aware of any benchmark, and 
100% clarity is probably difficult to achieve. Compared to the figure of 76% at best in the 
medical domain, 80% of students taking part in this study indicated that the information was 
clear, which might be an optimal percentage. The information provided on the type of data 
was least clear. This may be because this information was not under a separate header and, 
as a result, did not attract the proper attention.  

Regarding our research question on whether a privacy paradox appears to exist in the 
context of e-assessment, we made the following observations. A substantial number of 
participants (37%) spent 3 minutes or less reading the information, whereas we expected 
people to require at least 4 minutes to get a proper understanding. Furthermore, we cannot 
say that those who expressed a concern about sharing personal data were likely to spend 
more time reading the information provided. Finally, the participants who said they had 
questions regarding the information did not tend to pose those questions. These findings 
indicate that a privacy paradox exists in the context of e-assessment.  

A possible explanation suggested in the focus group interview is that the decision to 
consent is based not on the information provided but rather on a sense of confidence and 
trust in the institution requesting personal data. When a request for personal data comes 
from a well-known and trusted institution, the decision can be more easily made, and the 
data subject does not feel a need to be fully informed. Despite the fact that not everything 
was clear, students still decided to participate in the study and share their personal data. 
This again points to a privacy paradox. Additionally, the effect of habitation described by 
Böhme and Köpsell (2010) appeared to be an explanation during the focus group interview, 
where participants commented that information uptake was not feasible considering the 
vast number of requests for personal data use on the internet. These and other effects merit 
further investigation, although our primary focus is on developing an informed consent 
procedure that enhances informed decision-making.   



4CHAPTER 4



The role of trust in personal 
data sharing in the context 
of e-assessment and the 
moderating effect of special 
educational needs

This chapter is based on:
Muravyeva, E., Janssen, J., Dirkx, K., & Specht, M. (2020). The role 
of trust in personal data sharing in the context of e-assessment 
and the moderating effect of special educational needs. In 
Proceedings of the 28th Conference on User Modeling, Adaptation 
and Personalization,  Genoa (pp. 328–332). ACM. https://doi.
org/10.1145/3340631.3394876



Chapter 4

54 

The current study investigated the role of trust in students’ attitudes towards personal data 
sharing in the context of e-assessment, and whether this is different for students with special 
educational needs and disabilities (SEND). SEND students were included as a special target 
group because they may feel more dependent on e-assessment technologies, and thus, more 
easily consent to personal data sharing. A mixed methods research design was adopted 
combining an online survey and a focus group interview to collect quantitative and 
qualitative data. The findings suggest that a considerable number of students trust e-
assessment technology that does not require the physical presence of a supervisor. Students 
who trust are more likely to perceive e-assessment technology as having no disadvantages, 
and are more willing to share their personal data for e-assessment purposes. The responses 
of SEND and non-SEND students do not differ significantly in terms of trust. However, the 
results diverge regarding the relation between trust and perception of e-assessment 
technology as having no disadvantages. Practical implications for informed consent are 
discussed. 
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4.1. Introduction 
 
4.1.1. General problem 
 
Art. 4 GDPR clearly states that consent to personal data sharing should be “freely given”: “[…] 
any freely given, specific, informed and unambiguous indication of the data subject’s wishes 
by which he or she […] signifies agreement to the processing of personal data relating to him 
or her”. However, there is little consensus around what constitutes “freely given” or 
voluntary consent. Consent reflects one of the fundamental ethical principles, namely, 
respect to the data subject’s (i.e., those who are requested to consent) autonomy. Ach (2018) 
describes two ways in which consent and autonomy can be linked to each other. First, 
autonomy as a feature of an act - a possibility to act in a particular way, which implies the 
data subject is given a choice. However, in practice, consent to personal data sharing is often 
offered on a ‘take it or leave it’ basis turning the choice into a dilemma (Nissenbaum, 2004, 
2011). Second, autonomy as a feature of an individual. With respect to this, Appelbaum, Lidz, 
and Klitzman (2009) speak of the importance of being “free from external, intentional, 
illegitimate, and causal influences” (p. 132). 

Nelson and Merz (2002) define voluntariness of consent as “an exercise of free will or 
choice - an act being done volitionally or with intent and deliberateness, and one that is free 
from coercion and undue influence” (p. 69). The authors investigated the voluntariness issue 
by exploring characteristics of the data subjects and behaviours of the data controllers (i.e., 
those who request consent). Their study revealed that factors such as cognitive capacity, 
socioeconomic status, health state, and family position may constrain the data subject’s 
ability to make a voluntary decision. This is particularly problematic when sensitive personal 
data is involved, such as in health care or educational assessments. A study conducted by 
Wilkowska and Zielfe (2011) in the context of e-health illustrates these ethical concerns: in 
this study, less healthy people appeared to be less concerned about the secure storage of 
their personal data than healthy people. Here, Burgess (2007) speaks of a potential trade-off 
between benefits and risks: even if people are aware of the risks involved, they may feel 
tempted or forced to provide their consent to access a particular product or service.  

Similarly, in the context of e-assessment, a trade-off may exist between, on the one hand, 
the wish to study remotely (e.g., to combine it with work), and on the other hand, concerns 
about personal data sharing raised by the use of state-of-the-art e-assessment technologies. 
A previous study (Muravyeva et al., 2019) involving technologies for identity and authorship 
verification in e-assessment showed that personal data sharing is considered a major 
disadvantage of such technologies by almost half of the students who participated in that 
study. About one in ten students are unwilling to share any personal data at all. Those who 
are willing to share their personal data are least willing to share video recordings of their 
face.  
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To weigh benefits and risks associated with personal data sharing can be extremely 
difficult for students, and additionally, as Nelson and Merz (2002) described, affected by 
personal characteristics, such as health state. Due to health issues, students with special 
educational needs and disabilities (SEND) might have a different perspective on the use of 
such technologies: they might feel more dependent, not to have a choice really, and thus, 
more or less compelled to consent. The results of the previous study (Muravyeva et al., 2019) 
demonstrated that even though SEND and non-SEND students equally perceive the need to 
share their personal data as a major disadvantage, they are differently inclined towards 
sharing precisely the most sensitive type of personal data in that study: video recordings of 
their face. 60% of SEND students are willing to share these data compared to 42% of non-
SEND students. 

To explain this phenomenon, Campos-Castillo (2010) refers to trust in technology - “the 
belief that it will execute a set of tasks with minimal risks” (p. 153).  Trust in the ‘owner’ of 
the technology appears to play a role as well. In a study done by Schnall et al. (2015) in the 
context of e-health, participants “emphasized the need to trust the “owner” of the app” to 
decide on “entering or sharing their personal health information” (p. 7).  However, ‘too much’ 
trust can be harmful (Beldad & Hegner, 2018). Campos-Castillo (2010) gives the example of 
relying ‘too much’ on cruise control while driving a car. With respect to this, McEvily, 
Perrone, and Zaheer (2003) describe trust as a heuristic associated with biases “that can 
result in judgments that are substantially flawed and costly” (p. 100).  

 Luhmann (2000) distinguishes between trust and confidence. Both feelings are built on 
expectations which may be disappointed. However, when people are confident, they assume 
that their expectations will not be disappointed because the chances of that actually 
happening are very small. Trust, in contrast, assumes a situation of risk and a more or less 
deliberate consideration of alternatives. As Luhmann (2000) points out, the distinction 
between confidence and trust depends on perception, and both can constitute the basis for 
consent to personal data sharing. 

When considering trust in the context of e-assessment, Edwards, Holmes, Whitelock, and 
Okada (2018) identify different layers of trust, namely, trust: in an educational institution 
(e.g., based on reputation); in technology (e.g., functions as expected); in the deployment of 
technology (e.g., transparency); in personal data processing (e.g., processed as agreed and 
intended). They asked students to answer several questions about trust before and after they 
engaged with e-assessment technology. After engaging with the technology, students were 
less likely to say they fully trust the technology. The authors suggest that trust cannot be 
guaranteed by engaging with the technology, and may be affected by more factors. Students 
may need more time or more information to become familiar and feel comfortable with the 
technology. Another study by Okada et al. (2019) in the same context showed that ‘older’ 
students who have less experience with e-assessment technology are more likely to trust.  

Although some work has been done already, more effort is needed to research the 
relation between trust and students’ attitudes towards personal data sharing in this specific 
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context, especially in regard to SEND students. To address this issue, this chapter reports on 
a study that investigated students’ general trust in e-assessment technology involving 
identity and authorship verification. 
 
4.1.2. Research questions 
 
What is the role of trust in students’ attitudes towards personal data sharing in the context 
of e-assessment, and is this different for SEND students? To answer this general question, 
the current study addressed the following sub-questions:  

Q1: To what extent do students trust e-assessment technology that does not require the 
physical presence of a supervisor? 

Q2: Is there a relation between trust and seeing personal data sharing as a major 
disadvantage of e-assessment technology?  

Q3: Is there a relation between trust and willingness to share particular types of personal 
data? 

Q4: Is there a relation between trust and reading the information provided alongside the 
request for personal data (informed consent)? 

Q5: Is there a relation between trust and students’ demographic characteristics (sex, age, 
and educational level)? 

Q6: Do the results for the above questions differ significantly for SEND students? 
 
4.2. Method 
 
Design 
 
For the current study, an explanatory sequential mixed-methods design was adopted 
combining exploratory correlational analysis of quantitative data collected through an 
online survey with qualitative analysis of data collected through a focus group interview 
(Creswell, 2013). The online survey included questions investigating attitudes towards 
personal data sharing in the context of e-assessment, including trust. These questions were 
part of a questionnaire that was developed in the context of the TeSLA project pilot 
(https://tesla-project.eu/), which aimed to test and evaluate the TeSLA technology for 
identity and authorship verification (including instruments for face and voice recognition, 
analysis of keystroke dynamics and writing style, and plagiarism detection) (Noguera et al., 
2017). The online survey was presented immediately after an informed consent procedure. 
The main findings were discussed in greater depth through a focus group interview that took 
place after participants engaged with the TeSLA technology.  
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Participants 
 
228 students from various faculties of the Open University of the Netherlands completed the 
online survey. 71% of the participants were female, and more than half were over the age of 
40 years. These figures more or less reflect the overrepresentation of female and older 
students in the student population as a whole. 35% of the participants were SEND students, 
included as a special target group. The focus group interview involved four students, 
including three SEND students. 
 
Materials 
 
Informed consent. The informed consent procedure was conducted in Dutch and included an 
information letter and a consent statement. The information letter contained 996 words 
addressing the purpose of data collection, collection and processing details, and contact 
information. Data subject’s rights (e.g., the right to withdraw consent or to request deletion 
of personal data) were presented together with instructions on how to exercise these rights. 
The consent statement contained 303 words and was presented at the end of the information 
letter.  

Online questionnaire. Data were collected using the Bristol Online Survey (BOS) tool 
(https://www.onlinesurveys.ac.uk/), and included a statement about trust ‘I trust e-
assessment technology that does not require the physical presence of a supervisor’ (scale of 
1 to 5, where 1 is ‘Completely disagree’, and 5 is ‘Completely agree’), questions about 
perceiving personal data sharing as a disadvantage of e-assessment technology (yes/no), 
seeing no disadvantages (yes/no), willingness (yes/no) to share particular types of personal 
data (an image of face, a video recording of face, a voice recording, keystroke dynamics), 
reading the information provided alongside the request for personal data (yes/no), time 
spent reading (in minutes), and demographic characteristics (sex, age, educational level, 
SEND).  

Focus group interview questions. During the focus group interview, students were asked 
to elaborate on their experiences with personal data sharing, decision-making with respect 
to personal data sharing, perception of advantages and disadvantages related to e-
assessment technology. As SEND students were overrepresented, considerable attention 
was paid to the alignment of e-assessment technology with their needs and disabilities.  

 
Procedure 
 
Two sampling procedures were used, depending on the specific target group. SEND students 
were invited to participate in the study via e-mail by the university advisor for SEND 
students. Other students were invited following a two-stage sampling procedure. In the first 
stage, teachers of relevant courses were invited to participate in the pilot. These teachers 
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subsequently invited students enrolled in their course to participate in the pilot. All students 
were presented with an informed consent form through which they could indicate their 
decision with respect to personal data sharing for e-assessment purposes. For SEND 
students, a dedicated course environment was created to realise an experience similar to 
that of the students enrolled in regular courses. All students who provided consent were 
asked to complete an online survey and invited for a follow-up focus group interview. 
 
Data analysis 
 
Quantitative data were analysed using IBM SPSS Version 24 (Field 2017). Non-parametric 
tests were used in analysing the relations between variables. Depending on the 
measurement levels, these included  Pearson chi-square, and Kendall’s tau-b. We explored 
the relations: first, between trust and seeing personal data sharing as a major disadvantage 
of e-assessment technology; second, between trust and willingness to share particular types 
of personal data; third, between trust and reading the information provided alongside the 
request for personal data; finally, between trust and demographic characteristics. Due to 
skewed distributions, data collected on trust were recoded into three broader categories 
(‘Disagree’ (scores 1 and 2), ‘Neutral’ (score 3), and ‘Agree’ (scores 4 and 5)) to ensure a 
minimum number of cells with sufficient observations. For the focus group interview, a 
written report was produced.  
 
4.3. Results 
 
Q1: To what extent do students trust e-assessment technology that does not require the physical 
presence of a supervisor? 
 
Out of 228 participants, 64% agreed that they trust e-assessment technology. With respect 
to this question, during the focus group interview, one student commented that analysing 
keystroke dynamics may be helpful to reduce unfair behaviour, but face and voice 
recognition may be easily manipulated. This suggestion was rejected by another student who 
could hardly believe that students can manipulate these instruments that seemed to her 
quite safe and secure.  
 
Q2: Is there a relation between trust and seeing personal data sharing as a major disadvantage 
of e-assessment technology?  
 
Previously we reported that 45% of the participants saw personal data sharing as a major 
disadvantage of e-assessment technology (Muravyeva et al., 2019). Follow-up analysis 
performed in the current study showed that these students expressed as much trust as 
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students who did not see personal data sharing as a major disadvantage. Interestingly, 
students who expressed trust were more likely to perceive e-assessment technology as 
having no disadvantages  (χ2 (2) = 5.667, p = .059).  
 
Q3: Is there a relation between trust and willingness to share particular types of personal data? 
 
Previously we found that 9% of the participants were unwilling to share any personal data 
at all (Muravyeva et al., 2019). Of those who were willing to share their personal data, only 
about one in two students were prepared to share video recordings of their face, whereas 
images of their face, voice recordings, and keystroke dynamics appeared to be less sensitive. 
Follow-up analysis exploring the relation with trust showed that students who do not trust 
e-assessment technology more often (22% vs. 9% overall) indicated they are not willing to 
share any personal data at all (χ2 (2) = 9.696, p = .008). Trust did not appear to affect 
willingness to share particular types of personal data. During the focus group interview, 
students did not elaborate specifically on willingness to share particular types of personal 
data. However, they stressed that the fact that personal data sharing is voluntary, and 
consent can be withdrawn any time without giving a reason considerably contributes to a 
sense of trust.  
 
Q4: Is there a relation between trust, and reading the information provided alongside the 
request for personal data (informed consent)? 
 
Exploring the relation between trust and reading behaviour in more detail, we found a 
remarkable result: students who took a neutral position regarding trust more often indicated 
to spend 5 minutes or more reading the information letter: 74% compared to 51% in the 
group indicating no trust, and 55% in the group who trust (χ2 (2) = 6.153, p = .046).   
 
Q5: Is there a relation between trust and students’ demographic characteristics (sex, age, and 
educational level)? 
 
A positive relation was found between trust and age: ‘younger’ students were less likely to 
trust e-assessment technology than ‘older’ students (τb = .123, p = .032). No relation was 
found between trust and sex or educational level. 
 
Q6: Do the results for the above questions differ significantly for SEND students? 
 
Regarding the question whether students trust e-assessment technology, the responses of 
SEND and non-SEND students were almost the same: 65% of SEND students said ‘Agree’ or 
‘Completely agree’ compared to 63% of non-SEND students. Neither was a difference found 
between both groups when examining the relation between trust and seeing personal data 
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sharing as a major disadvantage. However, the results did diverge for the relation between 
trust and perceiving e-assessment technology as having no disadvantages. For non-SEND 
students, the relation followed a linear pattern: trusting the technology was positively 
related to perceiving the technology as having no disadvantages. For SEND students, the 
pattern was different: here, students with a neutral position on trust appeared less likely to 
perceive the technology as having no disadvantages (13%) than students who trust (28%) 
and do not trust (27%). Thus, the relation reported earlier in this chapter (Q2) appeared to 
hold only for non-SEND students. The general pattern that trust enhances willingness to 
share personal data was visible in both groups, SEND and non-SEND students. For Q4, the 
remarkable result described earlier in this chapter held for both groups. Finally, regarding 
Q5, the results did not differ significantly.  

 
4.4. Conclusions and discussion 
 
The current study was initiated to investigate the role of trust in students’ attitudes towards 
personal data sharing in the context of e-assessment, and whether this is different for SEND 
students. The findings suggest that more than 60% of the students who participated trust e-
assessment technology that does not require the physical presence of a supervisor. 
Especially ‘older’ students are more likely to trust, which is in line with the previous study 
by Okada et al. (2019). This may be because ‘older’ students are less experienced with 
technologies in general, and also less aware of risks and dangers related to personal data 
sharing. In contrast, ‘younger’ students have grown up engaging with technologies every day 
that help them acquire relevant knowledge and skills in this field, and adapt their behaviour 
and attitudes towards personal data sharing accordingly.  

Furthermore, students who trust are more likely to perceive e-assessment technology as 
having no disadvantages, and more willing to share personal data. This might be indicative 
of ‘too much’ trust described by Campos-Castillo (2010), and McEvily et al. (2003): people 
may become less critical, accept more easily, and take poor decisions, when they put ‘too 
much’ trust. However, this is a fine line: when does trust become ‘too much’ trust?  

Concerning reading the information provided alongside the request for personal data, 
those students who have a neutral position seem to spend more time reading the information 
letter. 

Finally, SEND and non-SEND students equally express trust. For both groups trust is 
positively related to willingness to share personal data. However, a different pattern appears 
in both groups when it comes to the relation between trust and perception of e-assessment 
technology as having no disadvantages. These results merit further investigation.  

The current study points out that trust plays a role in students’ attitudes towards 
personal data sharing in the context of e-assessment. Taking it from a more practical point 
of view, there is a need to shift efforts towards translating knowledge we have about trust 
into practice to identify ways of improving practice. With respect to informed consent to 
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personal data sharing, to ensure informed decision-making, various decision aids are 
currently being explored to help data subjects better understand their choices, and in the 
end, make a choice consistent with their needs, preferences, and expectations (Brehaut, 
Fergusson, Kimmelman, Shojania, Saginur, & Elwyn, 2010; Pope, 2017).   

Several limitations concerned the current study. First, the data collected included only 
self-reported data. Second, the focus group interview demonstrated that students who 
participated were very interested in e-assessment technology, while students with less 
favourable opinions did not participate. With respect to this, the results of the focus group 
interview can be considered as rather optimistic. 
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Current approaches to digitally obtain consent for personal data use often fail in establishing 
an informed consent. This constitutes a risk for both the party requesting consent (data 
controller) and the party asked to consent (data subject). To better understand how to 
support informed decision-making, we investigated the concepts of information uptake and 
comprehension in a consent procedure related to the collection of sensitive (biometric) 
personal data in an e-assessment context. A mixed methods approach was adopted, 
combining eye-tracking data, a retrospective think-aloud protocol, a knowledge test, and an 
in-depth interview, to collect quantitative and qualitative data. Results show that the 
information provided in the consent procedure receives less attention than ‘general’ 
information used as a benchmark. Information uptake is positively affected by time spent 
reading. Although the study confirmed a positive relation between prior knowledge and time 
spent reading, a negative relation was found between (assumed) prior knowledge and 
uptake, and - by extension - comprehension. Regarding the latter, a further point of concern 
is that while participants indicate that the information was clear and complete, they still 
appeared to have questions relevant to reaching an informed decision. Theoretical and 
practical implications for the design of digital informed consent are formulated.  
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5.1. Introduction 
 
5.1.1. General problem 
 
We are confronted with requests for personal data use nearly on a daily base: we share our 
credit card details when we buy products or services online, we create a profile on social 
media sites to be in contact with our friends and family, we provide our biometric data to 
gain access to our phone, bank account, online examinations, etc.. Many of us do these ‘in 
good faith’: we expect our personal data to be protected. A central instrument aimed at the 
protection of personal data is consent, as defined by the GDPR: “[…] any freely given, specific, 
informed and unambiguous indication of the data subject’s wishes by which he or she […] 
signifies agreement to the processing of personal data relating to him or her” (art. 4 GDPR). 
This definition makes clear that consent should be informed. Information should be provided 
through an information letter (art. 13 GDPR) followed up by a consent statement with at 
least two choice options: accept and reject (rec. 42 GDPR). In addition, the GDPR grants the 
data subject (a person asked to consent) the right to withdraw consent at any moment 
without giving a reason (art. 7 GDPR) and to request data deletion when needed or desired 
(art. 17 GDPR).  

Although research indicates that informed consent can be more effectively reached 
through interaction (for instance, the concepts of negotiated consent (Grout, 2004), and 
educated consent (David et al., 2001)), in practice, this is not feasible on a large scale. For 
efficiency reasons, a digital consent form is a common format (McKnight, Carter, Thatcher, & 
Clay, 2011). However, current consent practices often fail in establishing an informed 
decision (Buschel, Mehdi, Cammilleri, Marzouki, & Elger, 2014; Ginosar & Ariel, 2017). 
Recent figures indicate that even if people find it important to protect their personal data, 
only 20% pay attention to the details of requests for personal data use (Elsen et al., 2014). 
This contradiction between attitudes towards personal data protection and actual behaviour 
is referred to as the privacy paradox (Norberg et al., 2007). Various reasons have been 
suggested to explain this paradox, such as lack of risk awareness, lack of perceived choice, or 
habituation (as people are overloaded with requests for personal data use, they develop a 
habit of simply consenting without being informed) (Böhme & Köpsell, 2010; Burgess, 
2007). A study investigating higher education students’ attitudes in regard to personal data 
sharing for identity and authorship verification in e-assessment showed that the privacy 
paradox exists in this context as well (Muravyeva et al., 2019). The informed consent 
procedure here involved a request to consent to the use of sensitive biometric personal data 
(face and voice recordings, typing and writing style) to enable reliable e-assessment. 

Consent that is not informed constitutes a risk for both parties: the party requesting 
consent (a data controller) and the person deciding whether or not to consent (data subject). 
The data subject risks consenting to personal data use to which, in fact, they would rather 
not. For the data controller, inadequate consent carries the risk of not being able to fully rely 



Chapter 5

68 

on the consent obtained (Schermer et al., 2014). Therefore, it is of high importance for both 
- data subjects (in this case - students) and data controllers (educational institutions) - to 
develop a consent procedure that not only fulfils the legal requirements, but also fosters 
information uptake and comprehension, and supports an informed decision. The current 
study aims at gaining a more detailed understanding of data subjects' engagement in an 
informed consent procedure: to what extent and how students read the information letter, 
and how this affects their decision.  
 
5.1.2. Theoretical background 
 
Consent to personal data use can only be informed if data subjects take a look at the 
information provided. This is probably more likely to happen when the data subject is aware 
of possible risks. However, it is required that data subjects not only look at the information, 
but also that they actually read (take up rather than scan) and also comprehend the 
information. Although in the present study the focus is on information uptake and 
comprehension, a brief description of the concept of awareness is necessary to understand 
these two concepts in context (Figure 5.1.). 

 
General awareness 

   
 
   

Reading behaviour 
   
 
   

Information uptake 
   
 
   

Comprehension 
   
 
   

Decision-making 
   

 
 

Figure 5.1. Overview of the concepts used in the current study 
 
Awareness 
 
Schmidt (2002) argues that the term ‘awareness’ is only meaningful if it refers to a person’s 
awareness of something, for instance, climate change awareness, or mental health 
awareness. In this chapter, we basically refer to risk awareness, more particularly, risk 
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awareness in the context of personal data sharing. Risk awareness is defined by Woodward, 
Franck, and Wilcox (2004) as a recognition of the potential for hazards and incidents that 
may occur and result in harm and damage, e.g., financial, reputational. Against this 
background informed consent can be considered both - a means to increase awareness as 
well as a means to manage risks, for instance, by pointing out data subjects’ rights 
(Bergstrom, 2015; Joinson, Reips, Buchanan, & Schofield, 2010). 

The ‘catch-22’ here is that some level of awareness of risks related to personal data 
sharing may be needed for people to be inclined to read an information letter. In other words, 
raising risk awareness by means of an information letter requires some degree of risk 
awareness to start with. This ‘general risk awareness’ differs from the risk awareness 
specifically related to personal data sharing in a concrete context. For clarity, we distinguish 
between ‘general risk awareness’ that exists prior to engaging in a consent procedure and 
‘context-specific risk awareness’ related to providing consent. A further challenge here is 
what in instructional design theory is described as a balance between ‘learning’ and ‘acting’: 
people are eager to act (to do something meaningful), but they need to learn before they can 
act adequately (van der Meij, 2008). Related to this challenge, the theory of minimalism 
advocates the principle of choosing an action-oriented approach.  

Risk communication aims at raising risk awareness to facilitate an informed decision or 
to stimulate problem solving or conflict resolution (Greenberg & Gutwin, 2016; Gutwin & 
Greenberg, 2002; Visschers, Wiedemann, Gutscher, Kurzenhäuser, Jardine, & Timmermans, 
2012). Gigerenzer (2014) argues that the effectiveness of risk communication largely 
depends on how information about risks is presented. An example discussed by the author 
is of a DNA sample that matches with the DNA of a victim. An expert may testify: “The 
probability that this match has occurred by chance is 1 in 100,000”. The expert phrases the 
evidence in terms of a single-event probability, which is potentially misleading in this case. 
In contrast, a frequency statement is transparent: “Out of every 100,000 people, 1 will show 
a match” - meaning that if you live in a city with two million people, 20 people will have a 
DNA sample matching with that of the victim (Gigerenzer, 2014; Gigerenzer & Edwards, 
2003). In the context of e-assessment, a risk situation may appear when, for instance, 
students working collaboratively on a task are requested to deliver their written assignment 
individually: any overlap between the submitted assignments can be detected by the system 
as plagiarism. Although, this example does not involve personal data use, it, still, illustrates 
a risk situation relevant for the application context of e-assessment. A challenge here is to 
strike the right balance: to make people aware of risks, without causing them to be overly 
worried (resulting, for instance, in their decline of a potentially beneficial treatment), nor 
underestimating potentially negative consequences of a decision (Mousavi & Gigerenzer, 
2014).  
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Reading behaviour 
 
So far research on reading behaviour in an informed consent procedure has focused on the 
time the data subject spends reading, rather than looking more closely at the attention that 
is paid to various parts of the text, i.e., reading patterns. In this study, we will look at both, 
time spent reading and reading patterns through eye-tracking. This technology became 
popular in the past two decades and allows accurate registrations of various characteristics 
of reading behaviour. Most relevant to this study is fixation time. An eye-tracking system 
enables to distinguish fixation time from saccades, i.e., time spent on rapid movements 
between fixations. Together they constitute the dwell time: the total time spent looking at a 
specific area (Holmqvist & Andersson, 2017; Salvucci & Goldberg, 2000). So called heat maps 
provide a visualisation of reading patterns, i.e., how fixations are spread across a specific 
area.  

Various eye-tracking studies show that reading patterns in general are characterised by 
gradually decreasing attention: more attention is paid at the top and the left side of a text, 
after which attention slowly goes down, also known as a F-shaped reading pattern (Jarodzka 
& Brand-Gruwel, 2017; Shrestha & Lenz, 2007; Shrestha, Lenz, Owens, & Chaparro, 2007). In 
the context of informed consent, this is problematic as it can be argued that all information 
included in an information letter is important to make an informed decision. In this regard, 
a key principle in the theory of minimalism - the principle of “anchoring the tool in the task 
domain” (van der Meij, 2008, p. 19) - implies that the information letter should capitalize on 
the data subject’s original motivation and help to satisfy it. This means that in order to assure 
the data subject’s attention, information provided should be linked as much as possible to 
the data subject’s more immediate interest in that which lies beyond the informed consent 
form. For instance, in the context of e-assessment, information should be provided and, 
subsequently, consent - requested immediately before the assessment, i.e., in connection 
with the direct interest of taking the assessment activity. This should stimulate  active 
reading and understanding (e.g., asking questions if necessary, estimating risks and benefits) 
to reach a decision that matches the data subject’s needs and expectations. 

As cited in Davoudi (2015), readers are not passive receivers of information from a text; 
their background knowledge and other interpretive skills foster the speed of reading as well 
as understanding. According to this ‘top-down’ or ‘knowledge driven’ reading approach, 
readers with prior knowledge can go through a text more quickly reaching deeper 
understanding. When prior knowledge is absent, then reading is a step-by-step process 
starting from the perception of each single word, sentence and paragraph (a ‘bottom-up’ 
reading approach). Readers do not skip any part of the text, and a great portion of 
understanding is the outcome of unconscious processes emerging from reading the text 
(Beker, Jolles, Lorch & van den Broek, 2016; Davoudi, 2015). This distinction between top-
down and bottom-up reading approaches raises the question whether the information 
should be presented in a way to optimally serve different target groups. At any rate it 
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suggests that prior knowledge influences reading behaviour, more specifically, time spent 
reading.  
 
Information uptake 
 
In the literature, the terms ‘uptake’ and ‘comprehension’ are frequently used 
interchangeably. However, in the context of this study, it is relevant to distinguish between 
these two concepts. Following Mujica and Bachmann (2018), we consider the term 
‘comprehension’ to imply understanding, whereas ‘uptake’ is limited to the ability to 
recognize and/or recall (specific pieces of) information, irrespective of understanding. In 
other words, if a person recalls certain information, this is indicative of uptake, but not 
necessarily understanding. In the same line, the revised Bloom’s Taxonomy (Krathwohl, 
2002) distinguishes the cognitive processes ‘Remember’ (recognizing and recalling) and 
‘Understand’ (e.g., interpreting, explaining, summarizing). Furthermore, these processes are 
considered to represent a cumulative hierarchy, meaning that mastery of the simpler 
category (‘Remember’) is conditional for more complex ones (‘Understand’).  

Uptake can be enhanced through, for instance, signalling, i.e., cues used in the text to 
guide readers to focus on certain aspects without changing the text (Lorch, Lorch, 
Calderhead, Dunlap, Hodell, & Freer, 2010; Lorch, Chen, Jawahir, & Lemarié, 2016). These 
basically include typographic elements, graphic elements, imagery and colour (Coates & 
Ellison, 2014). Typographic elements (letter type, size and weight) can be effectively used to 
create visual rhythm and pace. Graphic elements (bulleted lists, tables, diagrams) can help 
communicate complex information especially when readers are varying levels of education 
and cultural background. Imagery (illustrations, photographs, icons) is a powerful tool that 
can be used in a variety of forms to draw readers’ attention. Colour is important when 
designing a large amount of information: attaching a specific colour to a group of content 
makes it instantly recognizable and easy to distinguish from any different group of content. 
The positive effects of signalling are shown in various studies (Lorch et al., 2010; Hyönä & 
Lorch, 2004; Song & Bruning, 2015). Signalling has two functions in general: helping readers 
to separate immediately relevant information from information that can be relevant later, 
and reducing cognitive load (Mautone & Mayer, 2001). As a result, more cognitive capacity 
is left for constructing deeper understanding (Song & Bruning, 2015; Mutone & Mayer, 
2007).  
 
Comprehension 
 
According to Kintsch (2005), comprehension entails multiple levels: the word level (word 
meaning), the text base level (integrating these meanings into the ideas conveyed by the 
text), and the situation level (inferring implications for the current situation the reader is in, 
for instance, a decision to be reached or a task to be accomplished). While reading a text, 
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readers’ attention may be allocated differently at each level to satisfy comprehension goals 
depending on, for instance, prior knowledge (Ferreira, Bailey, & Ferraro, 2002; Miller, 
Gibson, Applegate, & de Dios, 2011).  

Various studies suggest that using plain language enhances understanding (Schriver et 
al., 2010; Williams, 2015). The plain language movement is a theory of communication that 
attempts to reform traditional legal writing, as in the case of informed consent (Collins, 
2005). Plain language is defined by Garner (2002) as “language that most effectively presents 
ideas to the reader” (as cited in Collins, 2005). The main principle of plain language – 
simplicity – requires to use common language (everyday words rather than jargon or 
technical terms) to express ideas unless there are reasons for using different (complex) 
vocabulary. The plain language movement argues that putting legal texts in plain language 
poses no risk to the quality of the text. In contrast, it helps to meet the needs of the reader by 
using language so effectively that the reader has the best possible chance of understanding 
it (Garwood, 2014). It acknowledges that the reader has an important role in determining 
whether or not the text is clear: the true measure of a text clarity is the reader’s ability to 
understand it (Garwood, 2014).  

Although there is a widespread belief that information technologies offer many 
opportunities to communicate information more effectively, it is still unclear how this affects 
understanding (Coiro, 2011). There is evidence suggesting that reading from the screen can 
create stress and concern that can also make understanding difficult (Mangen et al., 2013; 
Sidi et al., 2016), especially, when feedback on progress is poor so that it is not immediately 
clear how much text is left to read (Ackerman & Lauterman 2012; Myrberg & Wilberg, 2015). 
The ‘Method’ section will elaborate on how these issues have been addressed in the informed 
consent procedure used in the current study. 
 
Decision-making 
 
An informed decision is ideally a reasoned choice based on relevant information about the 
advantages and disadvantages of all possible courses of action (Bekker et al., 1999). 
However, in practice people rarely make decisions this way. Being unable to deal 
systematically with large amounts of information, people employ heuristics (simplifications) 
to reduce cognitive load. However, a heuristic or simplistic mode of thinking used when 
judging risks and uncertainties can lead to misperceptions and poor decisions, influenced by 
context rather than content (Bekker et al., 1999; Mihm & Ozbek, 2018; Thompson-Leduc, 
Tircotte, Labrecque, & Legare, 2016). Factors such as time pressure, extreme affect (e.g., 
anger) and other emotional states, a lack of engagement, etc. induce the use of strategies 
related to context. Additionally, the ability to make an informed decision is associated with 
individual characteristics of a decision maker: people vary in cognitive abilities, preference 
to be involved in a decision-making process, prior knowledge and experiences, need to have 
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control, etc.. Some may want all possible information, some may decide more intuitively, 
some are happy with a recommendation given to them.  

Such influences are relevant in the current study too. When an informed consent request 
comes from a well-known institution, a decision may be made more easily without feeling a 
need to be (fully) informed (Muravyeva et al., 2019). Instead, the decision is grounded either 
on confidence or trust in the reliability of the educational institution. The distinction 
between confidence and trust has been explained in clear terms by Luhmann (2000). Both 
confidence and trust build on expectations which, in both cases, may be disappointed. 
However, when people are confident, they assume that their expectations will not be 
disappointed because the chances of that happening are very small. In the context of the 
present study, for example, the data subject might feel confident: “My institution will only 
ever use reliable assessment technology”. Trust, in contrast, assumes a situation of risk and 
a more or less deliberate consideration of alternatives: “How reliable is this authorship 
verification technology? To be on the safe side should I decline to consent?”. Weighing these 
options the data subject might conclude: “I trust my institution will use these technologies 
judiciously”. Thus, as Luhmann (2000) points out, the distinction between confidence and 
trust depends on perception. "If you do not consider alternatives [...], you are in a situation 
of confidence. If you choose one action in preference to others in spite of the possibility of 
being disappointed by the actions of others, you define the situation as one of trust" 
(Luhmann, 2000,   p. 97). In other words, both confidence and trust can be the basis for a 
decision to consent. 
 
5.1.3. Research questions 
 
In order to understand how to improve informed consent in terms of information uptake and 
comprehension, and to ensure an informed decision, we initiated this study aiming at 
answering four research questions: 

Q1: To what extent do students read the information provided in relation to the request 
for personal data use?    

Q2: To what extent do students take up (recall) the information they read? 
Q3: To what extent do students comprehend the information provided? 
Q4: What decision do students reach and to what extent does their decision appear to be 

related to reading behaviour, information uptake, comprehension, and/or other (self-
reported) variables?  
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5.2. Method 
 
Design 
 
In order to address the research questions, we adopted a convergent parallel mixed-method 
design, which is characterized by concurrent collection of quantitative and qualitative data 
(Creswell, 2013; Fetters, Curry, & Creswell, 2013; Hanson, Creswell, Clark, Petska, & 
Creswell, 2005). Data were collected in a context resembling as much as possible an 
ecologically valid (authentic) setting. In order to realise such a setting, participants were not 
informed beforehand of the details of the study (its focus on informed consent), as this might 
prompt them to display a-typical reading behaviour. They were invited to take part in a study 
on communication in an online learning environment, involving their enrolment in a new 
course. The course introduction explained that the course provides the option of e-
assessment combined with technology to assure identity and authorship verification, which 
requires the student’s consent. Following this introduction, participants more or less 
naturally proceeded with the informed consent form.  

Quantitative data were collected on reading behaviour and information uptake. Data on 
reading behaviour (Q1) were collected by means of an eye-tracker system (Hyönä, 2010; van 
Gog & Scheiter, 2010). Reading behaviour was registered not only for the information letter, 
but also for the course introduction, in order to have some benchmark for the appraisal of 
information letter reading behaviour (Kaakinen & Hyönä, 2007). Using the eye-tracker 
system constituted a challenge, as it requires a particular posture while we aimed at 
investigating reading behaviour in an authentic setting. Still, we tried to create such a setting 
as much as possible, through the instruction provided to participants, as is further explained 
in the procedure.   

After students were debriefed about the more specific purpose of the study, a checkpoint 
was included to establish to what extent participants felt to have behaved as they would have 
in their own home environment. The eye-tracking data was combined with a think-aloud 
protocol which is quite commonly applied as eye movements cannot always be interpreted 
correctly without participant’s additional explanation. An important decision in this respect 
was whether to collect verbal reports concurrently or retrospectively. As the current study 
involved a reading task, and we aimed at an authentic registration of reading behaviour, 
concurrent verbal reporting was not an option. Hence, participants were asked to think 
aloud retrospectively being presented with the video recordings provided by the eye-tracker 
system (Elling, Lentz, & de Jong, 2011; Hertzum, Borlund, & Kristoffersen, 2015; Salmerón, 
Naumann, García, & Fajardo, 2017). 

Information uptake (Q2) was investigated through a factual knowledge test indicating 
participants’ immediate recall of the information provided (Rayner, Chace, Slattery, & Ashby, 
2009; Sand et al., 2010).  
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Finally, qualitative data were collected on comprehension (Q3) and decision-making 
(Q4) by means of semi-structured in-depth interviews, and through notetaking of comments 
and questions spontaneously arising during the entire procedure. 

 
Participants 
 
Participants (n = 12) in this study involved a convenience sample of students from various 
faculties of the Open University of the Netherlands. Selection criteria determined by the 
overall study setting, and included the ability to read and understand texts written in the 
Dutch language and to read from a computer screen without the use of lenses or glasses.  

 
Material 
 
The eye-tracking study involved participants enrolment in an authentic course website 
including a course introduction, informed consent, and debriefing. Data collection occurred 
through the eye-tracking system, a knowledge test, and semi-structured interviews.  

Apparatus. To collect the data on reading behaviour, we used a 250 Hz eye-tracking 
system manufactured by SensoMotoric Instruments positioned under the screen of the 
stimulus computer. This system enables investigation of reading behaviour and attention 
allocation on a very detailed level as it maps the position of the eye multiple times a second. 
For the purpose of this study, the most relevant indicator provided by the eye-tracking 
system is fixation time (Salvucci & Goldberg, 2000). Heatmaps providing a visualisation of 
the fixation time for specific areas in the text constituted the basis for the analysis of reading 
patterns. Finally, video registrations of participants’ eye movements were used in the 
retrospective think-aloud protocol.  

Course introductory text. The introduction to the course contained 237 words. All texts 
used in this study were in Dutch. The text was split in two parts: the first part described the 
course objectives; the second part explained the option of e-assessment in this course, and 
the fact that this involves the use of technology for identity and authorship verification, 
which requires students’ consent. The introductory text stressed the fact that the e-
assessment is optional and its use completely voluntary. 

Informed consent. The informed consent consisted of an information letter (328 words) 
and a consent statement (38 words). Following the principles of plain language described 
above, we kept the information letter as short as possible, and did not use professional 
jargon. Additionally, the text was split into five paragraphs, each with a header (i.e., 
signalling). In the first paragraph, participants were informed about the purposes of 
personal data use. The second paragraph provided an explanation of the personal data 
requested, followed by a paragraph explaining data storage requirements. Furthermore, 
participants were informed about their rights including the right to withdraw consent, the 
right to data access, and the right to data rectification and erasure. This was followed by 
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contact information, should they wish to exercise any of these rights and/or ask for 
additional information. The consent statement was presented on a separate web page to 
ensure appropriate attention is paid, with a short instruction: to click on the “Accept” button 
in case a consent decision is positive or else proceed to the next web page. 

Debriefing. Debriefing was done through a text shown on the web page following the 
informed consent procedure. Participants were informed that this study actually focuses on 
the informed consent procedure, and that we did not reveal this specific purpose beforehand 
in order to encourage typical reading behaviour and prevent compromising the study. In 
addition, the debriefing involved an introduction to the upcoming knowledge test to 
establish their recall of the information provided in the information letter. 

Factual knowledge test. Uptake was measured through a test consisting of eight true/false 
statements such as “I can view personal data collected from me on request”, “My data is kept 
for 7 years after the official graduation date”). A third answer option, “I do not know”, was 
given in order to enable registration of the state of “not knowing the answer” as distinct from 
“guessing the answer”. The option ‘I do not know’ can be considered an indication of limited 
uptake, whereas an incorrect answer indicates miscomprehension. Test scores represent the 
sum of correct answers. 

Prior knowledge check. Prior knowledge was not measured in a pre-test to avoid 
compromising the ecological validity of the study. Instead, prior knowledge was checked 
post hoc; by asking participants directly upon completion of the knowledge test, whether 
they had made the test relying solely on the information provided in the information letter 
or possibly drawing on prior knowledge as well.  

In-depth interview protocol and questions. Comprehension was investigated both - 
directly and indirectly. Indirectly, by taking notes of all the questions raised during the entire 
procedure, and more directly by asking participants in an interview to what extent they 
considered the information clear and complete. The interview protocol described three 
phases. In the first phase, participants were informed about the interview procedure, e.g., 
the fact that the course environment remained available for further reference during the 
interview. In the second phase, participants were asked to describe their experience with the 
informed consent procedure and decision-making, prompted through questions, such as 
“Was the information provided sufficiently clear?”, “Was the information complete?” or “To 
what extent was your decision based on the information provided?”. In the final phase, 
participants were encouraged to ask further questions they might have and to give their 
opinions or suggestions in relation to informed consent more generally.  

Think-aloud protocol. Participants were presented video recordings provided by the eye-
tracking system visualising their reading behaviour: the areas where they had been fixating 
at (a bigger area - longer fixation, a smaller area - shorter fixation) and the jumps between 
these areas (connecting lines) (Figure 5.2.). They were asked to comment on their reading 
behaviour to better understand why they had been fixating on some areas more and ignoring 
some others.  
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Figure 5.2. Video recording visualising reading behaviour 
 
Procedure 
 
Participants were invited into a room where the eye-tracking system was installed. Here, 
they received a short printed explanation of the study and subsequent steps to be taken. The 
information provided underlined that participants were to respond as much as possible as 
they would do at the home situation despite the unfamiliar surroundings and the use of the 
eye-tracking system. In case they had questions, questions related to the overall procedure 
were answered immediately, while content-related questions were answered after the task 
was completed in order to avoid any influence on the task performance. Next, they were 
introduced to the eye-tracker system and the requirements for accurate data collection 
(distance, posture, and head movements) leading up to a calibration test.    

After successful calibration of the eye-tracking system participants started with the 
actual task: taking up the study of a new online course, starting with a brief introduction and 
subsequent informed consent procedure related to the optional e-assessment. Participants 
could indicate whether they accept or reject to share their personal data. They could also 
proceed and leave the decision open for the time being. Following this step, participants 
were debriefed and introduced to the next step: the knowledge test to establish their recall 
of the information provided. It was additionally explained that precisely because of our aim 
to investigate informed consent in an authentic setting, it was not a problem that they had 
not been prepared in advance for the knowledge test, and that they should feel free to 
indicate not to know the answer to particular questions, should this be the case. After 
completion of the knowledge test, participants were interviewed about the entire 
experience. Finally, they were asked to watch the video registration of their eye movements 
and reflect and comment on this. On average, the entire procedure took 55 minutes. 
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Data analysis 
 
Quantitative data was analysed using the IBM Statistical Package for the Social Sciences 
Version 24 (Field, 2017). To ensure a reliable analysis of the data provided by the eye-tracker 
system (n = 12), we made a selection and included only those data (n = 6) that were most 
accurately and precisely collected (Golberg & Helfman, 2010; Walczyk & Taylor, 1996). The 
analyses included descriptive statistics for reading behaviour (fixation time) and the 
knowledge test results. Analysis of the knowledge test results were performed on the level 
of single items as well as overall test scores (the sum of correct answers). Relative fixation 
time (milliseconds/number of words) was calculated for both the information letter and the 
introductory text to enable comparison. A paired t-test was used to determine whether the 
average relative fixation time differed significantly for the information letter and the 
introductory text. Because of the small sample size, Kendall’s tau was the statistic used to 
investigate correlations, e.g., between time spent reading and knowledge test results. 
Heatmaps were used for the analysis of reading patterns (Creswell, 2013).  

Finally, qualitative data collected through the interviews and think-aloud protocols were 
analysed (coded and categorized) mainly with the aim to gain insight in the level of 
comprehension. Where relevant, qualitative data have also been used for the interpretation 
of quantitative results and presented alongside quantitative data in the next section to 
ensure a comprehensive integrated picture of the results.  

 
5.3. Results 
 
The ‘ecological validity check’ revealed that most - but not all participants - felt they had read 
the texts presented on the screen as they would have done in their home environment: four 
participants said that they had read the texts more carefully than they would normally do.   
 
Q1: To what extent do students read the information provided in relation to the request for 
personal data use?   
 
All participants did read the information provided in relation to the request to personal data 
use. Total fixation time for the information letter varied from 21 to 82 seconds (M = 50.32, 
SD = 19.28). Participants who, in hindsight, indicated to have prior knowledge spent less 
time reading the information letter, i.e., there is a negative relationship (τb = -.478, p = .176).  

 The heatmaps shown in Figures 5.3. and 5.4. indicate that participants read the 
information more carefully at the beginning of the text. The red, yellow, and green colours 
represent in descending order the fixation time for different parts of the text. Gradually 
decreasing attention levels constitute a common reading pattern that has often been found 
in similar eye-tracking studies (Jarodzka & Brand-Gruwel, 2017; Shrestha & Lenz, 2007; 
Shrestha et al., 2007). 
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Figure 5.3. Heatmap of the introductory text (n = 6) 
 

 
 

Figure 5.4. Heatmap of the information letter (n = 6) 
 
Looking at the relative fixation time for both introductory text and information letter (i.e., 

taking into account the number of words in both texts), it appears that on average 
participants spent more time reading the introductory text (M = 0.23, SD = 0.08) than the 
information letter (M = 0.18, SD = 0.08): t(8) = 3.704, p = .006. Six participants also indicated 
in the interviews they had read the introductory text more attentively than the information 
letter. They explained the lower interest in the information letter in various ways: feeling 
overloaded with requests for personal data use on the internet (n = 4); having no interest in 
the information provided regarding personal data use (n = 4); taking a stronger interest in 
the new course and upcoming tasks (n = 3).  
 
Q2: To what extent do students take up (recall) the information they read? 
 
Two out of the 11 participants who did a knowledge test, answered all eight questions 
correctly. Four participants gave a correct answer to only half or fewer of the questions. 

Table 5.1. displays the test items organised according to the order in which the 
information was presented in the information letter, i.e., subsequent paragraphs and 
position within the paragraph. Following this order, Table 5.1. illuminates the fact that the 
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test results mirror the reading pattern revealed by the heatmaps presented above: the 
general decline in attention as well as the decline within each paragraph. Test questions 
related to the information presented at the beginning of the information letter as well as at 
the beginning of each paragraph were more often answered correctly. 

 
Table 5.1. Frequency (n) of answers to the knowledge test questions 

 
Paragraph 
in the text 

Knowledge test questions n correct 
answers 

n incorrect 
answers 

n “I do not 
know” 

1 The personal data is collected to 
determine whether I am the author of the 
text 

11 0 
 

0 

1 The technology compares two texts of my 
hand 

9 1 1 

2 If there is insufficient overlap between 
the writing styles, the teacher will contact 
me 

11 0 0 

3 Personal data collected from me will not 
be made public or shared with third 
parties without additional consent  

9 0 2 

3 My data is kept for 7 years after the 
official graduation date 

6 1 4 

4 I can view personal data collected from 
me on request 

9 2 0 

4 I cannot correct personal data collected 
from me 

5 1 5 

4 If I withdraw my consent, personal data 
collected from me will be automatically 
deleted 

2 3 5 

 
Zooming in on the specific questions, Table 5.1. shows that three questions were 

answered correctly by at best six participants. In these cases participants tended to indicate 
not to know the answer, rather than indicate the incorrect answer. This applies to a lesser 
extent to the question about the right to withdraw consent, which was most often answered 
incorrectly (n = 3). Although, it is not always clear whether an incorrect answer is the result 
of ‘poor uptake’ or ‘poor understanding’, the answer ‘I do not know’ clearly is indicative of 
‘poor uptake’.  

Participants who spent more time reading the information letter, scored higher on the 
knowledge test (τb = .778, p = .013). Interestingly, the relation between prior knowledge and 
uptake suggested in the theoretical framework, i.e., the assumption that people with prior 
knowledge can read information faster to a similar or even better effect in terms of uptake 
and understanding is not confirmed in this study (τb = -.554, p = .049). Implications of these 
findings will be considered further in the ‘Conclusions and discussion’ section.   
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Q3: To what extent do students comprehend the information provided? 
 
Of the 12 interviewed participants, eight participants found the information clear; nine 
participants found the information complete. In clarifying their answers, eight participants 
formulated a total of 20 questions. Another 15 questions were raised spontaneously. Content 
analysis of these questions (n = 35) resulted in the following grouping (Table 5.2.): 

 
Table 5.2. Questions posed by participants during the interviews 

 
Category n questions n 

participants 
Questions examples 

Understanding 
the risks related 
to the use of the 
technology 
(including 
personal data 
sharing) 

13  8 What if there are technical problems? 
How is my personal data going to be used? (3) 
What if there is no sufficient overlap? Will I be asked to 
explain? (2) 
What if plagiarism is detected? (2) 
What if I decline to give my consent? Are there any 
negative consequences for me? (2) 
Do people always have the same writing style? Also 
when working in groups? 
How reliable is this technology? Is it easy to manipulate? 
What does “incorrect data” mean? How can the data 
collected from me be incorrect? 

Procedural 
questions that 
may occur before 
/ during / after 
the use of the 
technology 

9  6 When do I need to decide? Can I decide closer to the final 
assessment? (2) 
What exactly should I do to make use of this technology? 
(2) 
What data will be collected from me? (2) 
What is the right to correction? 
What should I do to correct my data? 
What does the right to access mean? 

Understanding 
how the 
technology works 

5  4 How does this technology work? 
How are two written assignments compared with each 
other? 
How are texts analysed? Are there examples? 
What is exactly controlled / checked by this technology? 
What is the difference between ‘plagiarism control’ and 
‘authorship verification’?  

Meta-questions 
on purpose / use 
of the technology 

5  4 What are the advantages and disadvantages of this 
technology? (2) 
What is the added value of this technology (if it is 
voluntary)? 
Is there another way to do plagiarism control (without 
the use of personal data)? 
Why is my personal data stored for such a long period? 

Other questions 3  3 Why are there two contact persons indicated? 
Is this technology used in all courses? 
Does writing style count as personal data? 
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Crucial in the analysis of all questions raised is, of course, whether these questions are 
indicative of either of the following:  

a) information that is lacking (lack of completeness);  
b) information that is provided but apparently missed (lack of uptake);  
c) information that is provided but not understood (lack of clarity / 

comprehension);  
d) information requests ‘beyond the strictly necessary information’ (lack of 

elaboration).  
This analysis is not as straightforward as it may seem at first. The question such as “What 

data will be collected from me?” can be considered a clear example of lack of uptake. 
However, a question “Do we always have the same writing style?” appears to reflect a 
concern regarding the reliability of the technology used, i.e., an issue of trust. How might this 
be addressed in the information letter? Should the information letter contain a detailed 
report of the algorithms that these technologies use? Or would it be better to state that these 
technologies are not infallible, but there will always be a follow-up, in which the students 
will be consulted? The first approach is bound to result in an information letter that is to 
elaborate (and possibly causing even more questions). Then again, the latter approach raises 
the ethical issue to what extent this approach means a subtle shift from ‘information 
provision’ to ‘manipulation’? The same holds for a question like “What are the advantages 
and disadvantages of this technology?”. Can this question be addressed objectively in an 
information letter? 

A valuable point raised to inform future informed consent practice, which was not 
anticipated in the current set up, concerns procedural issues: two participants inquired 
whether the decision could be postponed or had to be taken immediately. Especially for more 
complex decisions, some time for reflection should be allowed, even though this may be 
somewhat at odds with the minimalist principle of anchoring. At any rate though, it should 
be clear when the decision should be made.  

Further, some questions were raised concerning the detailed operation of the 
technologies used, which can be clearly assigned to the latter category ‘Information requests 
beyond the strictly necessary’. For instance, a complication specific to the context in which 
this study was carried out is the request for a definition of ‘plagiarism’ and ‘authorship’. 
Should the information letter contain information explaining the concepts of ‘plagiarism’ and 
‘authorship’? On the one hand, students need to understand what is considered under 
‘plagiarism’ and ‘authorship’ but, on the other hand, as this information is not context 
independent. Bearing in mind the requirement of conciseness, this information should not 
be included in the information letter, though these requests might still be accommodated by 
providing this information in a ‘hidden’ form, for instance, through a link to a new webpage 
or a ‘Read more’ button. Even though this information is not ‘strictly necessary’, it is not clear 
yet to what extent provision of these elaborations affects trust and subsequent decision-
making. 
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Last but not least, a specific recommendation given by the participants was to provide all 
contact information (data protection officer, technical support, additional inquiries, etc.) in 
‘one place’. 

 
Q4: What decision do students reach and to what extent does their decision appear to be related 
to reading behaviour, information uptake, comprehension, and/or other (self-reported) 
variables?  
 
Ten out of 12 participants consented to personal data use immediately after having finished 
reading the information letter. Two participants postponed their decision. These highly 
skewed results made further quantitative analysis irrelevant.  

The subsequent interviews shed more light on the decision making process, more 
particularly, the fact that the decision to consent in most cases was not solely based on the 
information provided. Several other factors also played a role. First of all, most participants 
referred to a sense of trust and/or confidence about sharing their personal data (n = 9). The 
fact that the request for personal data came from an educational institution (as opposed to a 
commercial company) led some to feel safe, i.e., confident that nothing negative will happen. 
Having positive experiences with the educational institution in the past reportedly 
reinforces this sense of safety. Still, questions raised clearly point out that at least some 
participants see a risk situation and want to weigh possible courses of action before reaching 
a decision. In other words, confidence and trust both constituted a basis for consent.  

A point of concern regarding the decision-making process, revealing a flaw in the 
informed consent procedure, is that some participants (n = 5) indicated they were not sure 
they could decline to share personal data, as voluntariness was not completely clear to them. 
This information was provided, but overlooked.    

A further extraneous factor reportedly influencing the decision-making process was the 
habit to more or less ‘blindly’ consent without careful reading (n = 5).  

 
5.4. Conclusions and discussion 
 
The aim of this study was to investigate reading behaviour, information uptake, and 
comprehension in an informed consent procedure. The fact that, despite the use of an eye-
tracking system, two thirds of the participants reported to have behaved as they would have 
in their home environment, suggests a reasonable level of ecological validity was achieved. 
The others reported to have read the information letter more carefully than they would have 
normally done. This means that to the extent ecological validity may have been disturbed, 
this study’s findings regarding reading behaviour, uptake, and comprehension can be 
considered as rather optimistic.  

Regarding the minimalist principle of “anchoring the tool in the task domain” (van der 
Meij, 2008, p. 19), as previously mentioned, ideally, information should be provided, and 
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consent - requested immediately before the assessment, however, in the current study this 
would interfere with the aim of creating an authentic setting. Still, informed consent can be 
considered anchored, since it was presented within the course and explaining participants 
the assessment options within the course. Bearing this in mind, we discuss the main findings 
in relation to the theoretical background and their implications for future work.  

Reading behaviour. Results show that the information letter is read relatively less 
attentively than a ‘regular’ text. However, in this study, this appeared related to a lack of 
interest (i.e., ‘not caring’ about sharing personal data’) than indicative of a privacy paradox 
(stating to care very much, whilst not reading attentively). Others explained the difference 
by a stronger, immediate interest in the new course, which appears to confirm the reasoning 
behind the minimalist principle of anchoring: people are eager to address their primary 
goals. 

Information uptake. Time spent reading does affect information uptake as indicated by 
the significant positive relation between fixation time and the knowledge test result. The 
claim that prior knowledge enables people to read and understand information faster 
(Davoudi, 2015) is only partially confirmed: participants with prior knowledge did indeed 
read the information letter faster, but this came at the expense of uptake, and, by extension, 
understanding. However, there is some ambiguity related to this finding, as we cannot say 
for sure whether it was prior knowledge participants were relying on. In fact, participants 
themselves reflected they could not say with certainty whether it was prior knowledge or 
rather ‘knowledge’ which upon closer inspection might actually have been 'common sense' 
or ‘logical deduction’ (which upon even closer inspection appear ‘misconception’). This is a 
very interesting - risky - phenomenon:  misconceptions which disguise as ‘prior knowledge’. 
These findings underline the need of not only reading the information provided in an 
information letter, but also of reading it as much as possible with a fresh, open mind.  

 Our findings indicate that information uptake is also affected by the order in which the 
information is presented: information presented at the beginning of the information letter 
and, indeed, the beginning of each single paragraph, attracted more attention resulting in 
better uptake.  

Comprehension. With respect to comprehension, questions posed by participants suggest 
that establishing an already delicate balance between completeness and conciseness in the 
information letter, taking into account the legally required amount of information, is further 
complicated by the fact that some data subject’s information needs exceed strictly necessary 
information. However, the question is how far we should go so that people feel they can 
oversee all the risks. Is more detailed information a solution at all? More information may 
result in further questions rather than definite answers, as is so often the case, for instance, 
in internet searches.   

Decision-making. Regarding the decision making process, a major concern lies in the fact 
that some participants were not aware of voluntariness that breaks up one of the 
fundamental principles of informed consent. This information was given, but due to the 
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particular setup - not sufficiently clear. Besides, it seems not enough to say in an information 
letter that it is completely voluntary, this should also be repeated a consent statement. 
Additionally, there should be an explanation of what it means to not provide consent, even if 
nothing negative will happen. These results may well reveal an imbalance, which can be 
found more generally in an information letter: the focus tends to be on the consequences of 
consenting, rather than declining. Summarizing, our findings suggest that the following 
variables are relevant to include in future studies into informed decision-making regarding 
personal data use: trust, confidence, consequences of consenting either of declining.  

Recommendations. Taking a more practical point of view, our findings lead to the 
following recommendations for informed consent practice and research: 

a) the analysis of reading patterns suggest that paragraphs should be used to 
strategically organise information in an information letter: create a new 
paragraph for each ‘topic’ and place the most important information at the top; 

b) explore new ways of presenting information to stimulate active reading, e.g., 
through the use of icons or ‘Read more’ buttons; 

c) accommodate information needs of those taking a further interest than strictly 
necessary in an unobtrusive way; 

d) the fact that consent is voluntary and can be withdrawn at any moment cannot be 
sufficiently stressed and should be repeated in the consent statement; 

e) make sure the consequences of withholding (and withdrawing) consent are 
sufficiently elaborated in the information letter;     

f) a specific recommendation from participants in this study is to provide all contact 
information in ‘one place’ and to enable easy access, e.g., through a contact form 
or a mailto address. 

Our follow-up study will also address some of these recommendations. First, possible 
risks will be explained earlier in the text. Second, in order to create an overview and 
stimulate active reading, a “Read more” button will be integrated. Finally, all contact 
information will be presented in one place and accompanied with a mailto address. This 
follow-up study will add a level of complexity as it will involve selective consent, i.e., a 
functionality that allows students to engage as much (or as little) as they wish (Kaye et al., 
2015). Students will be invited to use a set of learning services requiring personal data use, 
and will be able to opt in/out for each separate service.  
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Among various approaches to informed consent, interaction with a knowledgeable person is 
a more powerful and effective way of communication. However, in practice, this is not 
feasible on a large scale. For efficiency reasons, a digital consent form is a common format. 
To enhance the quality of communication through the digital means, the concept of 
information design arrears to be relevant. At the moment, there is a limited number of 
studies that explore design solutions for digital informed consent to personal data sharing 
and the effects on reading, understanding an decision making. The current study addressed 
this issue through evaluating students’ experience with a digital consent form designed and 
developed following the principles of minimalist design. The primarily focus was on 
students’ experience with specific design features integrated in the digital consent form, 
namely, a layered information letter and dynamic consent. The study was conducted in the 
context of a blended course involving learning analytics tools that require personal data 
sharing and subsequently, students’ informed consent. Data was collected by means of semi-
structured in-depth interviews conducted in a retrospective way. Results show that, in 
general, the design applied to the digital consent form is generally appreciated: the layered 
approach helps create a better overview of the information elements included in the 
information letter; dynamic consent allows to make a choice that better matches individual 
needs and preferences. Theoretical and practical implications for the design and 
development of the digital consent form are discussed. 
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6.1. Introduction 
 
6.1.1. General problem 
 
The GDPR that came into force in May 2018 is a crucial step in acknowledging the importance 
of personal data protection. The GDPR articulates requirements for informed consent as a 
legal ground for personal data processing including information requirements (art. 13 
GDPR). However, even when legal requirements are met - information is provided and 
consent is requested - this does not guarantee the consent was informed, i.e., based on a 
(more or less careful) consideration of the information provided (Bashir et al., 2015; Böhme 
& Köpsell, 2010). The number of requests for consent to personal data sharing an average 
person receives these days as well as the amount of information provided alongside these 
requests has led to a reality where consent has developed to routinely clicking an ‘accept’ 
button. People tend to ignore information provided; even if they read the information, there 
are no guarantees that they understand the information; and even if they do understand the 
information, it is still a question whether they feel to have a choice really (Solove, 2013). 
Additionally, as research shows, a consent decision is not necessarily based solely on the 
information provided, more factors may play a role in the decision-making process. For 
instance, a study by Kelly et al. (2015), in the context of medical research, provided insights 
in the relation with trust: participants’ trust in a particular researcher or research institution 
is an important factor affecting their willingness to share personal data. In addition, 
Luhmann (2000) distinguishes between trust and confidence, which both may provide a 
basis for decision-making. 

The rise in requests for informed consent to personal data sharing also pertains to the 
domain of education where personal data are increasingly used for a variety of purposes and 
services, such as  identity and authorship verification in e-assessment (Noguera et al., 2017) 
or personalized feedback by means of learning analytics (Greller & Drachsler, 2012). Here, it 
appears obtaining informed consent poses the same challenge: ensuring students read and 
understand the information provided alongside the consent request so that they can reach 
an informed decision (Muravyeva, Janssen, Specht, & Custers, 2020). Building on this 
previous research and drawing on insights from the field of information design, the current 
study investigates the impact of specific design features on reading behaviour, 
comprehension and decision-making.  The context of the current study is a learning 
environment deploying learning analytics, which may be even more complex than e-
assessment in terms of technology, purposes and levels (Drachsler & Greller, 2016; 
Drachsler et al., 2016; Willis et al., 2016). Learning analytics is defined by the Society for 
Learning Analytics Research as “the measurement, collection, analysis and reporting of data 
about learners and their contexts, for purposes of understanding and optimising learning 
and the environment in which it occurs” (as cited in Siemens & Baker, 2012, p. 252). Data 
about learners is the primary asset of learning analytics, and (by definition) includes 
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personal data, e.g., about learners’ behaviour (logging data, lecture attendance, etc.). 
Purposes of data collection may vary widely, from providing a simple recommendation to 
detecting learners at risk of failing. Learning analytics technology is obviously complex, and 
the question whether learners’ consent is truly informed is therefore especially relevant in 
this specific context.   

Capistrano and Chen (2015) argue that a key issue to the overall perception of informed 
consent is the way in which it is communicated. Various studies suggest that informed 
consent can be more effectively reached through interaction with a knowledgeable person, 
e.g., negotiated consent (Grout, 2004), or educated consent (David et al., 2001). Such 
interaction can help ensure an adequate interpretation of information provided (Cargill, 
2019). However, in practice, this is not feasible on a large scale. For efficiency reasons, a 
paper-printed or digital consent form is a common format. Whereas in early comparisons, 
reading from paper showed more advantages, now, with the remarkable technological 
progress, these differences have blurred (Clinton, 2019; Liu, 2005; Singer & Alexander, 2017; 
Hou, Rashid, & Lee, 2017). Digital consent forms offer a lot of benefits, such as automated 
search, updated content, hyperlinks, and accessibility. Still, digital consent forms rarely 
provide chat facilities or even rudimentary opportunities for further dialog (Friedman, Lin, 
& Miller, 2005; Kass, Taylor, Ali, Hallez, & Chaisson, 2015; Kelly et al., 2015). Further research 
regarding the design of digital consent forms is needed to better understand how to 
communicate this important information in a more effective and efficient way. 

 
6.1.2. Theoretical background 
 
Previous research indicates a need to trigger and raise attention for the information 
provided in requesting consent and to stimulate active reading (Chapter V, this thesis). This 
might be achieved, for instance, through carefully considering how to structure text in 
paragraphs (the opening lines of a paragraph receive more attention), clearly distinguishing 
between the minimal information required and accommodating information needs of those 
taking a further interest separately. Besides, in regard to decision-making, the consequences 
of withholding (and withdrawing) consent should be sufficiently elaborated in the text, and 
the consent statement should repeat the fact that consent is voluntary. 

The concept of information design is relevant to make the shift from simple transmission 
of information to a more effective and efficient model of communication. Information design 
is defined by the International Institute of Information Design as “the defining, planning, and 
shaping of the contents of a message and the environments in which it is presented, with the 
intention to satisfy the information needs of the intended recipients” (as cited in Coates & 
Ellison, 2014, p. 10). Hsieh, Lo, Hu, and Chang (2015) point out the importance of information 
design to motivate: “designing a website with inviting, distinct, and understandable 
information is essential to attract and motivate people […], the information […] needs to be 
designed to consider the involvement” (p. 549). Bonsiepe (1999) refers more specifically to 
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the role of an information designer who “structures and arranges information elements and 
provides orientation aids [...] to find a way through the maze of information” (as cited in 
Walker, 2017, p. 92). Information design obviously plays an important role in our life and 
helps navigate through the jungle of information we are surrounded by every day. 
Information design can be basically applied to the following categories of information: 
printed information, digital information and information in a physical space (Coates & 
Ellison, 2014). Each category requires a different approach to the presentation of 
information.  

Beyond providing the ‘right’ information in the ‘right’ way, it is important to consider how 
the user will interact with that information, e.g., how information can be accessed or how a 
choice can be indicated (Yargın & Crilly, 2015). These kinds of questions are in the scope of 
the concept of interaction design. Interaction design can be defined more generally as the 
design of interactive systems (Woodbury, Mohiuddin, Cichy, & Mueller, 2017) or, more 
specifically, as “determining the representations and operations of [...] a system by 
considering what representations the user needs to interact with, through what operations” 
(Yamamoto & Kumiyo, 2005, p. 514). These definitions make clear that the user is active and 
making choices, and these choices are clearly considered and presented, for instance, 
through filtering options, which enable the user to select criteria by which information will 
be measured or compared. Violante, Marcolin, Vezzetti, Nonis, and Moos (2019) describe the 
goal of interaction design as “to create a product that produces an efficient and delightful 
end-user experience by enabling users to achieve their objectives in the best way possible” 
(p. 182). Interaction design is thus measured by the quality of the user’s experience. The 
extent to which a product is easy to use is not “an internal attribute” but comes from how it 
is interpreted by the user, and “that interpretation is dependent upon the user’s specific 
context, culture, knowledge and resources” (Coiera, 2003, p. 206). It acknowledges that the 
user has an important role in determining usability of a product and needs to be involved in 
the design process from the beginning.  

Interaction design has the potential to contribute to an effective and efficient informed 
consent procedure. First of all, by making a digital consent form clear and concise so that 
information can be processed swiftly and accurately (Farrell et al., 2014; Knepp, 2018; Kraft 
& Doerr, 2018; Lindsley, 2019). Krumpholz and Gaire (2018) give the example of Creative 
Commons: similar to Creative Commons (a simplified license developed to reduce “complex 
legal copyright agreements to a small set of copyright classes”), small icons and short 
acronyms can help, for instance, immediately recognize what personal data are requested 
for what purposes. An experimental study done by Rowbotham, Astin, Greene, and 
Cummings (2013) revealed that an introductory video and an interactive quiz integrated in 
a digital consent form positively affect time spent reading, understanding and overall 
satisfaction. Related to this, Parsons (2015) describes specific design solutions which can 
help achieve different purposes of informed consent. For instance, the author suggests to 
“customise the colour and size of text and images in order to improve the accessibility” of 
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the information presented (p. 64). Further, “the affordances of touch, portability, and video 
and audio capture and replay” can be used to support comprehension, motivation and 
engagement (p. 64). This, in turn, can help increase the data subject’s autonomy in decision-
making.  

The design process starts with identifying the problem, collecting information and 
understanding how to translate it into a unique design solution (Lonsdale & Lonsdale, 2019). 
The design process applied in the current study is based on the principles of minimalist 
design - an approach developed to provide optimal support to learners by balancing learning 
and doing (van der Meij, 2008). The minimalist design approach draws on instructional 
design theories by proposing a meaningful division of complex tasks into subtasks, and the 
application of various techniques helping complete these (sub)tasks quickly and without 
considerable cognitive load. It also stresses that learners need to be engaged into a task to 
ensure progress. In the current study, principles of minimalist design have been applied ‘at 
different levels’ with different purposes: first, to attract attention; second, to stimulate 
reading; third, to support information comprehension; finally, to facilitate decision-making.  

To attract attention. The first principle of minimalist design implies to “anchor the tool in 
the task domain” (van der Meij, 2008, p. 19). Informed consent is never an end in itself, as it 
provides meaningful information to support decision making with a view on further actions 
planned. The data subject’s interest in any information provided alongside the consent 
request is motivated by the interest in what is beyond informed consent. Informed consent 
should therefore capitalize and align on this original motivation. For instance, the consent 
request and related information can be presented immediately prior to the planned action. 
This can enhance the data subject’s motivation to read information to decide on personal 
data sharing.  

To stimulate reading. Another principle of the minimalist design approach - “reading to 
do, to learn and to locate” - requires to give “just the right amount” of information (van der 
Meij, 2008, p. 19). Although it is often claimed that concise informed consent can better 
facilitate reading and understanding (Dresden & Levitt, 2001; Jefford & Moore, 2008), the 
data subject’s needs may vary widely and extend beyond the ‘strictly necessary’ information 
(Chapter V, this thesis). A solution to this dilemma can be found in a layered model of 
informed consent that distinguishes between different layers of information (Bunnik, 
Janssens, & Schermer, 2012; Lentz et al., 2016). In the first layer, information is explicitly 
kept to a minimum (e.g., legally required) in order to avoid information overload. In the 
second layer, more detailed information can be made available through a hyperlink or a 
‘Read more’ button (in effect similar to collapse and expand functionality) for those who seek 
for additional information. The design of layers should be led by the information they are 
carrying: there should be a clear idea of different information elements and the order in 
which they should be viewed, read, interacted with or responded to (Binmakhashen & 
Mahmoud, 2019; Dyson, 2004).  
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To support information comprehension. In addition to recommendations to support 
comprehension through (face-to-face) interaction already mentioned in the introduction, 
comprehension is also addressed through a second minimalist design principle: to “support 
error recognition” (van der Meij, 2008, p. 19). In the context of informed consent, this 
principle might be translated to: clearly communicate risks and consequences related to an 
informed consent decision (cf. Gigerenzer, 2014). This includes consequences of withholding 
consent, because this information is equally important to ensure an informed decision. 

In regard to this principle, van der Meij and Carrol (1998) emphasise the importance of 
communicating information “using short and simple sentences, signalling action information 
clearly, and minimizing jargon” (p. 36). In other words, apply plain language techniques 
(Collins, 2005; Garwood, 2014) to informed consent to ensure the data subject can use the 
information provided alongside the consent request to achieve personal goals. Plain 
language techniques may vary depending on a specific context and audience. However, as 
Cheek (2008) argues “some techniques may work well almost everywhere”, such as word-
level and sentence level techniques. Word-level techniques suggest to use short and simple 
words as they are easier to understand, and also concrete words as they evoke more visual 
imagery and are easier to recognize. Sentence-level techniques imply to use short and simple 
sentences so that the reader can keep track of what is going on, and to balance short 
sentences with well-written long sentences to create a particular rhythm and pace 
supporting the reading process (Schriver et al., 2010). If understanding textual information 
proves too much of a challenge, a solution might be found in additional communication 
means, such as graphic elements (bulleted lists, headers, diagrams, etc.), imagery 
(illustrations, photographs, icons, etc.), and colour (Coates & Ellison, 2014).  

To facilitate decision-making. The last principle - “choosing an action-oriented approach” 
- refers to the data subject’s need to act upon what has been learnt (van der Meij, 2008). At 
the same time, to be able to decide how to act, there is a need to first learn how to act. An 
example of an action-oriented approach for informed consent is dynamic consent described 
in clear terms by Kaye et al. (2015). The main characteristic of dynamic consent is the use of 
an interactive personalised interface that allows the data subject to engage as much (or as 
little) as they want and to alter their consent choices in real time. For instance, it gives an 
opportunity to consent on a case-by-case basis and set different preferences for different 
cases; it enables participants to modify their consent decision over time; and provides a 
record of all interactions in ‘one place’. Thus, a consent decision is not locked in time 
anymore, but constitutes a dynamic process that lasts beyond obtaining an initial consent 
and may involve providing additional information at the later stages when the data subject 
or any changing circumstances require.  

A concrete example, in the context of learning analytics, is the Platform for Privacy 
Preferences (P3P) introduced by Jones (2019). P3P is a dashboard that enables students to 
“learn about identifiable data flows and the ends to which they are put, dictate how they are 
informed (e.g., e-mail or text) about new data flows, and use toggle-like switches to 
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determine what aspects of their information and data should be used for very specific 
purposes” (Jones, 2019, p. 15). The dashboard also provides opportunities to access relevant 
privacy policies, to maintain communication if questions or concerns arise, and to exercise 
control over their personal data in line with the data subjects’ rights. In regard to control, a 
study by Brandimarte, Acquisti, and Loewenstein (2012) demonstrates that people value to 
feel in control of personal data. However, feeling in control affects people’s decisions on 
personal data sharing: in the context of social media websites, participants offered stronger 
control options, were inclined to share more personal data than those who had weaker 
control options. This seems to suggest that a sense of control induces enhanced risk taking.  
In connection to this, the concept of psychological ownership as elaborated by Kehr, Wentzel, 
and Kowatsch (2014) appears more appropriate: raising awareness of an ownership status 
through providing relevant information and giving a ‘real’ choice will drive people to value 
their personal data more resulting in more risk-averse decisions. 

 
6.1.3. Research questions 
 
The digital consent form investigated in the current study was designed following principles 
of minimalist design. To better understand students’ experience with the digital consent 
form, we aimed at answering the following questions: 

Q1: How do students experience design features integrated in the digital consent form: 
first, a layered information letter (stimulating reading), and second, dynamic consent 
(facilitating decision-making)?   

Q2: How do design features integrated in the digital consent form effect reading 
behaviour, comprehension, and decision-making?  
 
The study was carried out in the context of a blended course deploying learning analytics 
tools aiming to support students in the learning process, and requiring personal data 
sharing.  
 
6.2. Method 
 
Design 
 
To answer the research questions, a qualitative (Creswell, 2013), small-scale usability study 
was carried out. Usability studies aim to examine the extent to which a product can be used 
by specified users to achieve specified goals in a specified context of use (ISO, 1998). In the 
current study this involves evaluating the quality of the interaction design (Chughtai, Zhang, 
& Craig, 2015). The current study was conducted in an authentic setting among students 
enrolled in the Educational Technologies course. The Moodle (https://moodle.org/) 
learning platform used for the delivery of the course, provided students with various 
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opportunities to better understand their learning behaviour in order to improve the quality 
of the learning experience and learning outcomes. The learning analytics tools integrated in 
the platform included: a) xAPI-Probe, a self-assessment system providing different 
questionnaires to help students better understand their self-regulation skills and identify 
personal learning strategies; b) SELFie, a self-regulation learning dashboard to plan, monitor 
and reflect on personal learning goals; c) LAtency, a lecture attendance tool keeping track of 
the lectures the student attends. The tools collect various types of students’ personal data, 
such as written assignments, communication data, logging data, etc. that require students’ 
informed consent. The informed consent procedure included a dynamic digital consent form 
(explained in more detail in the ‘Materials’ section). Next to the digital consent form, it was 
decided to explain a paper-based version of the form in a face-to-face meeting at the 
beginning of the course to further clarify the request for personal data sharing to support 
comprehension and informed decision-making (Grout, 2004; David et al., 2001). Students’ 
experience with this informed consent approach was investigated retrospectively by means 
of semi-structured in-depth interviews. Considering the dynamic nature of informed consent 
and the overall aim to study informed consent in an authentic setting, interviews were 
planned at the end of the course, so as not to interfere with the process. Operating on the 
base of ‘hindsight’ allowed us to gain an overview (‘total picture’) of students’ experience 
with informed consent throughout the course period.    
 
Participants 
 
Participants in this study were students enrolled in the Educational Technologies course, 
which is one of the elective courses of the Computer Science Master programme at the 
Goethe University of Frankfurt. Six students participated in the study. This number complies 
with Nielsen and Landauer (1993), and Virzi (1992), who suggest five participants suffice to 
discover the most severe usability issues (cf. the concept of saturation (Creswell, 2013)). 

 
Materials 
 
Materials used in this study included the consent form and an interview protocol. Although 
the main focus was on students’ experience with the digital consent form, students were also 
provided with a hardcopy for convenience / use in the face-to-face meeting. Students could 
use either the paper-based consent form or the digital consent form to indicate their 
decision. In the first case, the decision was registered in the system by the course team to 
activate the selected tools. The digital consent form remained available throughout the 
duration of the course enabling access to the information letter and alterations to the 
consent at a later time.    

Digital consent form. The digital consent form included an information letter (812 words) 
and a consent statement (62 words), both written in English and both designed according to 
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guidelines aimed at attracting attention, stimulating reading, supporting comprehension, 
and facilitating decision-making. More specifically: 

a) to attract attention, the digital consent form was presented to students at the 
beginning of the course, in the first face-to-face meeting, and it was recommended 
to read the information more closely again at home before reaching a decision.  

b) to stimulate active reading, some information in the information letter was 
provided in layers (Lentz et al., 2016). This concerned information describing 
learning analytics tools including the types of personal data required by the tools. 
Each tool was described in a separate paragraph. Layers were created by attaching 
a ‘Read more’ button to each of these paragraphs.  

c) to enhance understanding, several steps were undertaken. First, each ‘topic’ 
included in the information letter was explained in a separate paragraph under a 
separate header to create a clear overview of the content. Second, at the top of the 
information letter, information on possible risks and consequences was 
explained. Then, there was a separate paragraph for: learning analytics tools; 
types of personal data required by each tool; data storage; and data subjects’ 
rights. Contact information (which included multiples contacts, i.e., for technical 
support, additional information, data protection officer) was put in ‘one place’ at 
the end of the information letter (Chapter V, this thesis).  Both, the information 
letter and the consent statement were written in a clear language avoiding jargon 
and technical terms (Cheek, 2008). Some information was presented with 
numerals and bullet points to create a better visual hierarchy; 

d) to help students reach a decision in line with their needs and personal 
preferences, students had an opportunity to consent to personal data sharing for 
each tool separately. Students could indicate their choice by ticking a check box 
for each tool they wanted to use. This dynamic consent enabled them to engage as 
much (or as little) as they wished (Kaye et al., 2015). Additionally, in connection 
with the consent statement, it was repeated in the text that their decision would 
bear no consequences for their grades and course completion, and, if necessary, a 
previous consent can be withdrawn any moment without any need to explain.   

Interview protocol. The interview protocol included three phases. In the first phase, 
students were informed about the interview procedure, e.g., the fact that the course 
environment including the digital consent form would be available as a memory aid and for 
further reference throughout the interview. In the second phase, students were asked to 
reflect on their experience with informed consent in this course. More particularly, students 
were prompted to elaborate on: 

a) the layered information letter (What did you think of the information letter? Was 
the information provided in the information letter sufficiently clear? What did you 
think of the fact that some information was hidden behind a ‘Read more’ button?); 
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b) the consent decision and the dynamic character of consent (Do you recall what 
you decided? Do you feel there was sufficient time to reach an informed decision? 
Did you consider changing your decision during the course period? What did you 
think of the fact that you could consent for each tool separately?); 

c) experience with the informed consent procedure more generally (How do you 
look back on the informed consent procedure at the beginning of the course?). 

In the final phase, students were given an opportunity to ask questions and invited to 
express recommendations for future improvements. 

 
Procedure 
 
Students were invited to take part in the study by the lecturer during the face-to-face 
meeting that was organised at the beginning of the course to explain the course set-up 
including informed consent in relation to technology used in the course. The informed 
consent procedure was explained using a paper-based consent form, and students could ask 
questions and discuss their worries and concerns with the lecturer and/or peers. Students 
had two weeks to indicate their decision. This could be done either through the paper-based 
form or the digital consent form that was integrated in the course environment and available 
there throughout the duration of the course.     

Three months later, at the end of the course, but prior to the final exam, students were 
invited to take part in the usability study to reflect on their experience with informed consent 
in an interview. The interviews were conducted in a face-to-face setting by an independent, 
external researcher not further involved in the course or faculty. The interview started with 
a brief introduction of the study and the interview procedure (see description of the 
interview protocol under Materials). Students were encouraged to be as open as possible, 
and assured of confidentiality of the comments and suggestions they provided. On average, 
the interview took 35 minutes.   
 
Data analysis 
 
The interviews were transcribed ad verbatim for qualitative content analysis. The main 
objective of qualitative content analysis, as described by Erlingsson and Brysiewicz (2017), 
is “to systematically transform a large amount of text into a highly organised and concise 
summary of key results. Analysis of the raw data from verbatim transcribed interviews to 
form categories or themes is a process of further abstraction of data at each step of the 
analysis” (p. 94). As such, the analysis process started with reading and re-reading the 
transcribed interviews to get a general idea of what was discussed during the interviews 
(Graneheim & Lundman, 2004). Then, the text was divided into smaller units which, if 
necessary, were condensed in a way that the core meaning of the units remained. The units 
contained typically several words or sentences related to each other through the specific 
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content or context. The next step was creating in vivo codes, summarizing the core meaning 
of a unit by means of few words frequently used by participants (e.g., “I trust the university”, 
“that was useful for me”). In a final step, categories were defined based on the relations found 
between the codes. The codes were examined and organised into categories (e.g., reason to 
consent to all tools) to better understand how particular ideas discussed in the interviews 
are interrelated or differ from each other.  

  
6.3. Results 
 
In this section, we present the main findings concerning the students’ experience following 
the (sub)questions from the interview protocol which altogether contribute to answering 
the main research question. 
 
Layered information letter: reading behaviour and comprehension 
 
To understand students’ experience with the layered information letter, we looked at 
students' general experience with the information letter, the fact that some information was 
hidden behind a ‘Read more’ button, and whether the information provided in the 
information letter was clear. 
 
What did you think of the information letter?  
 
Overall, students were quite positive about the information letter, mentioning positive 
attributes like a “clear” interface (n = 2), “not much text” (n = 1), and a “good” structure (n = 
3):  “I think it is nice, you have like links that you can use to see more detailed information, it 
is very clear, a clear interface, not much text. Sometimes consent forms are a bunch of text, 
there is no structure. I think this one has a nice structure”. Additionally, it was noted (n = 1) 
that the structure of the text was helpful to navigate through the text: “You see exactly, this 
is everything related to this tool, and this is everything related to this tool, so you have these 
buttons related to each tool. I think this structure was pretty good, and easy to understand”.  
 
Was the information provided in the information letter sufficiently clear?  
 
Four students said that the information was clear: “I think at that time everything was clear, 
and I did not feel that any information was missing, I did not have questions”. Two students 
reported to have had questions. One of them found that “sometimes the information was not 
technical enough”, further reflecting: “This depends on the public, these are computer 
science students, I think there could be more technical information […]”. Another student did 
not feel sufficiently informed and was worried about personal data use: “there was plenty of 
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information” but still, “it was not clear how it [personal data] is going to be used” so, “this 
could be explained more precisely”.  
 
What did you think of the fact that some information was hidden behind a “Read more” button?  
 
Five students reported to have used the ‘Read more’ button to access the information hidden 
behind it. The ‘Read more’ button was described as “useful” (n = 2) and structuring (n = 2). 
One student explicitly noted that the ‘Read more’ button stimulated to read, more 
particularly: “It is a good idea […]. I would probably read more about tools I would like to 
consent to, but also about tools I do not know yet”.  

Specific suggestions for improvements students gave at the end of the interview 
pertaining to the layered information letter included: first, to provide more information / 
more detail under the ‘Read more’ button (n = 1): “Maybe for each tool one or two sentences 
more information […]. Bullet points are nice for what is collected, but can be more elaborated 
maybe”. Second, to make ‘expand’ the default state of the ‘collapse-and-expand’ functionality 
embedded in the ‘Read more’ button (n = 1): “I think it should not be collapsed when you 
start. […] When it is open, it is clear that this belongs to this agreement”. Last but not least, 
to use a more prominent design for the ‘Read more’ button (n = 1): “The design should stand 
out more […]. Maybe make them in blue and the links in dark red or something so that you 
see: you can click this”. 
 
Dynamic consent: decision-making 
 
To gain insight into students’ experience with dynamic consent, the following aspects were 
addressed during the interviews: the actual decision, the opportunity to consent to each tool 
separately, and whether students considered to change their decision during the course 
period. 
 
Do you recall what you decided?  
 
None of the participants declined consent for all of the tools; three students consented to all 
tools; another three students - to a selected set of tools. 

Reasons behind the decision to consent to a selected set of tools diverged. One student 
was clear about not willing to share specific types of personal data: “I did not consent to […] 
presence tool. First of all, I do not think […] that is useful. If I am not there, I can write an 
email. I do not think that is necessary - that data collection”. She also expressed to find 
sharing personal data “unpleasant”: “The idea that someone can see when I logged in […], for 
how long, what I do there: this all gave me an unpleasant feeling”. Another student explained 
her decision by not willing to deploy additional software necessary for appropriate 
functioning of some tools: “It was told that maybe we need to use our mobile phones to check 
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in, so I need a special software on my phone […] So, I did not like that, and I did not consent”. 
Finally, there was a student who decided to consent to only one tool that seemed “really 
interesting” for the purposes of the course.  

Analysing the reasons behind the decision to consent to all tools, we identified several 
factors that played a role in the decision-making process. First, having a strong interest in the 
tools (n = 2): “I tested all [tools] and that was useful for me”. Second, the fact that the request 
for personal data sharing involved tools that were closely related to the course contents made 
it easier to consent to all tools (n = 1): “As I remember I read it through and agreed all. But it 
is only in regard to this [course]. In a ‘normal’ [course] I would probably select”. Third, 
students mentioned trust in the educational institution (n = 2): “I decided to consent to 
everything. One reason is to help people who developed the tools […]. Another reason is that 
I do not think that the university will use my data for any ‘bad’ purpose, I trust the 
university”.  

In relation to decision-making one student stressed that it is “very important to assure 
people that this does not influence the grading process, then it is easy to consent”. 
 
Did you feel there was sufficient time to consider your decision?  
 
When students were asked whether there was sufficient time to learn the information 
provided in the information letter, and make a decision, all students reported that there was 
sufficient time. Some students added that there was “maybe too much” time (n = 3):  “You 
have additional time until you sign the form. I think it was enough time but not necessary to 
have so much time”. One student’s remark indicates there might be a risk of information loss 
in delayed consent: ”Most of us already decided at that point. [i.e. by the end of the face-to-
face meeting] Then, you have one or two weeks to think about it… more than enough. 
Personally, if I would not reach a decision at that time, I would forget this in a week”.  
 
Did you consider changing your decision during the course period?  
 
None of the students changed or considered to change the consent decision during the course 
period. When students were asked whether they would decide differently next time, five 
students answered that they would not change their decision next time. One student 
indicated he would probably consent to more tools next time, because some tools have 
“proven to be useful”. Interestingly, one student said to wonder why the decision might be 
reconsidered at all as she could hardly imagine how the situation could be dangerous, how 
the data could be used in any way that might “affect her negatively”.  
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How did you find the fact that you could consent for each tool separately?  
 
Answering this specific question, five students were explicitly positive about having an 
opportunity to consent for each tool separately and one remained more neutral. It was put 
forward that having such an opportunity creates a ‘real’ choice: “It was good that I could 
consent to the individual tools and not to everything”. Further, students appreciated how 
this created the feeling there was “no pressure” regarding the decision (n = 2): “It is great. It 
empowers. You are not feeling pressure if you do not want some [tools]”. Although there was 
also a comment suggesting some pressure/a sense of ‘missing out’ in declining consent: “The 
approach was to have a playground for different technologies, my decision was formed 
before I really read the consent form. My idea was if I want to participate, I need to sign this”. 
Last but not least, it was pointed out that scrolling through the description of each option 
(tool) served as a way to raise more awareness about what they are actually consenting to    
(n = 1).  
 
General experience with informed consent  
 
During the interviews, we asked students to reflect on their experience with the informed 
consent procedure as a whole, to see whether the face-to-face meeting was perceived as a 
vital part of the digital consent procedure. 
 
How do you look back on the informed consent procedure at the beginning of the course?   
 
In general, students were positive about the informed consent procedure: “My general 
experience was positive because I felt like I had all information I needed”. When prompted 
further on whether it was necessary to provide information in multiple ways (online, 
printed, face-to-face explanations), opinions appeared more divided: two students 
considered this approach necessary, three students did not, and one student had no opinion. 
On the one hand, students appreciated the opportunity for discussion (n = 3), “because some 
other courses also use personal data, but there is no discussion about it, so that was very 
positive” and “I think it is necessary, because it is so much information in such short time […] 
and we were given a chance to ask our questions personally.” . More generally, students were 
appreciative of the opportunity to ask questions and reflect (n = 3), as underlined in the 
following quotes: “I think it was interesting [...]: first, discussion in our group […], then you 
have time to reflect […], directly ask questions […]. It was not the normal way when you get 
a piece of paper, you need to sign this […], you could reflect upon the individual points”. 
Interestingly, in answering this question, one student also touched the subject of ‘trust’  
noting that “a face-to-face introduction” felt “more personal” and helped to establish trust: “I 
really liked a face-to-face introduction because we could also ask questions, and it seemed 
more personal, and I was more trusting”.  
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Students who found it unnecessary to have multiple information channels (n = 3), were 
surprised by the “extensity” of “the discussion regarding the data agreements”. For instance, 
it was commented: “If you have a kind of a legal form […] then that should be enough. To sign 
a paper, we do not need this kind of sessions”, or “I think that was really awkward. We went 
much into details about the electronic platforms and data sharing”. Last but not least, the 
multiple formats of the consent form (paper and digital) created confusion for at least one 
student, despite it being explained in the face-to-face meeting:  “I was confused that I first 
had a paper consent form, then - a digital version. I did not really understand why it was 
necessary […]. I was not sure what will happen if I consent to everything on paper, and not 
on this digital form. Which one is valid? And why? I did not understand”.  

  
6.4. Conclusions and discussion 
 
This study was initiated to investigate students’ experience with the digital consent form 
designed and developed following principles of minimalist design: moving beyond 
understanding students’ general experience with informed consent towards a more specific 
question of how students interacted with the design features integrated in the digital consent 
form. The main focus was on how specific design features affect reading behaviour, 
comprehension, and decision-making. The design features evaluated in this study included 
a layered information letter and dynamic consent. Our small-scale study did not reveal any 
‘severe usability problems’ in the current context, but do suggest that a digital informed 
consent alone would not have sufficed. Moreover, the study yielded various useful insights 
into both intended and latent effects of the explored design features, which we will 
summarize discuss below.  

Layered information letter. The layered approach is appreciated: it helps to create a better 
overview of the information elements included in the information letter and to navigate 
them, when looking for some specific information. Students are keen to read the information 
behind the ‘Read more’ button which is a valuable confirmation of its intended purpose: to 
stimulate active reading. However, the current study remains inconclusive regarding the 
preferred ‘default state’ of this collapse/expand functionality, i.e., the question whether the 
initial presentation should be in ‘collapse’ or ‘expand’ mode. This issue was raised in one of 
the interviews. The collapsed default state makes sense, considering the main rational 
behind this functionality: dosed information provisioning to stimulate reading and avoid a 
sense of being overloaded with information. Various comments from students referring to 
the fact that the ‘Read more’ button provided a structure and a trigger to read more, illustrate 
that this intended effect was reached. However, as one student expressed the concern that 
the information initially hidden, might not be considered to constitute part of the agreement, 
this is something to take into account in future studies.  
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Apart from stimulating reading, the ‘Read more’ button can be used to provide more 
information to better facilitate information needs of those who seek for more detailed 
explanations, beyond the strictly necessary information. This was one of the suggestions 
students made in this study, confirming previous findings regarding the variety in 
information needs (Chapter V, this thesis). This further raises the question of ‘how’ to 
present information in a way so that it is clear what ‘strictly necessary’ information and 
‘additional’ information is.  

Dynamic consent. The informed consent in this study was ‘dynamic’ in two respects: 
students could consent selectively (for each tool separately) and students could alter their 
consent decision any moment through the digital consent form. The opportunity to consent 
for each tool separately is appreciated by students, independent of whether or not they 
actually did opt for selective consent. The fact that about half of the students did consent 
selectively indicates that selective consent is useful in the context of learning analytics tools 
and demonstrates how a dislike for sharing particular data (e.g., data relating to ‘presence’) 
can be accommodated, rather than presenting the user with an ‘all or nothing’ dilemma. 
Accommodating such personal preferences is beneficial not only for the users (data 
subjects), but also for the data controller as it enhances the reliability of other tools which, 
thanks to selective consent, can still collect data from a wider user group. Further 
motivations provided in the interviews reveal that dynamic (selective) consent enhances 
awareness and understanding of available options, as well as a sense of autonomy and 
voluntariness. These findings lead us to conclude that dynamic consent not only serves to 
enhance autonomy and accommodate personal preferences as intended, but also appears to 
have the latent effect of closer reading and, by extension, enhanced understanding.  

Factors playing a role in the decision to consent to all tools include a strong interest in 
the tools, the fact that they are tightly connected to the course contents, and trust in the 
educational institution, i.e., its handling of personal data. The role of trust is also discussed 
in the study by Kelly et al. (2015), namely, data subjects’ trust in a person or organisation 
requesting personal data positively affects willingness to share personal data.  

Interestingly, no one of the students who participated in the study, changed or 
considered to change their decision during the course period. This does not mean that a 
dynamic approach (in the sense of dynamically altering a consent decision) is superfluous or 
unnecessary, because these results must be interpreted in light of the confines of a course 
with limited duration. These findings deserve more attention and need to be further 
investigated in different contexts involving different risk situations. 

General experience with informed consent. The evaluation of students’ experience with the 
informed consent procedure as a whole shed more light on advantages and disadvantages of 
multiple ways used to provide information. Some students appreciated a face-to-face 
explanation that appeared to be related to the following factors: an opportunity to ask 
questions personally; an opportunity for a more detailed and thoughtful discussion and 
reflection; and an opportunity to build trust. These findings suggest that ideally a digital 
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consent form should be accompanied with opportunities to engage in a ‘dialog’. Future 
research might focus on a more complex design of the digital consent form including, for 
instance, video (Parsons, 2015; Rowbotham et al., 2013) and chat facilities as this helps to 
enhance understanding and trust. Regarding the latter - trust - one of the students in this 
study made this link: “We need control over data. Then, if we have control, we do not need 
trust”. The design features investigated in this study are meant to increase data subjects’ 
(sense of) control, and appear to do so. However, in the end, it is still ‘control’ over ‘sharing 
of personal data’ and our findings suggest some level of trust will therefore always be 
implicated.  
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Main findings 
 
The research reported in this thesis was initiated to address the challenge of the privacy 
paradox, i.e., the contradiction between attitudes towards personal data protection and 
actual behaviour (Norberg et al., 2007). Despite the fact that people perceive the protection 
of their personal data as important, they rarely pay attention to the details of requests for 
personal data (Elsen et al., 2014) before providing their consent. Consent is one of the central 
instruments to guarantee the lawful processing of personal data. As defined by the GDPR, 
consent is “[…] any freely given, specific, informed and unambiguous indication of the data 
subject’s wishes by which he or she […] signifies agreement to the processing of personal 
data relating to him or her” (art. 4 GDPR). The GDPR that came into force in May 2018 
strengthened requirements for informed consent and consequently increased the 
complexity of informed consent procedures. As such, the research started with an analysis 
of the legal requirements for informed consent, focusing essentially on information 
requirements. However, complying with the legal requirements - providing information and 
requesting consent - does not guarantee that a consent decision is informed. Information 
provided in an information letter often fails to attract appropriate attention, support 
understanding, and facilitate decision-making. For this reason, the research complemented 
the analysis of information requirements with an analysis of usability requirements 
extracted from various usability studies investigating data subjects’ needs, preferences and 
expectations with respect to informed consent. Initially, the analysis mainly included studies 
performed in the context of health and social care rather than education, i.e., the application 
context of this thesis. In later stages of the research, after the adoption of the GDPR, the 
number of studies on informed consent increased remarkably and now include a variety of 
application areas. Some of these studies were later included in the analysis, to follow the 
latest developments. 

The analysis of the legal and usability requirements resulted in a blueprint for an 
informed consent template presenting a complete set of the information requirements 
established by the GDPR and functionalities necessary to configure a ‘right’ template for a 
specific context. Depending on what is indicated in the blueprint, a template is automatically 
created that includes some additional instructions on how to fill in the template to ensure 
the usability requirements are met. The filled-in template will result in an informed consent 
form. Through a series of subsequent studies, we examined the aspects of usability 
(effectiveness, efficiency and satisfaction) at different levels and from different perspectives, 
aiming to optimise the informed consent procedure, i.e. to ensure informed decision-making.  

First, the template derived from the blueprint was evaluated from the data controllers’ 
perspective in a small-scale usability study (Chapter II). Participants in this study 
(researchers seeking to obtain informed consent from participants in their own research) 
were asked to use a mock-up template to create an informed consent form for their research 
participants. The results showed that the template is appreciated because it helps ensure 
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that the informed consent form is compliant with the GDPR. Still, it was suggested that more 
explanatory information be provided, along with examples of how to fill in the template (for 
instance, the consequences of consenting and/or not consenting) in specific contexts. The 
question is how much information is needed to provide optimal support to data controllers 
through the ‘fill in’ process. Ideally, the data controller already has at least some knowledge 
and skills with respect to obtaining informed consent for use of personal data, that will help 
them to fill in the template properly. However, in practice, this is not always the case. 
Answering this important question can help us understand how to improve the template to 
better serve the data controllers’ needs. 

Following this step, we focused on the data subjects’ perspective and the usability aspects 
of  a filled-out template, i.e., the informed consent form. These were examined in the specific 
context of e-assessment supported by technology for identity and authorship verification. 
The study reported in Chapter III provided insights into students’ perceptions and attitudes 
towards personal data sharing for e-assessment purposes aiming to answer the question 
whether the privacy paradox appears to exist in this specific context. Students of the Open 
University of the Netherlands were invited to participate in an online survey and focus group 
interview to reflect upon their experience with e-assessment technology. SEND students 
were included in this study as a special target group as they may feel more dependent on e-
assessment technologies. The study revealed that students perceive the need to share their 
personal data as a major disadvantage of e-assessment technology. Students’ readiness to 
share personal data depends on the type of personal data requested: students were least 
ready to share video recordings of their face. Interestingly, the SEND students were more 
willing to share video recordings of their face, apparently the most sensitive type of personal 
data in this study. Looking at the students’ experience with informed consent, the 
information provided alongside the consent request was not completely clear to 20% of 
students, and students with questions tended not to ask their question. No relation was 
found between concerns about personal data sharing and time spend reading, which 
suggests a privacy paradox exists in the context of e-assessment as well. 

The data collected through the online survey and focus group interview included data on 
trust which were subsequently analysed more in-depth to investigate the role of trust in 
students’ perceptions and attitudes towards personal data sharing and to consider whether 
it is different for SEND students (Chapter IV). Against the background of different layers of 
trust distinguished by Edwards et al. (2018), participants were asked to what extent they 
trust e-assessment technology that does not require the physical presence of a supervisor. 
The results demonstrated that a considerable number of the participants trust e-assessment 
technology. Moreover, those who trust are more likely to perceive such a technology as 
having no disadvantages and more willing to share their personal data for e-assessment 
purposes. Responses of SEND and non-SEND students do not differ significantly in terms of 
trust. However, results for both groups do differ in regard to perceiving e-assessment 
technology as having no disadvantages. For non-SEND students, trust was positively related 
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to perceiving e-assessment technology as having no disadvantages. Within the group of 
SEND students, students with a neutral position on trust appeared less likely to perceive 
such a technology as having no disadvantages than students who trust and do not trust. A 
main limitation to the study reported in Chapter III and Chapter IV is that the data collected 
involved (subjective) self-reported data only. 

The previous study provided valuable insights into students’ perception and attitudes 
towards personal data sharing and the role of trust, but also raised new questions regarding 
students’ actual behaviour in an informed consent procedure. More specifically, questions 
regarding how students read and understand the information provided in an information 
letter, and how they reach a decision. These questions were closely examined in the next 
study (Chapter V) involving more objective measurements of reading behaviour by means 
of an eye-tracker system (complemented with a retrospective think aloud protocol), a 
knowledge test to measure information uptake, and a semi-structured interview to 
investigate comprehension and decision-making. Students of the Open University of the 
Netherlands were invited to enrol in an online course with an option of e-assessment 
supported by technology for identity and authorship verification requiring students’ 
informed consent to the use of personal data. The results showed that the information letter 
provided received less attention than other course-related content, which served as a 
benchmark. Information uptake increases when students spend more time reading and is 
additionally affected by the order in which information is presented, namely, information 
presented at the top and left side of the text receives more attention. Interestingly, students 
relying on ‘prior knowledge’ spent less time reading the information letter and showed 
poorer scores on the knowledge test. At the same time, students could not say with certainty 
whether it was ‘prior knowledge’ or ‘common sense’, or ‘logical deduction’ they had been 
relying on. This obviously constitutes a risk: relying on ‘prior knowledge’ which upon closer 
inspection appear misconceptions. These findings make clear that it is essential to not only 
read the information provided in the information letter, but to read it every time with a fresh 
open look. With respect to comprehension, questions posed by students indicate that their 
information needs exceed the strictly, legally required, information. A content analysis of the 
questions posed during the interviews indicates that students lacked information about the 
risks related to the e-assessment technology. Finally, factors identified as affecting decision-
making included, among others, trust in an educational institution and habituation. 

While the purpose of the previous study was to better understand students’ behaviour 
when engaged in an informed consent procedure, the purpose of the final study was to build 
on the insights gained from this study and to explore ways to stimulate reading, support 
information uptake and understanding and to facilitate decision-making (Chapter VI). For 
this purpose, a digital consent form was designed and developed drawing on the concept of 
interaction design and principles of the minimalist design approach (van der Meij, 2008). 
Specific design features investigated in this study, included a layered information letter and 
dynamic consent. The study took place in the context of a regular course optionally providing 
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learning analytics tools that require personal data sharing and, hence, students’ consent. To 
ensure consent is informed it was decided, to combine it with a face-to-face explanation. 
Students experience with the digital consent form was evaluated by means of semi-
structured in-depth interviews which were conducted retrospectively to assure an authentic 
setting. The results showed that, in general, students appreciated the design applied to the 
digital consent form: layers in the information letter helped create a better overview of the 
‘topics’ included and allowed them to easily navigate through these ‘topics’; dynamic consent 
allowed students to make a choice that better matched their individual needs and 
preferences. Regarding the face-to-face explanation, students had different opinions: some 
students appreciated it because they had an opportunity to ask questions personally that 
evoked a more thoughtful discussion and helped to build trust; other students were 
surprised by such an extensive discussion, and one student was confused by the fact that 
information was provided through multiple channels. All in all, half of the students did not 
consider having multiple information channels necessary.  
 
Recommendations for informed consent 
 
Taking a practical point of view, our findings lead to a number of recommendations for data 
controllers seeking to obtain informed consent to the use of personal data. To ensure legal 
requirements are met, the blueprint for an informed consent template has been developed. 
Usability aspects investigated in related to an informed consent form resulted in the 
development of recommendations regarding reading, information uptake and 
understanding, and decision-making. These recommendations are explained in more detail 
below. 
 
Ensure legal requirements for informed consent are met 
 
A blueprint for an informed consent template presented in Chapter II is intended to assist 
data controllers in the development of an informed consent form compliant with the GDPR. 
A blueprint contains a complete set of information requirements established by the GDPR 
and functionalities that allow to create a ‘right’ template for a specific context. The blueprint 
provides a basis for the design and development of a more complex version including more 
context-specific requirements and functionalities. Further, the blueprint can be combined 
with any other consent procedure including, among others, personal data collection (e.g., a 
consent procedure for participation in a research study or medical treatment). The blueprint 
is a first step in the three-step process of creating an informed consent form: blueprint, 
template, informed consent form. Based on what was indicated in the blueprint, the template 
for an informed consent form is automatically created. The template is accompanied with 
additional instructions to help data controllers properly complete the template (e.g., 
instructions on language use). This is to ensure the final outcome - an informed consent form 
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- is easy to use for data subjects. Chapter II has not elaborated specifically on these additional 
instructions for the template leaving room for researchers and experts in the field to work 
out this important aspect in the future. Finally, the filled in template will result in an 
informed consent form to be presented to data subjects.   
 
Ensure an informed consent form is easy to use 
 
Recommendations regarding usability address the questions of how to stimulate reading, 
support information uptake and understanding, and facilitate decision-making.  

Stimulate reading. To stimulate active reading, based on the findings of Chapter VI, it is 
recommended to present information in layers: some information is immediately visible 
when entering the digital consent form; some information is hidden through ‘expand / 
collapse’ functionality, e.g., a ‘Read more’ button. The fact that some information is hidden 
will trigger attention and make the data subject ‘curious’ about the content that is hidden. 
Further, a ‘Read more’ button can help create a better overview of the ‘topics’ included in the 
information letter that allows to easily navigate through these ‘topics’ when looking for some 
specific information. Finally, this helps to prevent a feeling of being overloaded with 
information. 

Support information uptake and understanding. To support information uptake and 
understanding, there are several recommendations concerning presentation format, risk 
communication, inquiries for additional information.  

a) Present information in a ‘smart’ way. The findings of Chapter V suggest to consider 
the way information is presented to ensure proper attention is paid to what is 
‘important’. The data subject’s attention is mostly directed towards what is 
written at the top and the left side of the text; then, attention slowly goes down, 
screening the (sub)headlines and viewing numbered lists and bullet points. This 
reading pattern is known as F-shaped. As such, the information provided in the 
information letter needs to be strategically organised: first, ‘important’ 
information should be placed at the ‘best’ locations where the data subject is most 
likely to focus: second, each new ‘topic’ should to be explained in a new paragraph 
under a new header.  

b) Communicate risks and consequences clearly. Awareness of possible risks and 
consequences is essential to make an informed decision. The study reported in 
Chapter V revealed that information about possible risks and consequences 
cannot be emphasised ‘enough’ in the information letter, and needs to be repeated 
in the consent statement again. Further, not only the consequences of consenting 
need to be explained, but also the consequences of not consenting because this 
information can also affect a decision.   

c) Facilitate inquiries for additional information. Being provided with legally 
required information does not guarantee that the data subject is able to reach an 



7

General discussion 

  113   

informed decision. There still can be questions, worries and concerns that need to 
be resolved before a consent decision is made (Chapter III and Chapter V). As 
suggested by students who participated in the final study (Chapter VI), part of the 
solution may be found in the use of a ‘Read more’ button. It allows us to put more 
information in ‘less space’ for those who seek more detailed explanation than 
what is ‘strictly necessary’. Here, too, to help the data subject to differentiate 
‘strictly necessary’ information from ‘additional’ information, the data controller 
needs to consider the way information is presented (for instance, through 
creating more layers of information).  

Facilitate decision-making. An important aspect of a consent decision is its voluntary 
nature. Information about voluntariness should be sufficiently elaborated in the information 
letter and repeated in the consent statement. Furthermore, the findings of the final study 
(Chapter VI) suggest to apply dynamic approaches for consent. In that specific study, consent 
was dynamic in the sense that it provided the following opportunities: to consent selectively 
and to alter a consent decision over time. The opportunity to consent selectively helps data 
subjects first, make a choice compliant with individual needs and preferences, and second, 
accommodate a dislike for sharing of particular types of personal data, if necessary or 
desirable. In addition, the opportunity to consent selectively appears to raise awareness and 
understanding of available options. Last but not least, having an opportunity to alter a 
consent decision over time appears to enhance a sense of autonomy and voluntariness by 
having more ‘control’ over personal data, which ultimately, can help yield a better informed 
consent practice for both, data subjects and data controllers.  
 
Future research 
 
Based on the results of the current research, we determined future research directions 
including the development of more formalised versions of the blueprint and the template, 
and a more complex design for a digital consent form described in more detail below.  

As explained in Chapter II, there are different levels of usability testing concerning the 
blueprint, the template and the informed consent form. In the current research, we mostly 
focused on usability aspects of the informed consent form. Future research could therefore 
investigate to what extent the blueprint is easy to use. At the moment, the blueprint is a draft 
that provides a good basis to produce a more formalised digital version (‘wizard’) including 
functionalities for specific contexts and levels of complexity. The digital blueprint is the first 
step in the process of creating an informed consent form and needs to be carefully evaluated 
from the data controller’s perspective to secure the accuracy of the whole process where the 
next step is built on what was indicated in the previous step. The same is true for the 
template. Although Chapter II reports on a small-scale usability study regarding the 
template, the template used in that study was a mock-up template evaluated with the 
purpose to get a general understanding of usability problems specific to the template. In the 
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future, the template will provide additional instructions and examples to data controllers on 
how to fill in the template properly. Here, the involvement of experts from different fields 
(language, information design, etc.) is important to ensure the quality of instructions and 
examples used to make the fill in process easier. 

Regarding the informed consent form, in the current research, we investigated an 
informed consent form involving specific design features, namely, a layered information 
letter and dynamic consent that were generally appreciated (Chapter VI). Future research 
could go deeper in that direction and explore more design features, for instance, visual aids. 
The positive effects of combining textual information with visual aids have been 
demonstrated in the study by Rowbotham et al. (2013). This study investigated, among 
others, the question of how specific visual aids, such as an introduction video, can help 
improve understanding. Another study by Garcia-Retamero, Okan, and Cokely (2012), in the 
medical domain, suggests that visual aids can also be used to improve communication of 
risks: “[…] visual aids often facilitate risk communication in the health domain [...] graphical 
formats displaying both foreground information (e.g., number of people harmed) and 
background information (e.g., number of people at risk) can contribute to focus people’s 
attention on the background too, bringing attention to the relationship between the 
numerator and the denominator” (p. 7). Communication of risks is perhaps the most 
problematic aspect of informed consent: for the data controller - to communicate this 
information clearly, and for the data subject - to understand this information properly. At the 
same time, this aspect is essential to be able to speak of an informed decision. More effort is 
therefore needed to investigate ways ‘how’ to communicate this information more 
effectively.  

If understanding the information proofs too much of a challenge, and there are still some 
questions and concerns, there should be a way to clarify these before a consent decision is 
made. The final study reported in Chapter VI demonstrated that an interaction with a 
knowledgeable person is appreciated because it allows to directly ask questions, provides a 
more detailed explanation and helps build trust. In the case of a digital consent form, an ideal 
scenario would include an opportunity for the data subject to engage in such a ‘dialog’. This 
could be achieved, for instance, through chat facilities, such as a chat window for short-
answer questions. Future studies could focus on strengths and weaknesses of chat facilities 
and alternative options to enable a dialog. As Gainotti et al. (2016) said, “achieving a good 
balance between the level of understanding that is required for meaningful [informed 
consent] […], and the need for practical solutions, is burdensome without a system in place 
to engage participants” (p. 1253).  

Until now, research on informed consent has mostly focused on how to improve 
understanding rather than how to facilitate decision-making. More effort is needed to 
investigate this important issue. As explained by Brehaut et al. (2010), “decision aids 
inherently focus on process rather than documents” (p. 219): decision aids help better 
understand choices to ultimately make a ‘right’ choice (e.g., through an exercise or 
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recommendation automatically generated based on the data subject’s responses to a set of 
specific questions); decision aids also help determine what information is further needed 
(e.g., through a quiz or knowledge test), and provide that information immediately. Decision 
aids need to be further explored to help data subjects make a decision compliant with their 
needs and preferences. 

Finally, informed consent is a process that may involve various interactions between the 
data subject and the data controller even after consent has been obtained. For example, 
changing circumstances may require to obtain additional consent later. This could be done 
though a notification system allowing to inform the data subject about changing 
circumstances immediately and to request additional consent. Another example is the data 
subject’s wish to exercise (one of) the rights granted by the GDPR. In this case, a special 
system embedded in the digital consent could allow the data subject to do so through 
submitting a request simply by ‘clicking a button’ or any other way requiring least effort. 
Future research could therefore concern a more complex design for a digital consent form 
exploring the potential of design features to empower the data subject to be more self-
determined and self-protective (Barth, de Jong, Junger, Hartel, & Roppelt, 2019). 
 
Broader implications 
 
Nowadays, we are living in two worlds: the real one and the virtual one. Our relationship 
with the virtual world is still in its infancy. To change this, we need to change our mindset 
and become more aware of the new reality. The fact is that risk situations on the internet are 
difficult to detect as they escape our sensory experience, which implies that becoming aware 
of risks takes different forms and requires different skills than in the real world. This can be 
illustrated by interesting creative initiatives that attempt to bridge that gap, such as a ‘smell 
of data’ approach to warn of risky behaviour on the internet through a device that gives off 
a particular scent (Wijnsma & Tan, 2017). Usable and adequate informed consent 
procedures also can contribute to raising awareness. However, awareness alone is not 
enough. In addition, it appears to be important that people acquire general digital skills. 
Büchi, Just, and Latzer (2017) revealed that general digital skills have a greater effect on our 
self-protective behaviour on the internet than attitudes: “The finding that skills rather than 
attitudes mainly influence privacy (self-help) behaviour leads to the conclusion that policies 
aimed at empowering users may promise little success if concerned solely with raising 
awareness [...] there is a need for adaptive public policies that also ensure that universal and 
transferable digital skills are constantly developed, maintained, and enhanced in the light of 
continuous media change” (p. 1274). To achieve a long-term effect, a shift should be made in 
that direction.  

Likewise, on the part of the data controller, an informed consent procedure does not 
suffice to guarantee personal data protection. Before an informed consent procedure 
actually starts, the data controller is required to have in place a set of legal, technical and 



Chapter 7

116 

organisational measures established by the GDPR. Being able to do so requires a broad 
spectrum of knowledge, skills and expertise on the part of the data controller. However, in 
practice, this is not always the case. A study by Beardsley, Santos, Hernández-Leo, and 
Michos (2018) in the context of secondary school education “revealed limits in teachers’ 
conceptions with regard to specific data sharing risks, consequences of such risks and 
strategies to minimise data sharing risks” (p. 12). The authors propose developing a training 
programme to help those who (are intended to) collect personal data, better learn the legal 
requirements, practice the assessment of risks and development of a data management plan, 
and discuss their questions and concerns with experts in the field. Informed consent is more 
than ‘obtaining a signature’; it should be reflective of an infrastructure built in advance to 
guarantee the protection of personal data, as required by the GDPR. Hintze (2019) notes that 
since the GDPR establishes a number of very specific elements to be included in an 
information letter, it is easy to check whether these elements are included; if - not, it might 
be a signal that the data controller has not followed the steps to comply with GDPR which is 
“a red flag” that there might be “other - and bigger - compliance problems” (p. 1153). 

Last but not least, trust also plays a role in establishing usable and adequate informed 
consent procedures. The GDPR mobilized data controllers to give data subjects more control 
over personal data. Still, data subjects’ control over personal data is limited to a set of actions. 
Further processing of personal data is in the hands of the data controller, which puts the data 
subject in a dependent position and can make feel uncertain and unsecure. In this situation, 
trust is essential to establish and maintain a collaborative relationship, to be able to deal with 
complex problems and to achieve desirable results and satisfaction. Of course, trust is easier 
to achieve through personal interaction, which is missing on the internet. As such, 
transparency over the processing of personal data and understanding each other’s needs, 
preferences and expectations are key conditions to develop trust and commitment.   

A new regulation called ePrivacy will follow the GDPR as the next step to clarify 
requirements for informed consent. ePrivacy intends to complement the GDPR when it 
comes to matters around electronic communications and confidentiality. One of the most 
remarkable initiatives introduced by ePrivacy is a so-called ‘cookie provision’, which is a 
differentiation system intended to reduce the number of consent requests. Only those 
cookies that are optional and may put the data subject’s privacy at risk will require consent, 
while cookies used to support proper functioning of a website will apply automatically. 
Furthermore, through the technical settings of a web browser used to access the internet, it 
will be possible to set up ‘general’ privacy preferences that will apply automatically every 
time when entering a website supported by cookies (Voss, 2017).  

The tendency towards unifying and harmonising approaches for informed consent is an 
important step if we are to move beyond flawed practices and to better protect and promote 
consent that is informed and based on a voluntary decision to share personal data. 
Collaboration among individuals, organisations and governments holds the greatest promise 
for achieving this goal in the future. Until then, all parties involved must rely upon the 
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guidelines and support provided by the DPO, and in the case of educational or research 
organisations - the research ethics committee, to ensure compliance with the complex set of 
requirements established by the GDPR for informed consent. Additionally, the development 
of an ethical framework for the governance of an informed consent procedure is essential in 
light of clear, sound and well-considered informed consent.  
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Summary 

The research described in this thesis aimed at answering the following question: how to 
optimize the informed consent practice in regard to the use of personal data to achieve the 
true goal of informed consent – an informed decision. The phenomenon under investigation 
is the privacy paradox defined in the literature as a contradiction between attitudes towards 
privacy and actual behaviour. One of the central instruments to protect privacy and personal 
data is consent. The GDPR requires consent to be informed. However, in practice, people tend 
to ignore information provided alongside the requests for personal data. Current consent 
practices often fail to attract a proper attention, support understanding and establish an 
informed decision.  

The research started with an analysis of the requirements for informed consent (Chapter 
II). This included an analysis of the legal requirements established by the General Data 
Protection Regulation (GDPR) and an analysis of the usability requirements based on various 
usability studies. As the result, the thesis presents a blueprint and a template for an informed 
consent form, where the blueprint is a total set of the legal requirements, and the template 
can help ensure the usability requirements are met. To better understand whether the 
template is easy to use for data controllers, the template was evaluated in a small scale 
usability study. In general, the template is appreciated because it helps to comply with the 
GDPR. Still, it is recommended to provide more explanatory information and examples of 
how to fill in the template in a specific context. 

Then, the template was used to design and develop an informed consent form. This was 
further investigated in terms of usability, i.e., the extent to which a product can be used to 
achieve specific goals in an effective, efficient and satisfactory way (ISO, 1998). Usability 
dimensions - effectiveness, efficiency and satisfaction - were evaluated from the data 
subjects’ perspective through a series of subsequent studies, following a design-based 
research approach. These took place in an educational context, but the results are generic in 
their nature and can be applied in any other context as well.  

As such, the next study focused specifically on the context of e-assessment addressing the 
question whether the privacy paradox exists in this context as well (Chapter III). To answer 
this question we looked at students’ attitudes and behaviour towards personal data sharing 
for e-assessment involving technology for identity and authorship verification. Students 
were asked to participate in some pilot activities involving such a technology and 
subsequently, share their sensitive (biometric) data. Immediately after the informed consent 
procedure, they were presented with an online survey and invited for a focus group 
interview later on. The results showed that the privacy paradox exists in the context of             
e-assessment as well.  

Data collected in this study also allowed us to investigate the role of trust in students’ 
attitudes towards personal data sharing (Chapter IV). Speaking about trust, we refer to trust 
in e-assessment technology. The more in-depth analysis revealed that more than half of the 
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students who participated in this study trust e-assessment technology. Those students who 
trust are more willing to share their personal data and more likely to say that e-assessment 
technology has no disadvantages. The latter mostly concerns non-SEND (special educational 
needs) students. The results differ for SEND students: SEND students with a neutral position 
are less likely to consider such a technology as having no disadvantages. In addition, this 
group of SEND students do spend more time reading the information letter. 

Following this step, we initiated a study aiming at better understanding of data subjects’ 
reading behaviour, information comprehension and decision-making (Chapter V). Students 
were invited to enrol in an online course involving an opportunity of e-assessment that 
required personal data sharing and students’ consent. Following an introductory text, 
students were introduced with an information letter and a consent statement. Their reading 
behaviour was investigated by an eye-tracking system and a retrospective think-aloud 
protocol, information uptake was measured by a knowledge test, comprehension and 
decision-making were evaluated through an interview. This study demonstrated that order 
in which information is provided affect information uptake: information at the top and left 
side of the text is better taken up; our expectation that ‘prior knowledge’ does positively 
effect information uptake is not confirmed; the analysis of the questions posed by students 
revealed that there is a lack of information about risks and consequences; among factors 
playing a role in decision-making, the majority of students mentioned trust in an educational  
institution. 

Our final study explored students’ experience with design features integrated in a digital 
consent form and how these affect reading, understanding and decision-making (Chapter 
VI). This study took place in a regular course supported by learning analytic tools that 
require various types of personal data. Students could provide their consent through a digital 
consent form, which was designed and developed following principles of the minimalist 
approach, and included specific design features, such as layered information letter and 
dynamic consent. At the end of the course students were asked to participate in an interview 
to share their experience with informed consent. The results showed that students 
appreciated design features integrated in the digital consent form: layers in the information 
letter that triggered their attention and stimulated to read information provided in the 
layers; dynamic consent allowed to make a choice compliant with personal needs and 
interestingly, also made students more aware of available choices.    

Based on the results of the research, we developed several recommendations. Taking into 
account that this research looked at the informed consent procedure from two different 
perspectives, recommendations are also be divided in two subsequent groups. First, it is 
important to ensure legal requirements for informed consent are met. This can be achieved 
through the use of a blueprint and a template for an informed consent form presented in 
Chapter II. The blueprint provides an overview of information elements to be included and 
functionalities that allow to create a template for a specific context. The filled in template is 
an informed consent form to be presented to the data subject. Second, it is important to 
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ensure an informed consent form is easy to use, which can be implemented through the 
following steps:  

a) stimulating reading: based on the results of Chapter VI, information being 
provided through layers and supplied with a ‘Read more’ button can help attract 
attention and to stimulate reading of what is hidden behind the button; 

b) supporting uptake and understanding, which basically includes: first, presenting 
information in a ‘smart’ way, which means ‘important’ information should be 
placed on the top and left side of the text to attract proper attention, and for each 
new topic there should be a new paragraph; second, communicating possible risks 
and consequences clearly, i.e., there should be information about risks and 
consequences of consenting as well as  withholding or withdrawing consent; 
finally, providing opportunities to request additional information, for instance, 
through providing more information under a ‘Read more’ button, and creating 
more layers to better differentiate between legally required information and 
additional information. 

c) facilitating decision-making: information about voluntariness of consent should 
be explained in the information letter, and then – repeated in the consent 
statement to ensure understanding; further, applying dynamic approaches for 
consent, such as an opportunity to consent selectively and to alter a consent 
decision over time would help data subjects make decisions compliant with their 
needs. 

We distinguish two directions for future research. First, there is a need to develop a more 
formalized version of the blueprint and the template for an informed consent form. The 
blueprint presented in Chapter II is a draft version that can be used to build a more 
formalized – digital – blueprint including with functionalities that allow to create a ‘right’ 
template for a specific context of application. Further, the template need to be complemented 
with additional explanations and examples to better support data controllers through the fil 
in process. This assumes the involvement of experts to ensure the quality of explanations 
and examples, followed by the usability testing by data controllers to determine possible 
issues and areas for improvement. Second, there is a need to explore a more complex design 
for a digital consent form including more different design features. These could include 
visual aids, such as an introductory video, opportunities to request additional information, 
and decisional aids to support data subjects with making a decision compliant with their 
needs. To better facilitate interactions between data subjects and data controllers, a digital 
consent form could be supplied with a system that enables the data subject to exercise their 
rights, and a (notification) system that enables data controllers to stay in contact with the 
data subject even after consent is obtained. 
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Samenvatting 

Dit proefschrift is gericht op het beantwoorden van de volgende vraag: Hoe kan de informed 
consent met betrekking tot het gebruik van persoonsgegevens worden geoptimaliseerd, om 
het werkelijke doel van de informed consent - een informed decision - te bereiken? Het 
onderzochte fenomeen is de privacyparadox die in de literatuur wordt gedefinieerd als een 
tegenstrijdigheid tussen de houding ten opzichte van privacy en feitelijk gedrag. Een van de 
centrale instrumenten om de privacy en persoonsgegevens te beschermen is de informed 
consent. De Algemene verordening gegevensbescherming (AVG) vereist consent om 
geïnformeerd te zijn. In de praktijk neigt men er echter toe de informatie die naast de 
verzoeken om persoonsgegevens wordt verstrekt, te negeren. De huidige consentpraktijken 
trekken vaak niet de aandacht, vergroten niet het begrip en zorgen niet voor een informed 
decision. 

Het onderzoek is begonnen met een analyse van de eisen voor een informed consent 
(hoofdstuk II). Dit omvatte een analyse van de wettelijke eisen die door de AVG zijn 
vastgesteld en een analyse van de bruikbaarheid op basis van verschillende 
bruikbaarheidsonderzoeken. Het resultaat is een blauwdruk en een template voor een 
informed consent, waarbij de blauwdruk een totaalpakket van wettelijke eisen is en de 
template kan helpen om te zorgen dat aan de bruikbaarheid wordt voldaan. Om beter te 
begrijpen of de template makkelijk te gebruiken is voor de data controllers, is het sjabloon 
geëvalueerd in een kleinschalig bruikbaarheidsonderzoek. In het algemeen wordt de 
template gewaardeerd omdat het helpt om te voldoen aan de AVG. Toch is het aan te raden 
om meer uitleg en voorbeelden te geven van hoe de template in een specifieke context kan 
worden ingevuld. 

Vervolgens is de template gebruikt om een informed consent formulier te ontwerpen en 
te ontwikkelen. Deze is verder onderzocht op bruikbaarheid, dat wil zeggen de mate waarin 
een product kan worden gebruikt om specifieke doelen op een effectieve, efficiënte en 
toereikende manier te bereiken (ISO, 1998). Deze begrippen werden geëvalueerd vanuit het 
perspectief van de data subject door middel van een reeks studies. Deze studies vonden 
plaats in een educatieve context, maar de resultaten zijn generiek van aard en kunnen ook in 
een andere context worden toegepast. 

De volgende studie richtte zich dan ook specifiek op de context van e-assessment en ging 
in op de vraag of de privacyparadox ook in deze context bestaat (hoofdstuk III). Om deze 
vraag te beantwoorden, hebben we gekeken naar de houding en het gedrag van studenten 
ten aanzien van het delen van persoonlijke gegevens voor e-assessment met behulp van 
technologie voor identiteits- en auteurschapsverificatie. De studenten werden gevraagd om 
deel te nemen aan enkele pilotactiviteiten met een dergelijke technologie en vervolgens hun 
gevoelige (biometrische) gegevens te delen. Onmiddellijk na de informed consent procedure 
kregen ze een online enquête aangeboden en later werden ze uitgenodigd voor een 
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focusgroepinterview. Uit de resultaten bleek dat de privacyparadox ook in het kader van e-
assessment bestaat. 

De gegevens die in dit onderzoek zijn verzameld, hebben ons ook in staat gesteld om de 
rol van vertrouwen in de houding van studenten ten opzichte van het delen van persoonlijke 
gegevens te onderzoeken (hoofdstuk IV). Als we het over vertrouwen hebben, verwijzen we 
naar vertrouwen in de e-assessmenttechnologie. Uit de meer diepgaande analyse bleek dat 
meer dan de helft van de studenten die deelnamen aan dit onderzoek vertrouwen heeft in e-
assessmenttechnologie. Studenten die vertrouwen hebben in deze technologie, zijn eerder 
bereid om hun persoonlijke gegevens te delen en zijn eerder geneigd om te zeggen dat e-
assessmenttechnologie geen nadelen heeft. Dit laatste heeft vooral betrekking op niet-SEND 
(special educational needs) studenten. De resultaten verschillen voor SEND studenten: als 
zij een neutrale positie hebben, zijn zij minder geneigd om een dergelijke technologie te 
beschouwen als een technologie die geen nadelen heeft. Bovendien besteedt deze groep van 
SEND studenten meer tijd aan het lezen van de informatiebrief. 

Na deze stap zijn we een onderzoek gestart gericht op een beter begrip van het 
leesgedrag, het begrip en de besluitvorming van de data subjects (hoofdstuk V). Studenten 
werden uitgenodigd om zich in te schrijven voor een online cursus met de mogelijkheid van 
e-assessment, waarbij persoonlijke gegevens en de informed consent van de studenten 
werden gevraagd. Na een introductie werden de studenten gepresenteerd met een 
informatiebrief. Hun leesgedrag werd onderzocht door middel van een eye-tracking systeem 
en een retrospectief think-aloud-protocol, de informatieopname werd gemeten door middel 
van een kennistest, het begrip en de besluitvorming werden geëvalueerd door middel van 
een interview. Uit dit onderzoek bleek dat de volgorde waarin informatie wordt verstrekt 
van invloed is op de informatieopname: informatie aan de boven- en linkerkant van de tekst 
wordt beter opgenomen; onze verwachting dat 'voorkennis' een positief effect heeft op de 
informatieopname wordt niet bevestigd; uit de analyse van de vragen van studenten blijkt 
dat er een gebrek is aan informatie over risico's en gevolgen; onder de factoren die een rol 
spelen bij de besluitvorming noemde het merendeel van de studenten het vertrouwen in een 
onderwijsinstelling. 

Onze laatste studie onderzocht de ervaring van studenten met een digitaal informed 
consentformulier met specifieke ontwerpelementen en hoe deze van invloed zijn op het 
lezen, begrijpen en nemen van beslissingen (hoofdstuk VI). Deze studie vond plaats in een 
reguliere cursus die werd ondersteund door learning analytics waarvoor verschillende 
soorten persoonlijke gegevens nodig zijn. De studenten konden hun consent geven door 
middel van een digitaal informed consentformulier, dat werd ontworpen en ontwikkeld 
volgens de principes van de ‘minimalist design approach’ en dat specifieke 
ontwerpelementen bevatte, zoals ‘layered information letter’ en ‘dynamic consent’. Aan het 
einde van de cursus werden de studenten gevraagd deel te nemen aan een interview om hun 
ervaring met informed consent te delen. De resultaten toonden aan dat de studenten de 
ontwerpelementen die geïntegreerd zijn in het digitaal informed consentformulier op prijs 
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stelden: ‘layered information letter’ bracht hun aandacht op gang en stimuleerde om de 
informatie in de lagen te lezen; ‘dynamic consent’ maakte het mogelijk om een keuze te 
maken die aansluit bij hun persoonlijke behoeften en maakte de studenten bewuster van de 
beschikbare keuzemogelijkheden. 

Op basis van de resultaten van het onderzoek hebben we een aantal aanbevelingen 
ontwikkeld. Rekening houdend met het feit dat in dit onderzoek de informed consent 
procedure vanuit twee verschillende perspectieven werd bekeken, worden de 
aanbevelingen ook in twee groepen verdeeld. Ten eerste is het van belang om ervoor te 
zorgen dat aan de wettelijke eisen voor informed consent wordt voldaan. Dit kan worden 
bereikt door het gebruik van een blauwdruk en een template voor een informed 
consentformulier dat in hoofdstuk II wordt gepresenteerd. De blauwdruk geeft een overzicht 
van de informatie-elementen en functionaliteiten die het mogelijk maken om een template 
voor een specifieke context te maken. De ingevulde template is een informed 
consentformulier dat aan de data subjects moet worden voorgelegd. Ten tweede is het 
belangrijk ervoor te zorgen dat een informed consentformulier gemakkelijk te gebruiken is, 
hetgeen kan worden geïmplementeerd door middel van de volgende stappen: 

a) het stimuleren van lezen. Op basis van de resultaten van hoofdstuk VI kan informatie 
die door middel van lagen wordt verstrekt en voorzien wordt van een ‘Lees meer’-knop 
helpen de aandacht te trekken en het lezen van wat er achter de knop verborgen zit, te 
stimuleren; 

b) het ondersteunen van de informatieopname en het begrip. Ten eerste, het presenteren 
van informatie op een ‘slimme’ manier, wat betekent dat 'belangrijke' informatie aan de 
boven- en linkerkant van de tekst moet worden geplaatst om de aandacht te trekken en dat 
er voor elk nieuw onderwerp een nieuwe paragraaf moet komen. Ten tweede, het duidelijk 
communiceren van mogelijke risico's en gevolgen, met andere woorden, dat er informatie 
moet komen over de risico's en gevolgen van het verlenen van consent en het onthouden of 
intrekken van consent, en deze informatie moet zowel in de informatiebrief als in de consent 
statement worden uitgelegd om ervoor te zorgen dat deze informatie wordt opgenomen en 
begrepen. Ten slotte het bieden van mogelijkheden om aanvullende informatie op te vragen, 
bijvoorbeeld, door meer informatie te verstrekken onder een ‘Lees meer’-knop of door meer 
lagen te creëren om beter onderscheid te kunnen maken tussen wettelijk vereiste informatie 
en aanvullende informatie; 

c) het vergemakkelijken van de besluitvorming. Informatie over de vrijwilligheid van de 
informed consent moet in de informatiebrief worden uitgelegd en vervolgens in de consent 
statement worden herhaald. Verder zou het toepassen van dynamic approaches voor 
consent, zoals de mogelijkheid om selectief consent te verlenen of een consent in de loop van 
de tijd te wijzigen, de data subjects helpen om beslissingen te nemen die aan hun behoeften 
voldoen. 

We onderscheiden twee richtingen voor toekomstig onderzoek. Ten eerste is er behoefte 
aan een meer geformaliseerde versie van de blauwdruk en de template voor informed 



Samenvatting 

  149   

consent. De blauwdruk die in hoofdstuk II wordt gepresenteerd is een conceptversie die kan 
worden gebruikt om een meer geformaliseerde digitale blauwdruk te bouwen inclusief 
functionaliteiten die het mogelijk maken om een 'juiste' template te creëren voor een 
specifieke toepassingscontext. Verder moet de template worden aangevuld met extra uitleg 
en voorbeelden om de data controllers beter te ondersteunen bij het invullen. Dit 
veronderstelt de betrokkenheid van deskundigen om de kwaliteit van de uitleg en de 
voorbeelden te waarborgen, gevolgd door het testen van de bruikbaarheid door de data 
controllers om mogelijke problemen en gebieden voor verbetering vast te stellen. Ten 
tweede is er behoefte aan een complexer ontwerp voor een digitaal informed 
consentformulier met meer verschillende ontwerpelementen. Hierbij kan gedacht worden 
aan visuele hulpmiddelen, zoals een video, mogelijkheden om aanvullende informatie op te 
vragen en beslissingshulpmiddelen om de data subjects te ondersteunen bij het nemen van 
een beslissing die aan hun behoeften voldoet. Om de interactie tussen de data subjects en de 
data controllers te vergemakkelijken, zou een digitaal informed consentformulier kunnen 
worden geleverd met een systeem dat de data subjects in staat stelt zijn rechten uit te 
oefenen en een (notificatie)systeem dat de voor de data controllers in staat stelt in contact 
te blijven met de data subjects, zelfs nadat de informed consent is verkregen. 
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