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Abstract
This paper explains altruistic information sharing by integrating the Theory of Planned Behaviour with
the Privacy Calculus Model. These theories both explain Behavioural Intent, thus they are suitable for
integration. This paper applies a quantitative research approach in order to test the validity of the
newly created model. A survey is used to gather data, which is analysed by using Partial least square
structural equational modelling. Analysis provides a new model in which Perceived Societal Benefits,
Perceived Behavioural Control and Subjective Norm have a significant positive effect on the
Behavioural Intent of people. This new model can be applied in the context of altruistic information
sharing and provides valuable insights into the factors influencing the willingness of people to disclose
their private information without any direct personal benefit.

Key terms
Altruistic information sharing, Theory of Planned Behaviour, Privacy Calculus Model, genetic
information sharing, altruism, privacy.
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Summary
In the digital age where we are increasingly dependent on our devices to function in society, we are
asked to provide an increasing amount of our personal data in order to be able to participate. We
appear to be more and more willing to give up our privacy in order to have the personal advantages
that technology holds. Currently, privacy research focusses on direct personal benefits, with little
attention paid to the influence of societal benefits .Based on the current body of knowledge, it is
unclear what factors determine how willing we are to give up (parts) of our privacy for the larger
(societal) good. Given the lack of information, this research tries to fill the gap by investigating the
factors that influence people to provide their personal information with only societal benefits as a
result. This is coined altruistic information sharing.
Increasing dependence on IT and the information disclosure that is required to use these systems
makes privacy an important topic to study. To answer the research question, this paper develops a
model of altruistic information sharing based on two established theories. The Theory of Planned
Behaviour is often used to explain the intention of individuals to engage in altruistic behaviour. The
Privacy Calculus Model is often used to explain information sharing. An integration of these two
theories serves to explain altruistic information sharing. This model integrates the two theories based
on their common construct of Behavioural Intent.
In order to test the suggested model, data has been gathered using a survey. Constructs are
operationalized based on previously validated instruments in order to maximise internal validity. In
order to gain a large number of respondents in a short timeframe, a third party is used to gather data
from a panel audience. This data is combined with responses from the personal social network of the
author to create the dataset for analysis. All respondents are provided the same scenario, which
introduces the idea of genetic information sharing as the context of this research.
The survey yielded a total of 255 valid responses that are used for statistical analysis. Performing
algorithms and bootstrapping calculations in the statistical software package, it is found that Attitude,
Subjective Norm, and Perceived Behavioural Control have a significant positive influence on the
Behavioural Intent to provide genetic information. When examining the cross loadings however, it
shows that there is considerable overlap between the concepts of Attitude and Behavioural Intent.
By removing Attitude from the model, this issue is resolved and a new model is presented. In this
alternative model, all the relationships are found to be statistically significant. There is added value in
integrating the two theories, as it increases the explanatory power of the model in all situations and
it provides a larger explanatory power than the PCM model and TPB model when they are tested
individually. The new model shows that Societal Benefits, Attitude, Subjective Norm, and Perceived
Behavioural Control have a positive influence on the Behavioural Intent of people.
In conclusion, this research finds that in the context of altruistic genetic information sharing, no clear
distinction can be made between the constructs of Attitude and Behavioural Intent. Considering this,
the alternative model with Attitude removed is the most valid model based on the empirical data. This
model shows the factors that explain the willingness of people to altruistically share information are
Perceived Societal Benefits, Perceived Behavioural Control and Subjective Norm. From a policy making
perspective, it is recommended to focus on the Attitude, as this is found to be the largest influence on
the behavioural control. As this is scientifically a problem with discriminant validity, it is recommended
iv
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to research this further and try to resolve this, for example by including a measurement of actual
behaviour.
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Introduction
As technology advances, people are expected to give up an increasing amount of their private
information in order to be able to participate effectively in online platforms. This suggests that
individuals engage in a cost-benefit trade-off in which they weigh the benefits of disclosure of
information against the potential Risk. Research into the factors explaining willingness to
disclose private information online allows for a better understanding of online behaviour and
enables predicting certain decisions people make. Information privacy is a multifaceted,
complex concept that has many different approaches and fields of study (Smith, Dinev, & Xu,
2011). The concept of privacy itself is not new, however studies concerning information
privacy have been increasing in relevance and importance only since the rise of the internet.
Given the increasing reliance on devices and information working on and with the internet, it
is becoming increasingly important to understand the factors influencing the willingness to
give up control to access of one’s own information, as per Westin’s definition of privacy
(Westin, 1968).
In an attempt to conceptualize the online behaviour of individuals many researchers have
utilized the privacy calculus model (PCM). This model assumes that individuals weigh the
personal benefits against the expected Risks when deciding whether or not to provide personal
information on an online platform (Smith et al., 2011). This model was further extended by
Dinev & Hart to create the extended privacy calculus model (Dinev & Hart, 2006). This model
allows for the inclusion of privacy concerns as a proxy for privacy (Smith et al., 2011), as well
as trust in the organization, which has been proven to be an important factor influencing the
intention to provide information (Bansal, Zahedi, & Gefen, 2016).
Research into information privacy focus on the perceived personal benefits as a determining
factor for decision making (Smith et al., 2011). However relatively little attention has been paid
to situations in which little to no personal benefits exists but information sharing would still be
beneficial for society as a whole. The existing models do not provide a satisfactory answer with
regards to the influence of societal benefits on an individual’s willingness to disclose personal
information. Research into blood donation motivation for example finds that although personal
traits such as empathy play an important role in donating, they are not related to donation
frequency (Steele et al., 2007). The Theory of Planned Behaviour (TPB) is commonly used
when explaining altruistic behaviour. This theory states that human behaviour is the result of
personal characteristics, beliefs, and norms. (Kashif, Sarifuddin, & Hassan, 2015; Lemmens et
al., 2009). The TPB model has shown good explanatory power for people’s behaviour when
there is no direct personal benefit (Chen & Tung, 2014). This research attempts to integrate the
PCM and TPB in order to gain insight into the factors influencing the willingness of people to
disclose private information for the benefit of society rather than out of self-interest.

1
Lucas, M.S. 2019

Altruistic information sharing – DNA as a public good

Goal
Given the current lack of information on altruistic data sharing, the research goal of this paper
is:
To gain insight in the intention of people to give up their private information for societal
gains with little/no direct personal benefit.
This goal is chosen as it can provide valuable insights into the validity of current theory and
models on this topic. Further, insights on factors explaining selfless behaviour can benefit
society by providing policy makers with tools to nudge people into acting in desirable ways.
In order to achieve this goal, the following research question will be the focal point of this
study:
What factors explain the willingness of people to provide their private information
without any personal benefits?

Relevance
From a scientific perspective, it is interesting to apply the PCM to situations where there are
no personal benefits. It allows for valuable insights into the factors behind the selfless acts of
individuals that can also be applied to other areas where there is a lack of direct personal benefit
in providing private information. In addition, it is interesting to determine whether integrating
these two theories allows for the creation of a new and accurate model that predicts intention
to perform behaviour in this context.
There is little information available about the factors influencing the willingness of people to
provide their private information without any direct personal benefit. This current shortage of
information provides ample opportunity to gain valuable insights, which could allow for
governments to create specific tools and/or methods to increase the level of cooperation when
requesting private information from people without any personal incentive. A current example
is attempting to nudge consumer decision making towards more ecological choices, which
often have little (immediate) economical and/or personal gains.

Approach
To translate the research question into testable hypotheses, this paper will first review the
existing literature. These hypotheses are subsequently operationalized using previously
validated survey instruments. This allows for the use of already verified operationalizations of
concepts and research methods in order to test the validity of the models in this context. In
order to answer the research question, a survey is held with a total of 308 responses of which
255 are valid.
This concludes the introduction of this paper. The next chapter reviews the relevant literature
and develops the hypotheses. Subsequently, chapter 3 will elaborate on the methodology used
2
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in order to answer the research question. This includes the justifications of the method chosen
and a discussion concerning the advantages and disadvantages of the method. Also, the validity
of the gathered data is discussed. In addition, the methodological section of this paper details
the operationalizations of the concepts used throughout this paper. The fourth chapter contains
an in-depth analysis of the results found, providing an answer to the hypotheses. This leads to
the final chapter, in which the analysis is summarized and an answer is given to the main
research question of this paper. This final chapter also provides possible shortfalls,
recommendations for future research on the topic, methodological improvements that can be
made and a discussion of the results found.
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Theory
When examining privacy as a research topic, one must realize the broad range of sciences that
studies privacy from their own perspective. Privacy is frequently studied in fields such as
psychology, sociology, information science, and is also a topic of discussion in philosophy.
Thus, given the diverse literature available, it is beneficial to study privacy as a
multidisciplinary concept by integrating theories from diverse fields. The literature search is
conducted using online academic libraries and searching for keywords such as altruism,
data/information sharing, privacy and others. Based on these searches, the following theoretical
frameworks are selected as the most relevant.

Privacy Calculus Model
In the field of Information Systems research the Privacy Calculus Model (PCM) is the most
commonly used tool to explain individual information disclosure. In this model the intention
to disclose private information is the result of a trade-off between the expected benefits and the
perceived Risks for each individual decision (Klopfer & Rubenstein, 1977) (Dinev & Hart,
2006). This model assumes that each decision to give up (part of ones) privacy is based on
whether the expected benefits that the decision will bring, will outweigh the relative expected
Risk in the short term.
The simplified version of this model is shown below:

Figure 2.1: Privacy Calculus Model (Klopfer & Rubenstein, 1977)
The trade-off results in an intention to perform (or not) a certain behaviour. Despite its
widespread application in IS research, the PCM model provides insufficient support for the
research question of this paper. The PCM model focusses on the expected personal benefits
that one can expect as a result of a decision. This research however, is interested in decisions
that provide no direct personal benefits to the individual, whilst still giving up (part of ones)
privacy. This beckons the requirement to take an interdisciplinary view of the problem at hand.
When examining altruistic behaviour in society, such as blood donation, charity, ecology,
Theory of Planned Behaviour (TPB) appears to provide good explanatory power (Chen &
Tung, 2014). The intention to perform a certain behaviour is key for the integration PCM with
TPB as Behavioural Intention is the common ground in both theoretical frameworks.

4
Lucas, M.S. 2019

Altruistic information sharing – DNA as a public good

Theory of Planned Behaviour
The Theory of Planned Behaviour predicts human behaviour based on the Attitudes of people,
their Subjective Norms and values, and their perceived control over their behaviour. Attitude
is the personal opinion of an individual about a certain behaviour. Subjective Norm is the
influence or others around an individual on his/her perspective on a certain behaviour.
Perceived Behavioural Control is the degree to which an individual believes they can perform
the behaviour. These concepts combine into an intention to perform a certain behaviour, whilst
the actual behaviour is also influenced by the perceived control one has over the behaviour
(Ajzen, 1985, 1991). Altruistic behaviour is often supported and explained using TPB as a
theoretical basis (Steele et al., 2007). This allows for specific personal circumstances and
characteristics to be taken into account when examining the intention to provide private
information without any form of reciprocation. TPB provides three concepts on which this
paper can build in order to gain insights on the factors influencing the willingness of people to
provide their information despite the lack of personal benefits. The model below shows the
concepts that affect intentions and actual behaviour according to TPB:

Figure 2.2: Theory of Planned Behaviour (Ajzen, 1991).
The figure shows Attitude, Subjective Norms, and Perceived Behavioural Control as three
concepts that directly influence the intention to perform a certain behaviour. Actual behaviour
is also influenced by the Perceived Behavioural Control, however falls outside the scope of this
paper. The key to integrating PCM with TPB is the concept of intention. This is a common
factor in both theories, yet PCM focusses on information provision as a trade-off between
benefits and Risks, whilst TPB links beliefs with actual behaviour. This overlap allows for the
creation of a new model based on PCM, with influences derived from TPB, that is expected to
explain altruistic information sharing.
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Altruistic Privacy Calculus Model
Without any personal benefits in the equation, one must view other influencing factors that will
weigh against the perceived Risk in order to arrive at an intention to behave in a certain way.
Given the lack of any personal benefits, PCM is void of any positive weighing factor to counter
the negative influence of the perceived Risk. In order to counter this negative influence,
Societal Benefits are included and TPB has been integrated into the model. This addition and
integration provides the following model which is tested in this research:

Figure 2.3 Altruistic Privacy Calculus Model
The model depicts the hypotheses derived from the academic literature Based on the current
body of knowledge, it is expected to find that Societal Benefits, Attitude, Subjective Norm,
and Perceived Behavioural Control weigh against the perceived Risks when investigating the
intention to provide private information without personal benefits. The integration of TPB and
PCM is expected to provide additional explanatory power on top of the societal benefits that
information sharing may have.

Societal Benefits
Given the lack of any direct personal benefits, there may be certain societal benefits that one
expects to occur when giving up private information. In this research, societal benefits are
positive outcomes of personal actions that benefit society at large. Societal benefits can have a
significant impact on the intention of people to cooperate with giving up their private
information without any personal gains (Balfour, et. al., 2010). Non-profit organizations are
found to lobby using societal benefits as a motivational factor in order to convince potential
donors (Prentice & Brudney, 2017). This strategy to obtain additional funds or support from
donors, implies that the presence of societal benefits may have a significant influence on the
intention to cooperate with a request that has no direct benefits for either the person or
6
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organization the person represents. Based on this information, the following hypothesis is
formulated:
H1: The higher ones’ Perceived Societal Benefits, the higher the intention to disclose
private information will be.

Attitude
Attitude is the evaluation of behaviour as good or bad from a personal perspective based on
one’s knowledge and experience (Ajzen, 1991). This implies that Attitude differs from person
to person and from situation to situation. This subjective evaluation determines whether an
individual deems a certain behaviour as positive or negative, which in turn influences ones
decision on whether the behaviour should be performed or not. In the context of disclosure of
private information, privacy Attitudes influence privacy behaviour, mediated by intentions
(Dienlin & Trepte, 2015). A specific kind of Attitude, trust, is also often found as a positive
influence on the weighing of factors within the PCM (Kehr, Kowatsch, Wentzelf, Fleisch,
2015), providing additional support for the influence of Attitude on altruistic information
sharing. The influence of Attitude on the intention to cooperate provides the following
hypothesis:
H2: The more positive the Attitude towards a certain behaviour, the higher the
intention to disclose private information will be.

Subjective Norm
Another influencing factor derived from TPB is Subjective Norm, how someone views certain
behaviour as influenced by others within one’s social circles. Altruistic behaviour is greatly
influenced by peer pressure; direct influences from one’s peers has a profound positive effect
on altruistic behaviour. Reading about the altruistic benefits of a certain behaviour doesn’t
appear to have any positive effect (Park & Shin, 2017). Peer pressure can have a profoundly
positive influence on the social behaviour of individuals, especially when positive peer pressure
is present in the formative adolescent years (Boruah, 2016). Being the recipient of altruism and
generous behaviour also increases the odds of reciprocating in a similar manner, which implies
that such behaviour can be learnt through a social network. However, simply being around
generous people doesn’t seem to have any influence on one’s altruistic behaviour (Liu, et. al.,
2015). Based on the current body of knowledge available, the following hypothesis can be
formulated:
H3: The more altruistic ones’ environment is, the higher the intention to disclose
private information will be.

7
Lucas, M.S. 2019

Altruistic information sharing – DNA as a public good

Perceived Behavioural Control
Perceived Behavioural Control, or self-efficacy, is the personal belief and conviction that one
can perform a certain behaviour successfully that is expected to lead to the desired outcome
(Bandura, et. al., 1980). As a person’s self-efficacy increases, the chance of following this
behaviour will also increase, regardless of whether the anticipated outcome actually occurs. A
medical study found that self-efficacy, along with autonomous motivation, is a key factor in
achieving a desired behavioural change (D’Angelo, et. al., 2014). As self-efficacy differs from
person to person and is also situationally dependent, making a certain behaviour easier to
perform for an individual, they will be more likely to actually perform that behaviour (Park &
Huang, 2017). Given this information, it is expected that as behavioural control increases, the
level of intention to cooperate will increase, giving the following hypothesis:
H4: The higher ones’ Perceived Behavioural Control, the higher the intention to
disclose private information will be.
This concludes the theoretical section of this paper. The following chapter describes the
research methods that are used in order to answer the research question as well as address the
reliability and validity of this research, and provide descriptive statistics of the data gathered.

8
Lucas, M.S. 2019

Altruistic information sharing – DNA as a public good

Methodology
This section covers the methodological approach of this study. This chapter first details the
research method used and the operationalization of the individual research constructs. Next,
the scenario used in this research is presented. To conclude, this chapter provides details about
the target population and information concerning the validity and reliability of the data
gathered.

Research method
This research attempts to test the validity of existing theories using the data gathered. Based
on this, a quantitative approach is the most suitable option, as a qualitative approach is more
suitable for theory-building research. In order to test the existing theory, a survey is chosen as
the research method. This allows for economic data-collection and allows for the statistical
analysis of the hypotheses. The survey will be taken online by respondents, ensuring that all
respondents have the same experience when completing the survey. An experimental design
could also have been utilized. This would allow for a better control of the situation, but would
risk creating an artificial situation that cannot easily be generalized to the larger population.

Operationalization
The operationalization of constructs is detailed in the table below.
Table 3.1: Operationalization of concepts
Construct/Items
Perceived Behavioral Control (PBC)
I would be able to provide my personal
information
I have the knowledge necessary to provide my
personal information
I have the resources necessary to provide my
personal information
Subjective Norm (SN)
People who are influential to me would think that
I should provide my personal information
People who are important to me would think that
I should provide my personal information
People whom I respect would think that I should
provide my personal information
Attitude (AT)
Providing my personal information is a good idea
I think providing my personal information is a
wise idea

Scale
Origin
Likert: 1-7 (1=Strongly (Ma,
Kuo,
agree, 7=Strongly
Alexander, 2016)
disagree)

Likert: 1-7 (1=Strongly (Boll, Leppin, Rossen,
agree, 7=Strongly
& Wolf, 2016)
disagree)

Likert: 1-7 (1=Strongly (Ma et al., 2016)
agree, 7=Strongly
disagree)

9
Lucas, M.S. 2019

&

Altruistic information sharing – DNA as a public good

I like the idea of providing my personal
information
Perceived Societal Benefits (PSB)
The organization enables society to obtain
genetic information faster
The organization enables society to obtain
genetic information more effectively
The organization increases productivity of
genetic information research
Behavioral Intention (BI)
I intend to provide my information
I predict I would provide my information when
asked
I plan to provide my information

Likert: 1-7 (1=Strongly (Li, 2014)
agree, 7=Strongly
(Li, 2014)
disagree)

Likert: 1-7 (1=Strongly (Ma et al., 2016)
agree, 7=Strongly
disagree)

All questions are derived from prior research, any changes are kept to a minimum to avoid
changing the underlying meaning of the constructs. The operationalizations of the concepts
derived from TPB are frequently used when conducting surveys within the context of TPB. In
this case, the questions are derived from the work of Ma, Kou & Alexander (Ma et al., 2016)
and adapted to the context of this research. The measurement items for Subjective Norm are
derived from Boll, Leppin, Rossen & Wolf (Boll et al., 2016). The items measuring Perceived
Societal Benefits are taken from work of Li (2014), modified to fit the context of this research.
In addition to the concepts described above, a number of control variables are included in the
survey to account for individual differences such as age, gender, collection method/location
and level of education. Age is an important control variable, as it is expected that people in
different stages of their lives will have a different view on information sharing. The gender and
level of education of the respondents are also recorded in order to control for potentially
confounding effects. Inherent in the PCM is the perceived Risk associated with a certain action.
While not of particular interest for this research, it must be taken into account as it was shown
to be an important predictor of information sharing in prior research.

Scenario
The scenario below is presented to the respondents in order to provide a context for the
questions that are asked. The scenario is described as neutral as possible to avoid people
providing a socially acceptable answer. In order to ensure that the questions are valid and the
synopsis is sufficiently clear, a small scale pilot test is executed. This test allows finetuning of
the synopsis and survey questions, and improves the validity of the results (Saunders, Lewis,
& Thornhill, 2016).
“An organization that analyses genetic traits and markers within the population requires
voluntary data contributions. The more comprehensive the data is, the more accurate
10
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the results. In this light, the organization is requesting full DNA profiles from
volunteers. People are asked to provide their DNA by use of a genetic test kit, which is
delivered and retrieved at the convenience of the volunteer. The data collected will be
available to a select number of vetted researchers within the organization and the data
will be handled in compliance with information privacy legislation. For this survey,
please assume you have been approached to provide your information.”

Target population
The target population of this study is the general population, there is no specific demographic
being targeted in order to answer the research question. When examining existing literature on
the topic of information privacy, it is noted that the data gathered is often student-based and
USA-centric, decreasing the generalization possibilities of the results (Bélanger & Crossler,
2011).
A convenience sample of respondents within the personal social network is utilized for pilot
testing with a minimum of 10 respondents. This allows finetuning of the survey before
distributing it to a convenience sample within the same personal social network as well as an
online panel audience. The results from the pilot test are not mixed with the final survey,
however it is possible that there are respondents who completed both the pilot test and the final
survey. The convenience sample of the personal social network will be the general population
of The Netherlands, whilst the online panel audience is provided by a third party
(SurveyMonkey) and will be US-centric general population. Whether any statistically
significant differences occur between the two groups of data gathered is tested during the
results analysis.

Validity
The internal validity of this research is ensured by using already validated measurement
constructs in the survey and by presenting the scenario in as neutral as possible terms. The
constructs used in this paper have a sufficiently high Cronbach’s alpha in their respective
sources to be considered reliable. The discriminant validity of constructs used in this paper are
checked by examining the cross loadings of the measurement items relative to the constructs.
A potential threat to external validity is the fact that a convenience sample will be used in order
to gather data. This means that there may be some bias and the results may not be fully
representative of the target population. This potential bias might have a negative effect on the
external validity of the results found. This negative effect on the external validity is partially
mitigated by ensuring a sufficiently large sample size through the use of the panel audience to
gather an additional number of respondents. The panel audience is US-centric, a drawback of
this approach is that there may be cultural differences between the views on privacy as a
commodity that can be traded versus privacy as a civil right (Smith et al., 2011). Whether this
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results in any significant differences between the US sample and the Dutch sample is tested
later.

Pilot Test
The pilot test uses the survey questions as determined based on the existing literature to fit the
purpose of this research. The main goal of pilot testing is ensuring that there won’t be any
issues with recording the data and assessing the validity of the questions. The average time to
complete the pilot survey was 4:17 minutes. The questions regarding the quality of the survey
and it’s clarity did not present any clear shortfalls. There were a few comments regarding the
similarity of the questions asked, however this can be expected for reflective constructs. The
full details of the pilot test and the results can be found in Annex 2.
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Analysis
This section presents the analysis of the data gathered for this research. All statistical tests and
analysis is performed using SmartPLS 2.0/3.0 and Microsoft Excel. First, some descriptive
statistics and correlations of the variables are shown to give an insight into the data gathered.
Next, the reliability and validity of the data are assessed, after which the hypotheses are tested
and determined whether the predictions made based on the literature are accurate. Finally, some
additional tests are run to check the influence of the control variables and whether there are
any significant differences between groups.

Descriptive statistics
In total, 308 responses are recorded and there are no missing values, all surveys were completed
in their entirety. The first step in analysing these responses is to check whether respondents
completed the survey properly, rather than quickly completing it. A visual scan of the raw data
allows a first filtering of responses, any responses that are deemed invalid are removed from
the dataset before performing any statistical testing, a full list of the data entries omitted can be
found in Annex 3. Notably, 4 seemingly valid data entries are removed due to the respondents
being under the age of consent considered in this paper (18). After removing the invalid entries,
255 valid responses remained, the distribution of which can be found below.

Table 4.1: Descriptive statistics
Primary Secondary Highschool BSc

MSc.

PhD

Total

Gender

Male
Female

3
0

2
5

36
43

48
79

13
17

7
2

109
146

Age

18-25
26-35
36-45
46-55
56-65
65+

2
0
0
0
1
0

2
2
1
0
0
2

33
9
10
16
8
3

24
27
17
35
17
7

3
10
3
6
2
6

0
3
1
0
2
3

64
51
32
57
30
21

The gender distribution is slightly skewed towards women. Further, most respondents are
highly educated with BSc being the most dominant group and there is a relatively high number
of PhDs found, 7 out of 255. The age distribution is bottom heavy, with 45% of respondents
coming from the age groups of 18-35. Whether this has any significant influence on the overall
results will be determined later in this section. The average completion time of the survey is 2
minutes and 34 seconds. This is significantly faster than the average time measured for the pilot
test (4:17), however still considered to be a reasonable amount of time for a respondent to read
the scenario and answer the questions as presented. In addition, the final survey used an
audience panel that is expected to contain a large number of professional survey takers.
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Also,the survey layout as provided by SurveyMonkey is more streamlined than the product
used for pilot testing (Lime Survey).
The cleansed dataset contains 227 responses recorded by the paid third-party service of Survey
Monkey and 28 responses from social network of the researcher. The paid responses are US
based data entries, whilst the social network of the researcher is EU based, testing is executed
to determine whether any significant differences exist detected between these two groups.

Correlations
To provide additional insight into the data gathered, the correlations between the latent
constructs are calculated. This is done by calculating factor scores and consequently the
correlations between the factor scores. This shows the influence of one latent variable on
another, which already gives an idea of how the latent variables act when modelled and
multiple regression is applied and examined. Analysis of the data provides the following
correlation table, correlations at the individual measured variable level can be found in Annex
3.

Table 4.2: Correlations
AT
AT
BI
PBC
PSB
R
SN

BI
1.0000
0.8100
0.5201
0.5066
-0.4411
0.6044

PBC
1.0000
0.5798
0.4632
-0.5022
0.5973

1.0000
0.3632
-0.3464
0.3581

PSB

1.0000
-0.1905
0.3312

R

SN

1.0000
-0.2567

1.0000

As expected, all independent variables under examination have a positive influence on the
Behavioural Intent. The exception to this is the Risk, which confirms its negative influence on
the Behavioural Intent, however this is not being tested in this research and treated as a control
variable.
Calculating correlations at the individual variable level also allows for excluding any
multicollinearity in the model. This ensures that the independent variables do not significantly
influence each other. Testing for this is done by calculating the Variance Inflation Factor (VIF).
The VIF level that is acceptable in excluding multicollinearity depends on the strength of the
model. The highest VIF found when testing the data is 3.8681, all other values are lower, VIFs
below 4.0 are considered acceptable (Hair, Black, Babin & Andersen, 2014). Considering the
data and the strength of the model, this is sufficient in order to ensure that there is no significant
level of multicollinearity between the independent variables. The full table of VIF values can
be found in Annex 3.
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Reliability
The reliability of the data gathered is assessed based on the Average Variance Extracted (AVE),
the composite reliability and the Cronbach’s alpha calculated by the statistical software
package. Executing these calculation provides the following table of information:

Table 4.3: Reliability scores
AVE
AT
BI
PBC
PSB
R
SN

0.8769
0.9156
0.7454
0.8210
0.7752
0.9036

Composite reliability Cronbach’s alpha
0.9553
0.9297
0.9702
0.9539
0.8977
0.8331
0.9322
0.8916
0.9324
0.9036
0.9656
0.9467

The AVE measures the level of variance that the concept explains as compared to measurement
error. In this case, the AVE is high enough to assume that the concepts as measured indeed
predict the variance found in the data, AVE values above 0.5 are sufficient to suggest adequate
convergence (Hair et al., 2014). The composite reliability and Cronbach’s alpha scores are also
sufficiently high to ensure that the variables measuring the construct are indeed measuring the
same thing, a Cronbach’s alpha of over 0.7 indicate that the questions are measuring the same
thing. In this case, some of the Cronbach’s alpha are very high (over 0.95), which indicates that
there might be some redundancy in the survey (Saunders et al, 2016).

Discriminative validity
Discriminative validity is determined by assessing the cross loadings of the measured variables.
Ideally, the measured item predicts the concept as intended and only that concept. A difference
of 0.3 is a generally accepted rule of thumb threshold in order to ensure discriminative validity.
Performing these tests on the dataset reveals an issue with the cross loadings between the
variables measuring Attitude and Behavioural Intent, the details are shown in the table below,
the full table of cross loadings can be found in annex 3:
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Table 4.4: Cross loadings
Attitude

Behavioural Intent

AT1

0.9341

0.7688

AT2

0.9530

0.7703

AT3

0.9219

0.7357

BI1

0.7670

0.9570

BI2

0.7556

0.9493

BI3

0.8018

0.9643

By removing measurement items from the data analysed, the discriminative validity can be
improved, however the desired threshold of 0.3 is never achieved. Only once the concept of
Attitude is removed in its entirety from the model, does this cross loading issue disappear. This
is a shortfall of the model and requires further research to determine the root cause of this issue.

Hypotheses
By executing the built-in algorithm of the statistical software package, the path coefficients of
the latent variables on the Behavioural Intent can be determined as well as the predictive power
of the overall model. In order to test the hypotheses, a bootstrapping exercise is executed. This
process takes a random selection of N=255 picks of the dataset with replacement and perform
this 5,000 times. Given the sample size, a T-value of 1.96 is required to indicate a 95%
confidence interval. Performing these tests on the model provides the following results:
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Figure 4.1: Tested Altruistic Privacy Calculus model
Based on this information, the following statements can be made regarding the hypotheses of
this paper:
H1: The higher Perceived Societal Benefits, the higher the intention to disclose private
information will be.
Based on the data gathered, there is a positive path coefficient of 0.049 of the societal benefits
of altruistic genetic information sharing on the Behavioural Intention, however this is not
significant at the 95% confidence level. The Perceived Societal Benefits do not have a
significant effect on the Behavioural Intentions of the respondents. As such the null-hypothesis
of no influence cannot be rejected.
H2: The more positive the Attitude towards a certain behaviour, the higher the intention
to disclose private information will be.
There is a positive path coefficient of Attitude on Behavioural Intention of 0.528 which is
significant even at the 99.9% confidence level based on T-value. Amongst the respondents,
there is a very strong positive relationship between their Attitude towards altruistic genetic
information sharing and their Behavioural Intention. The null-hypothesis is rejected and the
alternative hypothesis is accepted.
H3: The more altruistic ones’ environment is, the higher the intention to disclose private
information will be.
Subjective Norm has a positive path coefficient of 0.158 on the Behavioural Intention at a
confidence level of 99.9%. This confirms the fact that the respondents are significantly
influenced by their environment with regards to altruistic genetic information sharing when
determining their Behavioural Intention on this topic. The null-hypothesis is rejected and the
alternative hypothesis is accepted.
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H4: The higher the Perceived Behavioural Control, the higher the intention to disclose
private information will be.
Statistical analysis of the responses indicates with a confidence level of 99.9% based on the Tvalue that Perceived Behavioural Control in the context of altruistic genetic information
sharing has a positive path coefficient of 0.176 on Behavioural Intention. The null-hypothesis
is rejected and the alternative hypothesis is accepted.
With regards to the explanatory power of the model as a whole and the integration of the two
theories used in this paper, despite the influence of Perceived Societal Benefits not being
significant, the model predicts 72.7% of the variance of the Behavioural Intention. In addition,
the perceived Risks are found to be a significant negative influence on the Behavioural
Intention.

Control variables
In addition to the calculations performed in order to test the model, Multi-Group Analysis
(MGA) is executed in order to determine whether there are any significant differences based
on the control variables. There are no significant differences found for any of the relationships
between latent variables based on the gender or age of the respondent or based on the data
collection method, however it must be noted that the social network sample size is small (28).
There are significant differences found for the control variable level of education at the 95%
confidence interval, these are presented in the table below:
Table 4.5: Education influence
AT  BI
SN  BI

Highschool (T-value)
0.447 (4.847)
0.248 (3.012)

MSc & PhD (T-value)
0.776 (6.184)
-0.060 (0.716)

T-value difference test
2.018
2.373

For testing the influence of the level of education of the respondents, the groups MSc and PhD
have been added together to allow for a large enough sample size, the groups primary and
secondary are omitted due to a very small number of respondents. Running an MGA analysis
provides significant differences between respondents with their maximum education at
Highschool level versus the group of MSc’s and PhD’s. This indicates that higher educated
respondents are influenced more by their Attitude towards a certain behaviour as opposed to
the Subjective Norm compared to the lower educated group of respondents.

Alternative model
Given the issues with discriminant validity the model has, some further testing is performed.
Considering the close relationship between the concepts of Attitude and Behavioural Intention,
the same test is run with a slightly altered model, where the concept of Attitude is removed
from the model. Figure 4.2 shows the results when calculating this alternative model:
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Figure 4.2: Alternative model
A quick scan of the results shows that all relationships are significant at the 99.9% level of
confidence. For altruistic genetic information sharing, removing the construct Attitude
provides a significant result for all other relationships in the model. Additionally, the issue
with discriminant validity has also been solved, as this only affected the BI/AT
measurements, reliability scores remain high. The only downside to this approach appears to
be a decrease in the predictive power of the model to 60.7%, however this is still considered
to be a relatively strong level of explanatory power. When performing MGA for all the
control variables and groups created on the alternative model, no significant differences are
found between any of the groups.

Integration of theories
A key element of this paper is the integration of the Theory of Planned Behavior with the
Privacy Calculus Model in the context of altruistic genetic information sharing. In order to
test whether this integration is successful, the same statistical tests are executed for the
theories individually in order to explain their common ground, Behavioural Intent. When
performing these tests, the below figures are found:
Table 4.6 Individual Explanatory Power
Explanatory power
Theory of Planned Behavior
Privacy Calculus Model
Altruistic Privacy Calculus Model

70,6%
39,3%
72,7%
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This test shows that TPB provides the bulk of the explanatory power of the model, however
there is still some added value to the integration of the two theories, slightly increasing the
explanatory power of the BI of the respondents.
Given the alternative model that is created based on the findings, the below table shows the
results if the same tests are run however omitting the influence of AT in the model:
Table 4.7 Individual Explanatory Power Alternative Model
Explanatory power
Theory of Planned Behavior
Privacy Calculus Model
Alternative Altruistic Privacy Calculus Model

51,0%
39,3%
60,7%

In this case, the added value of integrating the two models is larger, despite the lower
explanatory power of the remaining model.
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Conclusion
This chapter reflects upon the study that has been executed, interpreting the outcomes and
noting the strengths and limitations of this study. Next, the research goal and main research
question are reiterated and answered based on the findings. Finally, this chapter provides
recommendations for practice and future research.

Reflection
This research shows that TPB and PCM can be integrated in the context of altruistic genetic
information sharing. In both the Altruistic Privacy Calculus Model as the empirical alternative
model there is an increase in the explanatory power of the Behavioural Intention of the
respondents compared to the theories independently. The empirical findings are mostly in line
with the theoretical expectations and the added value of the integration is clear. Despite this,
altruistic information sharing is a far broader topic than only genetic information. One can
imagine that people could be more willing to provide other types of personal data altruistically
than their DNA material, as it is not a stretch of the mind that people could think of more
sinister uses of DNA (such as eugenics) than suggested in the scenario of this paper. This means
that the results may hold true for altruistic genetic information sharing, however may not be
perfectly generalisable for sharing of other information without personal benefit.
The added value of the integration is apparent when examining the explanatory power of the
alternative model as derived from the empirical results of this research. This alternative model
has more explanatory power than the two theories individually and all four latent variables
have a significant influence on the Behavioural Intent of the respondents. Other than the theory
suggests, empirical data shows that the most valid model is the alternative model. Despite the
large influence of Attitude on Behavioural Intent, the issue with discriminant validity cannot
be resolved without removing Attitude from the model. Perhaps this could be resolved by also
measuring actual behaviour. In the context of this research, this could be done by having people
first complete the survey and then actually asking them to provide a genetic sample, however
this can be considered to be ethically questionable.
Examining the control variables, people educated at the MSc/PhD level are more influenced
by their own Attitude and not at all by their Subjective Norm. This differs significantly from
people educated at Highschool level, who are influenced less by their own Attitude and more
by Subjective Norm. This indicates that the highest educated group of people in society base
their decisions largely on their own Attitude towards a certain behavioural, whilst people
educated at high school level much more influenced by their peers and environment.
Considering the fact that significant differences exist between groups, despite the sample size
for these groups being relatively small, more significant results may have been found if a larger
sample would have been collected.
When designing the survey and examining possible control variables, an attempt was made to
include overall altruism of the individual as a control variables. Unfortunately, no measurement
item was found that could be used to efficiently test for this, so it was decided not to include
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this as a control variable. For future more elaborate research, it might prove valuable to add
this as an additional control variable.
Given the quantitative nature of this research, the focus of the survey was largely on gathering
as much data as possible in order to test the theory and the integration of the two models. This
has largely been a success, however it would have added additional value to the results if the
survey had included some (open) qualitative questions in order to provide some depth to the
reasoning the respondents had, such as asking what their main reason(s) is/are for (not)
providing their genetic information.
Additionally, some research implies that there is a difference between the cultural views on
privacy between USA and European nations, privacy as a commodity that can be traded vs.
privacy as a civil right (Smith et al., 2011). In this paper, no evidence of differences between
the two samples groups were found, however it must be noted that the European sample (28)
was very small compared to the USA sample (227).

Conclusion
The conclusion of this paper will focus on answering the main research question and
determining whether the goal set out in the introduction has been adequately achieved.
Goal: To gain insight in the intention of people to give up their private information for
societal gains with little/no direct personal benefit.
Question: What factors explain the willingness of people to provide their private
information without any personal benefits?

The Privacy Calculus Model has been integrated with the Theory of Planned Behaviour in order
to determine the theoretical factors one can expect when investigating this type of altruistic
information sharing. This research has focussed specifically on altruistic genetic information
sharing as its topic as an example of information sharing with no immediate personal benefits.
In this context, it is found that Subjective Norm, Attitude, and Perceived Behavioural Control
have a significant positive impact on the Behavioural Intent of the respondents, with the
Perceived Risks having a significant negative influence on their intentions.
Given the overlap between Attitude and Behavioural Intent found in the empirical part of this
study, Attitude is removed from the model in order to provide a statistically significant model
without discriminant validity issues. This alternative model shows a significant positive
influence of Subjective Norm, Perceived Behavioural Control, and Perceived Societal Benefits
on the Behavioural Intent of the respondents, with Perceived Risks again providing the negative
influence in the model.
The most valid answer to the research question based on the findings of this paper is that the
factors influencing the willingness of people to provide their private information without any
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personal benefits is their Subjective Norm, their Perceived Behavioural Control, and the
Perceived Societal Benefits that are expected to occur as a result of their sharing.
The research goal is achieved, a new integration of two theories can be used to determine the
probability that information is shared altruistically based on the latent variables. This also
provides a good foundation for further research on the topic and the effects that the inclusion
of actual behaviour may have on the model.

Recommendations
If policy makers wish to increase the cooperation of people when requested genetic information
for criminal investigating purposes, it would be recommended to decrease the perceived Risk
and ensure more focus is on the societal benefits this type of information sharing has. Also,
making it easier for people to share their genetic information, for example sending a test kit to
people’s house and picking it up rather than having them go to a certain location, would
improve cooperation levels. Organizations trying to convince people to altruistically share their
information would want to focus on the Attitude of people first, as this is found to be the
strongest influencing factor overall on the Behavioural Intent. If people’s Attitude towards a
certain behaviour can be nudged positively, the chance that the Behavioural Intent will shift
along with it is large.
This research implies that there is no clear distinction between the constructs of Attitude and
Behavioural Intent in the context of altruistic information sharing. In order to improve the
model as presented in this paper, it is recommended to further investigate and clarify the exact
role that the Perceived Societal Benefits has and whether Attitude can be reintegrated into the
model without running into any discriminant validity issues. This may be possible by including
actual behaviour into the model.
In addition, with a larger sample size, a more detailed Multi-group analysis can also be
performed in order to determine whether other influencing factors found such as level of
education or others should be included in the model and in what capacity.
With a larger sample size from both USA and Europe, it would also be possible to investigate
further whether there is any statistical evidence of differences between the two in the cultural
distinction of privacy as a commodity vs. a civil right. If viewed as a commodity, it would also
be interesting to investigate how much privacy is in fact worth by including a financial stimulus
in the model, however this would negate any form of altruism.
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Annex 1
In addition to the questions detailed in table 3.1, the following control variable questions were
asked in the survey:
Gender: M/F
Age
Education: Primary, Secondary, Highschool, Graduate, Postgraduate, PhD
Risk: (Xu, Dinev, Smith, Hart, 2011).
1. In general, it would be Risky to provide my DNA material to this organization
2. There would be high potential for privacy loss associated with giving DNA material to
this organization.
3. Personal information could be inappropriately used by this organization.
4. Providing this organization with my DNA material would involve many unexpected
problems.
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Annex 2: Pilot test results
Total number of completed submissions: 15
Table Annex 2.1: Pilot test results
Instructions

All clear
14

Clarity of questions
Uneasy answering

14
14

Topical omissions

12

Layout of survey
Other comments

14
12

Comment
Requesting more disclosure of the research topic for better
understanding the questions asked.
Questions are similar, recommending to ungroup the similar questions.
Questions seemed similar, hesitation whether they should be answered
similar.
Risk of eugenics being employed, questions concerning privacy
legislation, needing more questions about why one would share.
Questions should be presented 1 by 1.
Introduction doesn’t provide enough information, nuances made some
questions difficult to understand, some questions looked similar.
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Annex 3: Data information
Data omissions
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Correlations
Table Annex 3.1: Correlations
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VIF table
Table Annex 3.2: VIF scores
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Cross loadings table
Table Annex 3.3: Cross loadings table (cell mark rule >0.6)
AT1
AT2
AT3
BI1
BI2
BI3
PBC1
PBC2
PBC3
PSB1
PSB2
PSB3
R1
R2
R3
R4
SN1
SN2
SN3

AT
0.9341
0.953
0.9219
0.767
0.7556
0.8018
0.5311
0.3484
0.4303
0.4286
0.4723
0.4723
-0.4533
-0.3878
-0.3186
-0.3777
0.5808
0.5464
0.594

BI
0.7688
0.7703
0.7357
0.957
0.9493
0.9643
0.5926
0.3833
0.4833
0.3569
0.4263
0.4638
-0.5069
-0.451
-0.389
-0.4059
0.609
0.5232
0.5647

PBC
0.49
0.4952
0.4754
0.5657
0.5353
0.5631
0.8593
0.8331
0.8965
0.3118
0.3281
0.3449
-0.3649
-0.3074
-0.2135
-0.3173
0.3732
0.3067
0.3362

PSB
0.4857
0.5032
0.4326
0.4521
0.442
0.4359
0.3718
0.2483
0.2956
0.8808
0.921
0.916
-0.2629
-0.1097
-0.0929
-0.1865
0.3289
0.3096
0.3046

R
-0.4283
-0.4523
-0.3563
-0.4832
-0.4864
-0.4725
-0.3593
-0.2168
-0.2918
-0.0971
-0.2166
-0.1911
0.8998
0.8979
0.8609
0.8623
-0.2599
-0.2267
-0.2431

SN
0.5641
0.5838
0.5496
0.5639
0.5693
0.5813
0.36
0.2431
0.3007
0.2844
0.3205
0.2948
-0.2862
-0.2179
-0.2291
-0.1588
0.9526
0.9489
0.9502
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